BAEHE Web INEERELRRE

YLK : g SR
—. LA
. ERHEM
=\ AR SER
P, sege e
SIS VRGP IR, AR

ZHetf Windows Server 2003 FEHUIML, SCH] 1E WIVLAS MR L &TNEE, “CRelf
WinPcap4.1.3 I Ethereal.

AT ENCE https Mk .
1. S| H iis 44k
R A EECR
Tindows SHEE m Eaeeien |.n|,-..-..| n.,..,.l..l
AT IR #indovs AOMHHE. ik

%ﬁﬁﬂui’éﬂﬂ]ﬂ?i’\éﬁﬁ s ﬁs'éE%ﬂlEﬁJﬁﬁﬂ: FEEETReTRzET R —

. EEHANG , e FEEE
EENCERE LI RIS, neesRss wrar O

[ % ASP. HET 0owe -

S T T YEInternet {5 20RE (I13)
P ERFES com A 0.0 ME
O gy BRAFEE e i 0.0 ME
[ =28 SRR 7.0 MB
O T R REFRE RS S 0.0 MB |

i IIS B145 Web s FIP » SNIF 3 HNTF =3F s LLE FrontPage Server

$i5id: ‘g% ASE. HET » Internet {5 EMRE Extenzion $] Actiwe Serwer Fage [4SF) B
EREEREE s 4.0 MB 3
Al AREE 38637.3 MB
ErmRtR e 14.7 ME HREE D). . |
AR e - 3EE3T. 3 WB
T miE |

< t—5@® |F-%¢

R4 1386 U, 1E iso H 1386 ifﬁk%ﬁ%ﬂ?ﬂﬁﬁmmqﬂ,,“Fni?%EIJT;u%




i
B

w
W
'
oy
|
i h‘
lw

e WG Service Pack 2 (-2 =) =
i; CI-zom D), BEe= “@mT- . - E

RENLS 108 a0t awrs -
Lt eiTix_waxmaRss _ %A |

e l————— 000

S| T—rw | | e
T ————

Tindows HHHS il
HH “Windows HAHEMSG »

IEERETHHSERE T Windows SHHFE R

BEXAHES , EFRE “FoE” .

) =
FTIF IS AR, SRR, AT, WA R A, AR 5
HEH



[ Internet ol B 2] =0l
i" : .-
A | e | merwzE | oxA® | omm | B
e~ E[f  ARmet | wes | oewER | eemr |

Tl Tnternet B SRR \
£l F100-TE] T A TR TR 8 AT

- R £3 - wiHEH 1.0 BEBEHEAT
B0 F =7 D).
-y

) Web . 1p MR
(M IF HAFEE Internet ISR

@ TEER e IRATA I
R (L)

|1ki£

HER Web REFBIEHF

web SREEHER

ek IRESHATERIES  LIRA ARG,
&EEE%%W&J‘J Web fR SEE—TUERERETN

EEET).
R D).

BiE T R,

E— wE | mm | mEw | ®=m

lg@ RS IRS B < E—F(E) I'F*E’ [ | i

I Tindows SHEE
A ELEEIIEE R Windows EO3H{H:.

B RIERE T4 Y (R ESEIREIEE. AeERTH SEERHEHA
—Hi. BEEHMHMNE ., 58T “IFERER" .

$HF C):

[ SRl 26 ME |
) EREFRSS 34.4 ME
[ & T hE 4.1 ME
' 1.4 B |
R o.ome =

it FARIE IR Al Ca) LB IR T4 R 2.

[zl 4.9 MB —
Al AR ITZET. 2 B FERER 0. .. |

<t—#o[F-fwm>] ®mw | =z |




Tindows HEEH S

| Ca %X
IEIEEIEWER ca 258,

) ealbAR CaED
bR CiED

= HBEIFMIE CACT)
|'IZA B[ g

Ch Eistih EEEER Ch

bl

Ll Chs FRE Active Directory s SR EIRT2-E0lbETE msHRRE

[T ABEEXGEEHEHNN cA EFH W

ct—sw[F-fw ] mm | =m |

H “Windows HEFMS ”

EEREThHSERE T Windows $HHEF.

N

BXAMEE T, ERE “5oRl” .

ﬁEB;h'




115 iFBEHS

EEBIEH
LT 2 R s BCIE PRI .

HESR A PR RO i

@ FREUET L.

C SERIETES Q.

C NERTERENNHSAES .

C M pfx THSAEHW.

TR B ST B E IS B S (1)

<L—$@HT—$@JH

115 IFBEHS

WK HFRE
EEREERIER I .

BE “F—F" RHERT AR

IS c:idocuments and settings‘administrator B @Ycertreg. tat
EHEESTREE:

IE =R localhost

BP0 ELLA PEE

ElZ (Hh[2 ) CH

&/ Biak sc

e sc

E{if softer

=i spfter

TP UES AR 55 S, AR %A A BT HE 1




-"alicrosoft HBEHE - Nicrosoft Internect Explorer -IDI_)‘

IO WEO SEW KEW TED FHo |
QFE - - X o e wme & - L3,
HivhE () I@ http:ffloealhost cer tarw/ j = E3] |%E

Ficrosoft T HREE — 61.130.2. 145

¥

ERUEREG DR web FIBTEE, FAFERFEE PR RMIEF R —MES. EIERIES, LA
Web BERIABINEN GG, EEFHMENLE, FE, RBCEFHIETNER, MTRMZFEES.

ﬁﬂﬂﬂﬁ)ﬂﬁtﬂﬂ?%‘iﬂ%ﬁﬁﬁmﬂ (CAMET, IETHE, SETMIFFTIFRCRL), REFEENBFBWN

AARAEFRFIFREE, FHRILERS A

B —AMES
g —/MIEH
BRI ERES

TEi— ca iFHS, iFHEsE CRL

G —/MET-) SPAET H1E-) {HH] base64 gatd ) CMC 8¢ PKCS
AR certreq.txt SCAF, &l ARG
BEX—MEBRBEREITHE

ERT—MMRENRIED ca, £ YRENRE TETMME—HAMERE G0 web RS £ base-64
HRATM CNC =% PECS #10 JETSHRIEEE PECS #7 £E1THIE.

A i
AAAAAAP,AJU&JU&AAAAAP.AP,AAAAAAAAPJ&P,AAAAAAAAP.;I
Baze-54 :RIDH [AALALARARMRARAALARARARAMADAARROADNRARAALLE
WFHEHIF AQUFAANBADOFELfplLDOiweSKOadwMAIWECRZHICn
{cMC =8 ZAUF/ THaT?g3xxUJJacldXg33vEepEI=
PECS #10 & |-———- END NEW CERTIFICATE REQUEST-———-—
PECS #7): -
4] | >
Mg

[ E

7

it

=

TERHTE

B LR TR S IR .

UG ->18 7 > B T H>UE Fai sk MLk
=101x|
I E) HBtEw EF W) #HEBH)
= EN =N

Mﬁzm@ (A Hh) Bif 0 | ZitRliE | Sigiisil | eiEiEiae | hiERTARE | iEAMEE | Sl

EHERA B1.139.2. 145 Bz — BEGL. .. IRERETH... EIRUAEE  2025-5-6 17:14 KI00-DESE... CH
[0 FHERES
-0 AR ERES
- SETE
w0 TR E

FERF R IOIE D L RGBS TS T, R




[N 2
A DEEEE|reme |

. BErne [ =

L
FEr | {8 =
FlEE V3
=== Bl Za be 90 00 00 OO OO. ..
g oe s shalRSA —
ElrfisE B1.139.2. 145
FEAans A5 eozsEES AEE 17 0821
FlHarss - BER 20z6ES HEE 17:16:21
E{@Eﬁ% localhost, spfter, soft. ..
= s\ A EL fAE T ;I

GEEE @ | ShEbeo. .|

fifE

PP R & T R PRI S bR I R 250, FTIHEF S H 2.
& F¥ DER Zfith I ORAT ROCHE, S BCE TS [ SSL % 4N T e
EXTEEEE x|
i\n ]'_{_*'.J_-T 5 \-% = ﬁ o {-L...-.
?r .ﬂ ELZM s TRORATUREASELTR. Bifts

@ EEREHHTEREAET.

® EE2EHRIHEA.
M EEEP ERIEIRAN » HE SN 5 B3R ML,
= ALY

= (1) | EFHrEH W |

v eI A R



A http=:/f192 168.1.101f — Microsoft Internet Explorer

IHE &wEBE EFW W TEOD #Fhh
QFE-O-X[E o Pex u@wk |0 o B *
Mtk (0) |&] hetps://192. 168 1. 101/

hello, world!

HME http:

FESCAAE M, WIDCR S, i 80

WATRE MR Z I E, X2 B T8 0 Va8 B AR S (R s R 2 A s = A .
AT AT YE ip.dst = 117.78.41.66, A5 H HArHubE 2 117.78.41.66 KR

([emmmen XI= R
,; 1 ©.000000 61.139.2.145 TCP 55 88 1552 -+ 80 [ACK] Seg=1 Ack=1 Win=62874 Len=1

2 ©.000063 61.139.2.145 TCP 55 88 1549 -+ 8@ [ACK] Seg=1 Ack=1 Win=64248 Len=1

3 9.000079 61.139.2.145 TCP 55 88 1550 -+ 80 [ACK] Seq=1 Ack=1 Win=64248 Len=1

5 ©.327912 61.139.2.145 HTTP 55 88 Continuation

6 ©.436948 61.139.2.145 TCP 55 88 1548 -+ 8@ [ACK] Seq=1 Ack=1 Win=64248 Len=1

21 7.364410@ 61.139.2.145 941 88 POST /Account/Login HTTP/1.1 (application/x-www-form-urlencoded)
i £ 568 TCP LT 3:1°) T55T + B0 [ACK] SEq-BBY ACK=24731 Win-64240 Len=g

T39.

REE Z— POST 7RI, EHE KRR, KIMAKIH A,

v HTML Form URL Encoded: application/x-www-form-urlencoded
> Form item: "username" = "111"
> Form item: "password" "5120220814"
> Form item: "button™ = "loein"

HIEL https:
HA R ssl B ARG PN, b 1 443
BAT 2 E PIREAT IR, 0h & E 4T 1 )8 ip.addr == 220.166.52.236

L1 X I+
™ Tine Souree [ Longth  Bessisasion Pare -
16 5.554982 61.139.2.145 TLSv1. 1339 443 Application Data I
17 5.562238 220.166.52.236 TCP 68 1557 443 - 1557 [ACK] Seq=1 Ack=1286 Win=64248 Len=8 .
21 5.9088553 220.166.52.236 TCP 1354 1557 443 - 1557 [PSH, ACK] Seg=1 Ack=1286 Win=6424@ Len=130@ [TCP segment of a
22 5.9088834 220.166.52.236 TLSV1. 1514 1557 Application Data, Application Data ]
23 5.9088845 220.166.52.236 TCP 124 1557 443 -+ 1557 [PSH, ACK] Seq=2761 Ack=1286 Win=64248 Len=7@ [TCP segment of
24 5.9088858 61.139.2.145 TCP 54 443 1557 + 443 [ACK] Seq=1286 Ack=2831 Win=64248 Len=@ 1
25 5.988896 220.166.52.236 TLSV1. 252 1557 Application Data, Application Data
26 5.918521 61.139.2.145 TLSV1.. 715 443 Application Data
27 5.918847 220.166.52.236 TCP 68 1561 443 » 1561 [ACK] Seq=1 Ack=662 Win=64240 Len=2 m
28 5.919316 61.139.2.145 TLSV1.. 715 443 Application Data
29 5.919462 220.166.52.236 TCcP 68 1564 443 - 1564 [ACK] Seq=1 Ack=662 Win=6424@ Len=@
3@ 5.928202 61.139.2.145 TLSV1. 683 443 Application Data
31 5.920347 220.166.52.236 TCcP 68 1562 443 » 1562 [ACK] Seq=1 Ack=638 Win=64248 Len=@
32 5.920755 61.139.2.145 TLSV1. 683 443 Application Data
33 5.920878 220.166.52.236 TCP 6@ 1568 443 + 156@ [ACK] Seq=1 Ack=63@ Win=64248 Len=@
34 5.921@85 220.166.52.236 TLSv1.. 1514 1557 Application Data —
35 5.921@93 220.166.52.236 TLSvl.. 1388 1557 Application Data
36 5.921@98 220.166.52.236 TLSvl.. 1514 1557 Application Data
37 5.921103 220.166.52.236 TLSv1.. 1514 1557 Application Data [TCP segment of a reassembled PDU]
38 5.921108 220.166.52.236 TLSV1.. 226 1557 Application Data, Application Data

TCP =iET



21 ©.031955 61.139.2.145 TCP 54 443 i1629 » 443 [ACK] Seg=1
> s
https {1 & | i &% 56 & 3% client hello
26 ©.033997 61.139.2.145 TLSv1.. 244 443 Client Hello
27 ©.034236 61.139.2.145 TLSv1.. 244 443 Client Hello

B S g5 de K& — N BEHUE random1. TLS FAS. SE?‘EI’J?JDTZ‘Q%I/%

1 QUSIL3ID LUl UL UL T ULULUL, 1L FUl L. 1UJ1, WL FUl L. =3, JTy. L, MURN. L1, LEH. 13

v Transport Layer Security

v

TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (@x8381)
Length: 185
v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 181
Version: TLS 1.2 (@x0303)
> Random: bad89adace3fb5lcaf5d73ea®l4d3ced417250e7632567bfa..
Session ID Length: ©
Cipher Suites Length: 22
> Cipher Suites (11 suites)
Compression Methods Length: 1
> Compression Methods (1 method)
Extensions Length: 118

MRS A A (% i) K% server hello
(] B AT B B R IR 55 2R 25 % 7 g A I%& T —ANBENL{E random2 Ff Hik
EEy) BN =RGR

38
39
40
41
42

A2

0.045038 220.166.52.236 | TLSv1.. 1354 1629 §EEYEENH§%EENL
0.045207 220.166.52.236 TCP 254 1629 443 - 1629 [PS
©.045224 61.139.2.145 TCP 54 443 1629 = 443 [AC
0.045305 220.166.52.236 TCP 1514 1629 443 > 1629 [AC
0.045312 220.166.52.236 TCP 94 1629 443 - 1629 [PS
4 AAC210 &1 1240 93 1AC TrD CA AA2 1290 - AA2 TAr

> Frame 38: 1354 bytes on wire (18832 bits), 1354 bytes captured (10832 bits)
> Ethernet II, Src: VMware_e7:c6:e7 (@@:50:56:e7:c6:e7), Dst: VMware_45:1b:33 (©0:0c:29:4
> Internet Protocol Version 4, Src: 2208.166.52.236, Dst: 61.139.2.145
> Transmission Control Protocol, Src Port: 443, Dst Port: 1629, Seq: 1, Ack: 191, Len: 12
v Transport Layer Security

~ TLSv1l.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (@x@383)

Length: 53

v Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 49
Version: TLS 1.2 (@x@303)

> [Random: ac9c93@5bef424bbddBoboscdlfsbcee3d3dleleaaldldss.. |
Session ID Length: @
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (@x@@82f)

IRJG MR SS 8 KRR TS, SCHEH, FTHFA7A Certificate, Server Key Exchange,
Server Hello Done. FriR I AL, 7T L BIE -5 AH S H



Content Type: Handshake (22)
Version: TLS 1.2 (8x0303)
Length: 3899
~ Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 3895
Certificates Length: 3892
v [Certificates (3892 bytes)
Certificate Length: 1689
v Certificate: 388206953882857daB03020182021077648ef1a59c30d5bf.. (id-at-commonName=*.swust
> signedCertificate
v algorithmIdentifier (sha256WithRSAEncryption)
Algorithm Id: 1.2.840.113549.1.1.11 (sha256WithRSAEncryption)
Padding: @
encrypted: 48369e2b26bd989aldbcaeedf32lec74193dac6blbdca2cs..
Certificate Length: 1235
v Certificate: 388204cf308283b720030201820211001244882daba9@das... (id-at-commonName=Xcc Tru..
> signedCertificate
> algorithmIdentifier (sha256WithRSAEncryption)
Padding: @

5 i AR EH AT e
i & Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message Fr1-
P E . 27 b KIE BB AE B BT RIS k5548 HL3S UE ik 55 78 R E 1
Ja RILEIE o

AFLAmElL o damara _FdrA o FAAATA A A A AT A faAnl - Fd AAA

I 1218 23.392267 61.139.2.145 TLSv1. 396 443
1211 23.401131 220.166.52.236 TCP 68 1644
1212 23.410278 220.166.52.236 TLSv1.. 129 1644 Chanege Cipoher Spec. Encrvoted Handshake Messaege

Frame 1210: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)
Ethernet II, Src: VMware_45:1b:33 (@0:8c:29:45:1b:33), Dst: VMware_e7:c6:e7 (00:58:56:e7:c6:e7)
Internet Protocol Version 4, Src: 61.139.2.145, Dst: 2208.166.52.236
Transmission Control Protocol, Src Port: 1644, Dst Port: 443, Seq: 191, Ack: 3972, Len: 342
~ Transport Layer Security
~| TLSv1.2 Record Layer: Handshake Protocol: Client Key Exchange
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3e@3)
Length: 262
Handshake Protocol: Client Key Exchange
TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (28)
Version: TLS 1.2 (@x@3@3)
Length: 1
Change Cipher Spec Message
TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (8x@3@3)

<

Length: 64

HaTSiTake PTOToTo T BTy ptetHamstake =
[ R, C s ——— e peemeng = mmmm e e e
197 2.633062 24909:8962:2bad:47f9.. TLSvI.. 138 443 Change Cipher Spec, Application Data
198 2.633297 2409:8962:2bad:47f9.. TLSvI1... 1194 443 Application Data

Frame 197: 138 bytes on wire (1104 bits), 138 bytes captured (11084 bits)
Ethernet II, Src: 9c:2f:9d:91:11:c3 (9c:2f:9d:91:11:c3), Dst: de:20:e8:27:53:bd (de:20:e8:27:53:bd)
Internet Protocol Version 6, Src: 240@9:8962:2bad:47f9:7d15:55de:33ac:cdcd, Dst: 2001:da8:600e:6001:160::238
Transmission Control Protocol, Src Port: 52671, Dst Port: 443, Seq: 1838, Ack: 4438, Len: 64
v Transport Layer Security
v TLSv1.3 Record Layer: Change Cipher Spec Protocel: Change Cipher Spec
Content Type: Change Cipher Spec (20)
Version: TLS 1.2 (@xe303)
Length: 1
Change Cipher Spec Message
v TLSv1l.3 Record Layer: Application Data Protocol: http-over-tls
Opaque Type: Application Data (23)
Version: TLS 1.2 (@xe303)
Length: 53
Encrypted Application Data: 7fc314lebe3b330d94a54a96a31585e4cf40b94e6d5f3ace...

H¥afei8: Application Data, IEI FIEHE #1228 &5 1.

vovovov



69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84

oc

9.066810
9.066818
0.066824
09.066829
09.066834
09.066839
9.066845
9.066855
98.067998
98.068809
9.068014
9.068020
9.068025
9.068@31
9.068035
09.068041

o AcenA7

220.166.
220.166.
220.166.
220.166.
220.166.
220.166.
220.166.

52.236
52.236
52.236
52.236
52.236
52.236
52.236

61.139.2.145

220.166.
220.166.
220.166.
220.166.
220.166.
220.166.
220.166.
220.166.

274 166

52.236
52.236
52.236
52.236
52.236
52.236
52.236
52.236

c2 22&

TLSvV1..
TLSv1..
TLSv1..
TLSv1..
TLSv1..
TLSvi..
TLSvi..

TCP

TLSvi...
TLSvi...
TLSvV1..
TLSvV1..
TLSv1..
TLSv1..
TLSv1..
TLSv1..

TI €1

1514
1514
1514
223
1514
1514
77
54
1514
124
1514
1514
1430
252
1514
1514

1c1A

1626
1626
1626
1626
1626
1626
1626
443

1625
1625
1625
1625
1625
1625
1625
1625

189C

Application
Application
Application
Application
Application
Application
Application

1626 = 443 [ACK] Seq

Datd [TC
Datg, Ap
Datg [TC
Datg
Datg
Datg [TC
Dat3

Application
Application
Application
Application
Application
Application
Application
Application

AnnlsFra+diAn

Data
Data
Data
Data, Ap
Data [TC=
Data, Ap
Data
Data, Ap=

Na+a [T

> Frame 69: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)

> Ethernet II, Src: VMware_e7:c6:e7 (@@:50:56:e7:c6:e7), Dst: VMware_45:1b:33 (@0:0c:29:45:1b:33)

> Internet Protocol Version 4, Src: 220.166.52.236, Dst: 61.139.2.145
> Transmission Control Protocol, Src Port: 443, Dst Port: 1626, Seq: 2831, Ack: 662, Len:
> [2 Reassembled TCP Segments (1397 bytes): #68(1300), #69(97)]

~ Transport Layer Security

v TLSv1.2 Record Layer: Application Data Protocol: http-over-tls
Content Type: Application Data (23)

Version: TLS 1.2 (©x@303)

Length: 1392

Encrypted Application Data: b43a8fd6129856c90758064880al1f419bb3c466dfdlb5dco..

BAELHLERE
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