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Apache HTTP Server Information
Please enter your server's information.

Server Name (e.g. www.appservnetwork.com)

alsPP
Administrator's Email Address (e.g. webmaster @gmail.com)
123@123

Apache HTTP Port (Default : 80)
80

[ <Back [ Next> ] [ concel |




Server Information

* Please enter your MySQL infomation., M H S Q l_

Easy way User Name (e.q. apples ) :

to install |mysq|
for you.

Password (e.q. mypassword | :

Ixxxxxxxxxx

Charset (default latin1] :

< Back | Next > Cencel

B acid-0.9.6b23.tar.gz (NI ELHE - B 451 )
B adodb461.zip (PHP HHE FE 52 FF)
B jpgraph-1.17.tar.gz (BB 55 E For PHP)
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The AppServ Open Project - 2.4.1 for Windows

58 phpMyAdmin Database Manager Version 2.6.0-rc1
# /] PHP Information Version 4.3.8

2] Perl Version 5.8.4

About AppServ Version 2.4.1 for Windows
AppServis a merging open source software installer package for Windows includes :

Apache Web Server Version 1.3.31

PHP Script Language Version 4.3.8

MySQL Database Version 4.0.20

Zend Optimizer Version 2.5.3

phpMyAdmin Database Manager Version 2.6.0-rc1
If you need to install PHP-Nuke please read in FAQ

o Changelog

» README <— Flease read

o AUTHORS

o COPYING

o hitp:fiwww. AppServNetwork.com

Change Language : s 5=

% Easy way to build Webserver, Database Server with AppServ :-)
AppServ L2
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I snort (16) :

nort
data
detail

w

encoding
event

icmphdr

iphdr

opt

reference
reference_system
schema

Sensor
sig_class
slg_reference
signature
tephdr

udphdr

FE%&%E: ©dlocalhost r #IEEE: [Ghsnort

EETH SQL BRI CERIIETT -

SQL &Hif:
# Copyright (C) 2000-2002 Camegie Mellon University
#

# Maintainer: Boman Danyliw <rdd@cert.org>, <roman@danylivw, com?
#
# Original Author(s): Jed Pickel <jed@pickel.net> (2000-2001)
# Roman Danylive <rdd@cert.org>
# Todd Schrubb <ts@cert.org>
#
# This program is free software; you can redistribute it and/or modify
# It under the terms of the GhU General Public License as published by
# the Free Software Foundation. either wversion 2 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# put WITHOUT ANY WARRANTY without even the Implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
# GhU General Public License for more details,
#
# You should have received a copy of the GhU General Public License
# along with this program: if not, write 10 the Free Software
# Foundation, Inc., 59 Temple Place - Suite 330, Boston, WA 02111-1307, USA,
CREATE TABLE schemal

wseq INT UNSIGNED NOT NULL |

ctime DATETIVE NOT NULL |,

PRIMARY KEY ( vseq )
1 # MySOL EERETE R AT (MFT).
INSERT INTO schemal vseq, ctime |

VALLIES |

Snort HdfE B A AT BT
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schema

sensor
sig_class
sig_reference
signature
tephdr

udphdr
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#HE E~7.14 =24
[] SELECT [ | CREATE || GRANT
[] INSERT [ | ALTER [] SUPER
[] UPDATE [ ] INDEX [ ] PROCESS
[] DELETE [ | DROP [ ] RELOAD

[] FILE [ ] CREATE TEMPORARY TABLES [ | SHUTDOWN
[] SHOW DATABASES

B U5 PR il [] LOCK TABLES
HE RTINS O () EHFER.
MAX QUERIES PER HOUR [0 ["] REFERENCES

MAX UPDATES PER HOUR 0 ["] EXECUTE

MAX CONNECTIONS PER HOUR|O [] REPLICATION CLIENT
[] REPLICATION SLAVE

#AT
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SELECT [v| CREATE GRANT

INSERT ALTER LOCK TABLES

UPDATE [v| INDEX REFERENCES
DELETE (/| DROP
CREATE TEMPORARY TABLES
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snort ALL PRIVILEGES = %=
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fi & acid, B5E)5$TIF http://localhost/acid/acid_db_setup.php iR

SEL ANUW_Lal_UlIE_pass_ISISISIVE WU LUS Il yUUL 1IN IS, 1IUWEVET, 1ULUIE VEI SIVIS 1Hidy 1IUL SUPPUIL UIIS dily IV i1
c:\appserviwww\acid\acid_state_citems.inc on line 1181

Warning: Call-time pass-by-reference has been deprecated - argument passed by value; If you would like to pass it by
reference, modify the declaration of [runtime function name](). If you would like to enable call-time pass-by-reference, you can
set allow_call_time_pass_reference to true in your INI file. However, future versions may not support this any lenger. in
c:\appserviwww\acid\acid_state_citems.inc on line 1216

Warning: Call-time pass-by-reference has been deprecated - argument passed by value; If you would like to pass it by
reference, modify the declaration of [runtime function name](). If you would like to enable call-time pass-by-reference, you can
set allow_call_time_pass_reference to true in your INI file. However, future versions may not support this any lenger. in
c:\appserviwww\acid\acid_state_citems.inc on line 1216

Warning: Call-time pass-by-reference has been deprecated - argument passed by value; If you would like to pass it by
reference, modify the declaration of [runtime function name](). If you would like to enable call-time pass-by-reference, you can
set allow_call_time_pass_reference to true in your INI file. However, future versions may not support this any longer. in
c:\appserviwww\acid\acid_state_citems.inc on line 1250

Warning: Call-time pass-by-reference has been deprecated - argument passed by value; If you would like to pass it by
reference, modify the declaration of [runtime function name](). If you would like to enable call-time pass-by-reference, you can
set allow_call_time_pass_reference to true in your INI file. However, future versions may not support this any longer. in
¢:\appserviwww\acid\acid_state_citems.inc on line 1250

Warning: Call-time pass-by-reference has been deprecated - argument passed by value; If you would like to pass it by
reference, modify the declaration of [runtime function name](). If you would like to enable call-time pass-by-reference, you can
set allow_call_time_pass_reference to true in your INI file. However, future versions may not support this any longer. in
c:\appserviwww\acid\acid_state_citems.inc on line 1351

Warning: Call-time pass-by-reference has been deprecated - argument passed by value; If you would like to pass it by
reference, modify the declaration of [runtime function name](). If you would like to enable call-time pass-by-reference, you can

set allow_call_time_pass_reference to true in your INI file. However, future versions may not support this any lenger. in
c:\appserviwww\acid\acid_state_citems.inc on line 1351

[ Back |
Error loading the DB Abstraction library: from "C:\AppSeniwww\acid\adodb.inc.php"

Check the DB abstraction library variable $DBlib_pathin acid_conf.php

The underlying database library currently used is ADODB, that can be downloaded at http://php.weblogs.com/adodb
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http://localhost/acid/acid_db_setup.php
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Added 0 alert(s) to the Alert cache

Queried on : Tue May 06, 2025 22:51:47
Database: snort@localhost (schema version: 106)
Time window: no alerts detected

Sensors: 0 Traffic Profile by Protocol
Unique Alerts: 0 ( 0 categories | TCP (0%)

)
Total Number of Alerts: 0 UDP (0%)
e Source IP addresses: 0 .
Dest. IP addresses: 0 ICMP (0%)
Unique IP links 0

s Source Ports: 0 Portscan Traffic (0%)
o TCP (0) UDP (D)

¢ Dest. Ports: 0
o TCP (0) UDP (D)

e Search
o Graph Alert data

¢ Snapshot
e Most recent Alerts: any protocol, e Most frequent 5 Alerts
TCP, UDP, ICMP
e Today's: alerts unique, listing; IP src / & Most Frequent Source Ports: any , TCP , UDP
dst e Most Frequent Destination Ports: any , TCP , UDP
e Last 24 Hours: alerts unique, listing;
IP src / dst ) . o Most frequent 15 addresses: source, destination
e Last 72 Hours: alerts unique, listing;
IP src / dst

e Most recent 15 Unique Alerts

e Last Source Ports: any , TCP , UDP
e Last Destination Ports: any , TCP ,

wSRTH - snort ¥

AS /@7-15:01:40.466154 192 _168.120.2685 -> 224 A.@A.22
PROTOAA2 TTL:1 TOS:8x8 ID:4437 IpLen:24 DgmLen:48
IF Options <1> =>» Opt 148: B8 0@

=t+=+=t+=t+=t+=+=t+=t=t+=t+=t=t+=t+=t+=t+=t+=4+=t+=t+=+=4+=+=+=+=4+=+=+=+=t+=+=+=t+=+=+=4+=+=+

A5 /087-15:901:48 . 466676 192 _168.120.205:54873 —> 224 _8.8.252:5355
UDP TTL:=1 TOS:8x@ ID:19597 IpLen:28 DgmLen:z6l
Len: 33

=t=t=t+=t=t=t=t+=t=t=t=t+=t=t+=d+=t+=t=d+=+=t+=t=d+=t+=t+=t=d+=t+=t=+=4+=+=t=+=4+=+=+=+=+

A5 /@87-15:01:480.542859 192.168.120.285 -> 224.84.8.22

PROTOBB2 TTL:1 TOS:8x@ ID:4438 IpLen:24 DgmLen:48
IPF Options <1> => Opt 148: 8@ 08

=t+=F+=t+=t+=+=F+=t+=t+=F+=t+=+=+=F+=t+=+=+=F+=F+=+=+=F+=+=F=+=F+=+=F=F+=F+=+=+=+=+=+=+=+=+

05 -87-15:81:40 886683 192 _168.120.205:-54873 > 224 _8.8_252:5355
UDP TTL:1 TO0S:8xB@ ID:19598 IpLen:=260 DgmLen:6l
Len: 33

=4+=4=4=4=F4=F=F=F=F+=F4=F4=F4=F=F=F=F=F+=F=F4=F4=F=F=F=F=F+=F=4=F4=F=F+=F=F+=+=4=4+=4+=+

A5 -B7-15:81:42_455784 192 .168.120.285% > 224.8.8.22
PROT0882 TTL:1 TOS:8x8 ID:4439 IpLen:Z4 DgmLen:48
IP Options 1> => Opt 148: @A B0

=4 =4=f=d=d=F === =F =t =t =t ==t == ==t =t =t =t =t =t ===t =t =t ==t === ===+
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Snort received 41 packets
Analyzed: 41 <108.088; >
Dropped: ACA.HAA8: >

Breakdown by protocol:

TCP: 1
unp: 18
ICHP: @
ARF: A
EAPOL: A
IPvb: 28
IPE: B
OTHER: 18
DISCARD: B8

24392
(24.398:>
<0.088a8:: >
<0.088a8:: >
<0.088a8:: >
C48. 788>
<0.088a8:: >
<24.398:x>
<0.088:: >

Action Stats:
ALERTS: A
LOGGED: A
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% =0 (0% %),

alert udp any any -> 192.168.164.131/24 1:1024 (msg:"UDP flow to low port";)

It

ARERTOR

nc -u 192.168.164.131 123




alert tcp any any -> 192.168.164.131/24 1:1024 (msg:"TCP flow to low port";)
HRAE

=0
08
08
=00
0

nc 192.168.164.131 80

alert tcp 192.168.164.131/24 any <> 192.168.164.131/24 23 (msg:"Telnet session
detected";)
bIRAE

telnet 192.168.164.131

alert icmp 192.168.164.131/24 any -> 192.168.164.131/24 any (msg:"ICMP PING
NMAP"; dsize:0; itype:8; reference:arachnids,162; classtype:attempted-recon; sid:469;
rev:3;)

WK

= Agaress Address Proto
205 0622 17,3111 O 08 964,132 200150, P

ping -c 1 -s 0 192.168.164.131

alert tcp any any -> 192.168.164.131/24 21 (content: "USER admin"; msg: "FTP
admin login";

ftp 192.168.164.131

Ny BEHOLEEZ


ftp://ftp 192.168.164.131/

