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C:\Documents and Settings“idministratorinet share

452 R 5

[PC$ iz 1P
ChavedDocs  C:\DOCUNENTS AND SETTINGS\ALL USERS\DOCUMENTS

'.J__inIFIFIH _ C:\Progran Files\UinRAR

J5F Messenger A%
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%Hune:‘ Interfac... B... E%H RS
@ S0t (0-buni. B i N 4
E%P%ﬂﬂ%%&ﬂﬁlﬂ? L] %Indexing Service &... E=) RS
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Nessengar

A0

BWEEFEMH R -Gl Ttz
Je3 2 H Fr EHLE NetBIOS H /7 4 1) 3% -

61.139.2.132

T

NetBIOS Remote Machine Name Tahle

Nane Type

WINKP-52POJIE-1<B@> UNIQUE
HORKGROUP 88> GROUP

WINRP-52POJTE-1<B3> UNIQUE
WINRP-52POJIE-1€28> UNIQUE
ADMINISTRATOR <@3> UNIQUE

ﬁ MAC Address = BB-BC-29-FB-BC-8E

Status

Registered
Registered
Registered
Registered
Registered

nbtstat -A

AT %R net use \\61.139.2.132\IPC$ "" /user:""



C:\Documents and Settings\Administratordnet use \\61.139.2.135NIPCS "™ Zuser:™
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G:\Documents and Settings\idministratorinet use * /delete
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G:\Documents and Settings\Administratordxcopy Z:\* C:\RemoteCBackup\ /E /H /K
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Xt

7\ T3 _624Fd08Ba6F9ecSechds_19h146282a8523338568 NI LT IEET B \SuperSean
U4, 8-RHC. exe

7: NI 36T 624 488Ba6FecSecbds _19h16282a8523338568\IF 1T EET HWessus e
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). /E: BHIEFMTHZ, BFTHFK. /H: ZHEREN RS
A /K EHSCE R B SO

SHlAH C #H testtxt BIHFRFENK C MHEHKT: copy
C\test.txt Z\. NRHENHARHIA T, BB — M5
F copy
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PIA0: \\server\share
v ERNEINIE Q)
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ffiH net send 4 Ki%EWHE: net send 61.139.2.132 "X &

— 2kl B
G+ \Documents and Settings\Adninistratorinet send 61.137.2.1J2 'T“‘*' ﬂ'ﬂ:";"
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C:\Documents and Settings\idninistratorinet

fFEE G

M\ YTIXP-S2ROTIE-2 3] 2005-3-2 14:02:31 1 61.139.2.1%0 OB
Ha—liiEE

Wi TiZE#E: net use * /delete

G:\Documents and Settings\Administratornet use * /delete
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\\61.139.2.132\I PCS

fEF NMAP S i EN IR O R BMERSG
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nsfadmin@metasploitable:™5 ifconfig
etho Link encap:Ethernet HWaddr 00:0c:29:28:60:a7
inet addr:61.139.2.129 Bcast:61.139.2.255 HMask:255.£55.255.0
inetb addr: feB0::20c:29ff :fe2B:60a?-64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 HMetric:1
RX packets:40 errors:0 dropped:0 overruns:0 frame:0
TX packets:68 errors:0 dropped:0® overruns:0 carrier:
collisions:0 txgueuelen:1000
RX bytes:4305 (4.2 KB) TX bytes:72Z0 (7.0 KB)
Base address:0x2000 Memory:fd5c0000-fd5e0000

Link encap:Local Loopback

inet addr:127.0.0.1 HMask:255.0.0.0

inet6 addr: ::1-128 Scope:Host

UPF LOOPBACK RUNNING HMTU:16436 Metric:1

RX packets:96 errors:0 dropped:0 overruns:0 frame:0
TX packets:96 errors:0 dropped:0® overruns:0 carrier:
collisions:0 txgueuelen:O

RX bytes:21437 (Z0.9 KB) TX bytes:Z21437 (20.9 KB)

i -

-P 33385 F i
nmap -Pn 61.139.2.129

Starting Nmap 7.91 ( https://nmap.org ) at
2025-03-02 18:14 2D1G+Ex2E+2?2

Host discovery disabled (-Pn). All addresses will
be marked 'up' and scan times will be slower.
Nmap scan report for 61.139.2.129

Host is up (@.88875s latency).

Not shown: 978 closed ports

PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
23/tcp open telnet
25/tcp open smtp
Bo/tcp open

111/tcp open

139/tcp open

445/tcp open

512/tcp open

513/tcp open

514/tcp open

1099/tcp open

1 ftcp open

2 'tcp open

21 tcp open

3 tcp open

5 ftcp open postgresql
5 ftcp open vnc

6 ftcp open X11

6 ftcp open irc
BOO9/tcp open ajpl3
B180/tcp open unknown
MAC Address: ©0:0C:29:28:60:A7 (VMware)

Nmap done: 1 IP address (1 host up) scanned in
8.61 seconds

-sT A Fe 14Ty TCP 3w 1, 94158 21, 22, 23, 25,
80. 110. 111, 139, 445 & IR, KR AR S 81 H >k
-



Btx | 61.139.2.129 v BE v |8 Blig
#®%<: | nmap -sT 61.139.2.129
B Nmapitt B0/H & THHE S8

BEES « TH] - CEO I CRE RS 4 fRE |
21 tcp open fitp

L 61.139.2.12¢

e 61.139.2.131 22 tcp open ssh

23 tcp open telnet

25 tcp open smtp

80 tcp open http

110 tcp open pop3

111 tcp  open rpcbind
139 tcp open netbios-ssn
445 tcp  open microsoft-ds
512 tcp open exec

513 tcp open login

514 tcp  open shell

1099 tcp  open rmiregistry
1524 tcp  open ingreslock
2049 tcp open nfs

2121 tcp  open ccproxy-ftp
3306 tcp open mysql

5432 tcp open postgresqgl
5900 tcp open vnc

6000 tcp open X11

6667 tcp open irc

8009 tcp open ajpl3

8180 tcp  open unknown

-sS A ] SYN P IF e i F i TCP 3 1, A ple e # 1 TCP
=iET, 5 EmAaERAA R LRI PLRE, SYN 3 %cH a4
W2 KEHA, LIzl i 7T BeE 2 110



B | 611392129 v Em v mm omE

®%: nmap 61.139.2.129

BS  Nmop BO/EN i TNSEE B8

BEES « T - CEDCHY S BE P p
W 61.139.2.12¢ 21 tcp  open fip

W 61.139.2.131 22  tcp open ssh

23 tcp  open telnet

25 tcp open smtp

80 tcp open htip

111 tcp  open rpcbind
139 tcp  open netbios-ssn
445 tcp  open microsoft-ds
512 tcp open exec

513 tcp open login

514 tcp  open shell

1099 tcp  open rmiregistry
1524 tcp  open ingreslock
2049 tcp open nfs

2121 tcp open ccproxy-ftp
3306 tcp  open mysql

5432 tcp open postgresql
5900 tcp open vnc

6000 tcp open Xi11

6667 tcp  open irc

8009 tcp open ajpl3

8180 tcp open unknown
-sU Jyfa$EF i iy UDP i [
:nmap -sU 61.139.2.129

L] BS Nmepmm BO/EN B TNEE 58

& 4 =H] o &0 BE < BE ML
61139212 | @ 53 udp open domain
® 67 udp openl|filtered dhcps
@ 68 udp openlfiltered dhcpe
® 69 udp openlfiltered tftp
® 111 udp open rpcbind
® 137 udp open netbios-ns
©® 138 udp open|filtered netbios-dgm
©® 2049 udp open nfs
©® 4500 udp openlffiltered nat-t-ike

E=E i/ SHEF




nmap -sV --script vulners --script-args mincvss=5.0
61.139.2.129, M vulners A2 R £ &, VLAC H bR AT
REAFAERT CVSS 173 K T45T 5.0 fiwiF

Starting Nmap 7.91 ( https://nmap.org ) at 2025-03-02 19:01 2D1(+&x2&+2?
Nmap scan report for 61.139.2.129

Host is up (@8.8@s latency).

Not shown: 978 closed ports

PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
vulners:
vsftpd 2.3.4:
PACKETSTORM: 162145 10.8 https://vulners.com/packetstorm/PACKETSTORM: 162145 *EXPLOIT*
EDB-1D:49757 9.8 https://vulners.com/exploitdb/EDB-ID:49757 *EXPLOIT*
CVE-2011-2523 9.8 https://vulners.com/cve/CVE-2011-2523
_ 1337DAY-1D-36895 9.8 https://vulners.com/zdt/1337DAY-1ID-36095 *EXPLOIT*
22/tcp open ssh OpenSSH 4.7p1 Debian Bubuntul (protocol 2.0)
vulners:

cpe:/a:openbsd:openssh:4.7pl:
2C119FFA-ECE@-5E14-A4A4-354A2C38071A l1e.e https://vulners.com/githubexploit/2C119FFA-ECE@-5E14-A4A4-354A2(38071A
*EXPLOIT*

CVE-2023-38488 9.8 https://vulners.com/cve/CVE-2023-38408

CVE-2016-19038 9.8 https://vulners.com/cve/CVE-2016-1908

B8196CDB-3EB9-5631-9828-8064A1575623 9.8 https://vulners.com/githubexploit/B8190CDB-3EB9-5631-9828-8064A1575823
*EXPLOIT*

8FC9C5AB-3968-5F3C-825E-EBDB5379A623 9.8 https://vulners.com/githubexploit/8FCOCSAB-3968-5F3C-825E-E8DB5379A623
*EXPLOIT*

8AD@1159-548E-546E-AAB7-2DEBIF3927EC 9.8 https://vulners.com/githubexploit/8AD@1159-548E-546E-AAB7-2DEBIF3927EC
*EXPLOIT*
| 887EB570-27D3-11EE-ADBA-C8GAAS@43978 9.8 https://vulners.com/freebsd/887EB57@-27D3-11EE-ADBA-C8GAAS043978

5E6968B4-DBD6-57FA-BFBE-D9B2219DB27A 9.8 https://vulners.com/githubexploit/5E6968B4-DBD6-57FA-BF6E-DIB2219DB27A
*EXPLOIT*

33D623F7-98E@-5F75-80FA-81AAB66D1340 9.8 https://vulners.com/githubexploit/33D623F7-98E@-5F75-80FA-81AA666D1340
*EXPLOIT*

©221525F-07F5-5790-912D-F4B9E2D1B587 9.8 https://vulners.com/githubexploit/@221525F-0@7F5-5790-912D-F4B9E2D1B587
*EXPLOIT*

95499236-C9FE-56A6-9D7D-E943A24B633A 8.9 https://vulners.com/githubexploit/95499236-C9FE-56A6-9D7D-E943A24B633A
*EXPLOIT*

CVE-2015-5600 8.5 https://vulners.com/cve/CVE-2015-5600
| SB74A5SBC-348F-11E5-BAG5-C80AA9@43978 8.5 https://vulners.com/freebsd/5B74A5BC-348F-11E5-BAGS-C80AAS@43978
| PACKETSTORM:179290 8.1 https://vulners.com/packetstorm/PACKETSTORM:179290 *EXPLOIT*

FB2E9ED1-43D7-585C-A197-8D6628620134 8.1 https://vulners.com/githubexploit/FB2E9ED1-43D7-585C-A197-8D6628B20134
*EXPLOIT*

FA3992CE-9C4C-5350-8134-177126EGBD3F 8.1 https://vulners.com/githubexploit/FA3992CE-9C4C-5350-8134-177126E@BD3F
*EXPLOIT*

F8981437-1287-5B69-93F1-657DFB1DCES? 8.1 https://vulners.com/githubexploit/F8981437-1287-5B69-93F1-657DFB1DCESY
*EXPLOIT*
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nmap -0 61.139.2.129, #EMIZ Linux 2.6.X W%, BAkhiAk
WHETE Linux 2.6.9 - 2.6.33 A, OS CPE CEHIF&#&% N

cpe:/olinux:linux_kernel:2.6

CLOU) LLp wpTil IR W

MAC Address: ©0:0C:29:28:60:A7 (VMware)
Device_type: general purpose

Running: Linux 2.6.X

OS CPE: cpe:/fo:linux:linux_kernel:2.6
05 details: Linux 2.6.9 - 2.6.33
Network Distance: 1 hop

05 detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 3.51 seconds
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returning with blank results after recent Plugins update
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