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£% 1.1 LIH—MTEK Kernel &k
Make %% 3+ hello.c S5 2 Hbr S0
sudo insmod hello.ko ¥ hello.ko PR REE I3 A%
sudo rmmod hello #; hello.ko P IZARHFL R 2] Py %

[04/89/25]seed@VM ~/.../kernel_module$ dmesg | grep -E "Hello World!"
[04/09/25]seed@VM:~/.../kernel_module$ sudo insmod hello.ko
[04/09/25]seed@VM:~/.../kernel_module$ lsmod | grep hello

hello 16384 ©
[04/09/25]seed@VM:~/.../kernel_module$ sudo rmmod hello
[04/09/25]seed@VM:~/.../kernel_module$ dmesg

ATLUE BN H S

[ 5196.165697] Hello World!
[ 5222.298734] Bye-bye World!.

modinfo hello.ko &7~ hello.ko WAZ R HLH{E B

[04/09/25]seed@VM:~/.../kernel_module$ modinfo hello.ko

filename: /home/seed/Desktop/Labsetup/Files/kernel_module/hello.ko
license: GPL

srcversion: 717A72281ACFAAB385B33A8

depends:

retpoline: Y

name: hello

vermagic: 5.4.0-54-generic SMP mod unload



f£% 1.2 ffH Netfilter RSB —AME B HIB5 K55

make 2w ¥ IF 1 helloFilter.c J5¥ Wiz S IN# 2 N Z+, %
R VR FIAE A HO A i) 1PvA Hs A0 R BT A I, 2> fid A I
N, Al AN AEE, =6l ping 1.1.1.1,

[B4/09/25]seed@UM:~/. /netf11ter_he110$ sudo 1nsmod helloFilter.ko
[04/09/25]seed@VM:~/.../netfilter hello$ sudo dmesg -C
[04/09/25]seed@VM:~/.../netfilter_hello$ dmesg
[04/09/25]seed@VM:~/.../netfilter_hello$ ping 1.1.1.1
PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.
64 bytes from 1.1.1.1: icmp_seqg=1 ttl=128 time=113 ms
64 bytes from 1.1.1.1: icmp _seq=2 ttl=128 time=127 ms
64 bytes from 1.1.1.1: icmp_seq=3 ttl=128 time=104 ms
~C

- 1.1.1.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2004ms
ritt min/avg/max/mdev = 104.290/114,825/126.893/9.291 ms
[04/09/25]seed@VM:~/.../netfilter hello$ dmesg
[ 5374.066020] *** Hello, netfilter 22222!
5374.066021] *** Hello, netfilter 11111!
5375.068192] *** Hello, netfilter 22222!
5375.068193] *** Hello, netfilter 11111!
5376.069514] *** Hello, netfilter 22222!
5376.069515] *** Hello, netfilter 11111!

—————

£% 1.2.1: Zk¥ netfilter hello HFT helloFilter.c 30449
it hello2 E¥&EEBR NF DROP.

15 unsigned int hello2(void *priv, struct sk buff *skb,
16 const struct nf hook state *state)
17 {

18 printk(KERN INFO "*** Hello, netfilter 22222!\n");
19 return NF DROP;

201}

hook2 %T hook1 {54k, FrLL hook2 Z5E#iihiT, BN
NF_DROP &k a L EFE, Fra4 hook2 4 IR E
#he=t EFr, hookl SEASHH 17, FlIh ping X 1) 2515 3K 5k
ToIEAFEIME N . {H2 hook2 H & HI R BUAARD 2 AT, Prbles
i *** Hello, netfilter 22222!



[04/09/25]seed@VM:~/.../netfilter_hello$ ping 1.1.1.1
PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

ping: sendmsg: #F 7 BVi2E
ping: sendmsg: & F MR E
ping: sendmsg: F 7 ¥ BYi2E
ping: sendmsg: 7 7 ¥ BV {E
T

- 1.1.1.1 ping statistics ---
4 packets transmitted, 0 received, 100% packet loss, time 3074ms

[04/09/25]seed@VM:~/.../netfilter_hello$ dmesg
6231.577078] *** Hello, netfilter 22222!
6231.577079] *** Hello, netfilter 11111!
6289.026648] The filters are being removed.
65294.862106] Registering filters.
6309.553714] *** Hello, netfilter 22222!
6310.580027] *** Hello, netfilter 22222!
6311.603827] *** Hello, netfilter 22222!
6312.627816] *** Hello, netfilter 22222!

£% 1.2.2: A4 packet filter EXTH seedFilter.c, ¥
IBEERB] kernel F, FEBA By KB IEAERR B TAE.

seedFilter.c FEBENS, JEKW A& 1,

hook2.hook = blockUDP;
hook2.hooknum = NF INET LOCAL OUT,
hook2.pf = PF_INET;

hook2.priority = NF IP PRI FIRST;

o CERL R N N AZ AR, B Ee 2 fHIE H AR IP Oy 8.8.8.8 HH
i 1oy 53 ) UDP %dlite. (DNS &ify), Wi,

[04/09/25]seed@VM:—/.../packet:filter$ dig @8.8.8.8 www.example.com

; <<>> DiG 9.16.1-Ubuntu <<>> @8.8.8.8 www.example.com
; (1 server found)

;; qlobal options: +cmd

|;; connection timed out; no servers could be reached

[04/09/25]seed@VM:~/.../packet_filter$ sudo dmesg # BEHE
[ 9107.531740] *** LOCAL OUT

[ 9107.531741] 127.0.0.1 --> 127.0.0.1 (UDP)
[ Q107 5217471 %k Helln netfilter 222221

[ 9107.531887] *** Dropping 8.8.8.8 (UDP), port 53
[ 9112.526971] *** Dropping 8.8.8.8 (UDP), port 53
[ 9117.526877] *** Dropping 8.8.8.8 (UDE), port 53

TEARZS B K AL



£% 2.1:5ERL iptables Bt &5, 21T iptables -L --line-numbers

root@bb24a35101a5:/# iptables -A INPUT -p icmp --icmp-type echo-request -
j ACCEPT

root@bb24a35101a5:/# iptables -A OUTPUT -p icmp --icmp-type echo-reply -j
ACCEPT

root@bb24a35101a5:/# iptables -P OUTPUT DROP

root@b24a35101a5:/# iptables -P INPUT DROP

root@b24a35101a5:/# iptables -L --line-numbers

Chain INPUT (policy DROP)

hum target prot opt source destination

L ACCEPT icmp -- anywhere anywhere icmp e
cho-request

Chain FORWARD (policy ACCEPT)
hum target prot opt source destination

Chain OUTPUT (policy DROP)

hum target prot opt source destination
ACCEPT icmp -- anywhere anywhere icmp e
ho-reply

Iptables iC & | : RVFHIEFARGH ICMP ping 15 KA
Bl L, Z35PrA ARG A0 A i AT ol Z 8 £

Chain INPUT(policy DROP)ZE 7~k N ENLAIE I B ER N 57
I HWSL 7NN 1, ILACE] ping iR AL s vridad .

Chain OUTPUT(policy DROP)Z 7~ M\ FEHLK H B E s L ERN &
75, JFHBESL T IS 1, VLECE] ping IR A SR YFE .

£% 2.2: FEAEE 10.9.0.5 XF 8% 2% HI$AT ping H telnet 74

[04/09/25]seed@VM:~/.../Labsetup$ docksh 8e
root@8e7b67ee0830: /# [ping 10.9.0.11|

PING 10.9.0.11 (10.9.0.11) 56(84) bytes of data.

64 bytes from 10.9.0.11: icmp seq=1 ttl=64 time=0.074 ms

64 bytes from 10.9.0.11: icmp seq=2 ttl=64 time=0.062 ms

64 bytes from 10.9.0.11: icmp seq=3 tt1l=64 time=0.065 ms

64 bytes from 10.9.0.11: icmp seq=4 ttl=64 time=0.063 ms

64 bytes from 10.9.0.11: icmp seq=5 ttl=64 time=0.065 ms

~C

---10.9.0.11 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4082ms
rtt min/avg/max/mdev = 0.062/0.065/0.074/0.004 ms
root@8e7b67ee0830: /#| telnet 10.9.0.11 |

Trying 10.9.0.11...

telnet: Unable to connect to remote host: Connection timed out

[cRoNoNoNol




Ping fir & kt, telnet fip &R, XA PK A5G AT & 17 K 3k
N, ping 5K AT LAIE R8I By ki, R telnet 52 tep Pl Hoim
N 23, B kEENERINSENE  EFE, BT telnet 2RI

£ 2.3 FHRBEREE LS iptables IBE, #4845 10.9.0.5 &
A LA ping192.168.60.0/24 M 4% A IHL2%, B2 192.168.60.0/24
2% N IHLES I A ping &8¢ 10.9.0.5.

TG E LA AL FHiE 10.9.0.5 ] 192.168.60.0/24 K%
ICMP &R 21 192.168.60.0/24 7] 10.9.0.5 &% ICMP iRy
FHHARVIA ICMP B 5 i

iptables -A FORWARD -s 10.9.0.5 -d 192.168.60.0/24 -p
icmp --icmp-type echo-request -j DROP

iptables -A FORWARD -s 192.168.60.0/24 -d 10.9.0.5 -p
icmp --icmp-type echo-request -j ACCEPT

iptables -A FORWARD -p icmp --icmp-type echo-reply -j
ACCEPT

(SEES

root@8e/b67ee0830:/# ping 192.168.60.6
PING 192.168.60.6 (192.168.60.6) 56(84) bytes of data.



64
64
64
64
64
64
64
64

£4%5 3.1 ZREEME (Connection Tracking)

—% UDP #&EH:ds%, A& UNREPLIE,
N UDP ANs BT
BRI AL RIS/, KR (R B3 .,

1.

bytes from
bytes from
bytes from
bytes from
bytes from
bytes from
bytes from
bytes from

UDP:

root@5c0c60f772da: /# ping 10.9.0.5
PING 10.9.0.5

(10.9.0. 5) 56(84) bytes of data.

10.
10.
10.
10.
10.
10.
10.
10.

: icmp seq=1
: icmp seq=2
: icmp seq=3
: icmp seq=4
: icmp seq=5
: icmp_seq=6
: icmp seq=7
: icmp seq=8

W WY wwuwwuw-
oo oNoNoNONONOoN
U'IU1U1U1U'IU'IU'IU'I

ttl=63
ttl=63
tt1=63
tt1=63
tt1=63
ttl=63
ttl=63
ttl=63

SRR ER AR 7 K B

seed@VM: ~/.../Labsetup

AR R

time=0,
time=0.
time=0.
time=0.
time=0.
time=0.
time=0.
time=0,

094
088
080
091
079
074
080
075

MOy

X
SN FE R I R R
ERL M ER

ms
ms
ms
ms
ms
ms
ms
ms

Every 1.0s:

conntrack v1.4.5 (conntrack-tools):
udp

2. TCP:

conntrack -L

Udp A, T Az js b

f49b9f9d5T60: Wed Apr

9 14:41:26 2025

1 flow entries have been shown.

17 22 src=10.9.0.5 dst=192.168.60.7 sport=53872 dport=9090 |[UNRE
PLIED] src=192.168.60.7 dst=10.9.0.5 sport=9090 dport=53872 mark=0 use=1

K09 TCP Z % .

seed@VM: ~/.../Labsetup

—% TCP &E#idx, RAN ESTABLISHED, X2

Every 1.0s:

conntrack v1.4.5 (conntrack-tools):
6 431998 [ESTABLISHED
port=9090 src=192.168.60.7 ds

tcp

mark=0 use=1

3. Telnet:

conntrack -L

f49b9f9d5f60: Wed Apr

9 14:42:05 2025

ERtET A7 (E TCP #1 UDP ##:d 3%,

1 flow entries have been shown.
src=10.9.0.5 dst=192.168.60.7 sport=42292 d
t=10.9.0.5 sport=9090 dport=42292 [ASSURED]

GRIFH

—% TIME_WAIT JIRZA K TCP iE4:, 2 IEHFIRE, & TCP

PO DRI FE #2 AT 52

fill o

P RITRE S | A0 T 0B JE R 1 0 ZEHL




seed@VM: ~/.../Labsetup ENI= - [u} X

Every 1.0s: conntrack -L f49b9f9d5f60: Wed Apr 9 14:42:53 2025

conntrack v1.4.5 (conntrack-tools): 3 flow entries have been shown.

tcp 6 431995 ESTABLISHED src=10.9.0.5 dst=192.168.60.7 sport=38108 d
port=23 src=192.168.60.7 dst=10.9.0.5 sport=23 dport=38108 [ASSURED] mark
=0 use=1

udp 17 25 src=192.168.60.7 dst=8.8.8.8 sport=35731 dport=53 [UNREPLI
ED] src=8.8.8.8 dst=192.168.60.7 sport=53 dport=35731 mark=0 use=1

udp 17 29 src=192.168.60.7 dst=8.8.4.4 sport=51110 dport=53 [UNREPLI

ED] src=8.8.4.4 dst=192.168.60.7 sport=53 dport=51110 mark=0 use=1

BRI
seed@VM: ~/.../Labsetup ERIE= — u] X

Every 1.0s: conntrack -L f49b9f9d5f60: Wed Apr 9 14:44:33 2025

conntrack vl.4 anntrack-tools): 2 flow entries have been shown.
tcp 6 57 [TIME _WAIT |src=10.9.0.5 dst=192.168.60.7 sport=38108 dport=2
3 src=192.168.60.7 dst=10.9.0.5 sport=23 dport=38108 [ASSURED] mark=0 use

=1

tcp 6 431997 ESTABLISHED src=10.9.0.5 dst=192.168.60.7 sport=38112 d
port=23 src=192.168.60.7 dst=10.9.0.5 sport=23 dport=38112 [ASSURED] mark
=0 use=1

£% 3.2 BB RSP kB

iptables -A FORWARD -p tcp -i ethO --dport 23 --syn -m
conntrack --ctstate NEW -j ACCEPT

iptables -A FORWARD -p tcp -m conntrack --ctstate
ESTABLISHED,RELATED -j ACCEPT

iptables -P FORWARD DROP

10.9.0.5 telnet 192.168.60.7—— &V

root@7ba312b0a3al:/# telnet 192.168.60.7
Trying 192.168.60.7...

Connected to 192.168.60.7.

Escape character is '"]"'.

Ubuntu 20.04.1 LTS

7983c062fe3e login: H

10.9.0.5 telnet 10.9.0.1— %3}

root@7ba312b0a3a0:/# telnet 10.9.0.1
Trying 10.9.0.1...

Connected to 10.9.0.1.

Escape character is '™]°'.

Ubuntu 20.04.1 LTS

VM login:



192.168.60.7 telnet 10.9.0.5——k K

[04/09/25]seed@VM:~/.../Labsetup$ docksh 79
root@/983c062fe3e:/# telnet 10.9.0.5
Trying 10.9.0.5...

SEMAES: #M#9(10.9.0.0/24) K e telnet 192.168.60.5 , A

At telnet HAth Py X (192.168.60/24)H1F, H.HEBEML AT LAT 0] Tl
PN 0 R 45 2 AN A R ) PR 45

B E ST K RSB S BB DR B e A

(10.9.0.0/24> % 192.168.60.5 1] Telnet FriEHE. V&AM

MM EZMRERET ., 243 192.168.60.0/24 1 B

192.168.60.5 24 Telnet ¥riZE#)f HixE FORWARD # )5k

sy DROP.

root@2686c826603f:/# iptables -F

root@2686¢826603f:/# iptables -P FORWARD ACCEPT

root@2686c826603f:/# iptables -A FORWARD -s 10.9.0.0/24 -d 192.168.60.5 -
p tcp --dport 23 --syn -m conntrack --ctstate NEW -j ACCEPT
root@2686¢826603f:/# iptables -A FORWARD -s 10.9.0.0/24 -d 192.168.60.0/2
4 -p tcp --dport 23 --syn -m conntrack --ctstate NEW -m iprange ! --dst-r
ange 192.168.60.5 -j DROP

root@2686c826603f:/# iptables -A FORWARD -m conntrack --ctstate ESTABLISH
ED,RELATED -j ACCEPT

root@2686c826603f:/# iptables -A FORWARD -s 192.168.60.0/24 -j ACCEPT
root@2686¢826603f:/# iptables -P FORWARD DROP

root@2686c826603f:/#

HEAT I
® /1 H Ak telnet 192.168.60.5, 1 RIFLARHL T A 47

10.9.0.5 telnet 192.168.60.5 —— .2

root@/ba312b0a3a0:/# telnet 192.168.60.5
Trying 192.168.60.5...

Connected to 192.168.60.5.

Escape character is ']

Ubuntu 20.04.1 LTS

c46e9659ee98 login: |}




10.9.0.5 telnet 192.168.60.7 —— Kk

root@?ba3l2b9a350:/# telnet 192.168.60.7
Trying 192.168.60.7...

® A ERENL AT LAY iR A N BT Ak 55 4 A AR X R iR 55 4
192.168.60.5 telnet 192.168.60.7—— %1

root@/983cO62fe3e:/# telnet 192.168.60.7
Trying 192.168.60.7...

Connected to 192.168.60.7.

Escape character is '°]"'.

Ubuntu 20.04.1 LTS

7983c062fe3e login: |

192.168.60.5 telnet 10.9.0.5—— &)

root@/7983c062fe3e:/# telnet 10.9.0.5
Trying 10.9.0.5...

Connected to 10.9.0.5.

Escape character is '*]'.

Ubuntu 20.04.1 LTS

7ba312b0a3ad login: |

192.168.60.5 telnet 10.9.0.1——HLh

root@/7983c062fe3e:/# telnet 10.9.0.1
Trying 10.9.0.1...

Connected to 10.9.0.1.

Escape character is '*]°'.

Ubuntu 20.04.1 LTS

VM loain:

=, ZRASWMEBRE (socesmsrreng @B A MRS G



wcscss th Ay AR
AR 1. S0 1.2.2 FASFTEIHE*** Dropping 8.8.8.8 (UDP), port

53

[04/09/25]seed@VM:~/.../packet_filter$ dmesg
6687.411562] *** L OCAL OUT

6687.411564] 127.0.0.1 --> 127.0.0.1 (UDP)
6687.411571] *** Hello, netfilter 22222!
6687.411723] *** LOCAL OUT

6687.411723] 61.139.2.137 --> 8.8.8.8 (UDP)
6687.411725] *** Hello, netfilter 22222!
6692.405308] *** LOCAL OUT

6692.405310] 61.139.2.137 --> 8.8.8.8 (UDP)
6692.405316] *** Hello, netfilter 22222!
6697.405356] *** LOCAL OUT

6697.405359] 61.139.2.137 --> 8.8.8.8 (UDP)
6697.405364] *** Hello, netfilter 22222!

RO I TN

in4 pton(ip, -1, (u8 *)&ip addr, "\0', NULL);
printk(KERN_INFO "Transefer complete.\n");

P e e e e e e e e e e ——

if (iph->protocol == IPPROTO UDP) {
udph = udp hdr(skb);
if (iph->daddr == ip_addr && ntohs(udph->dest) == port){
printk (KERN WARNING "“*** Dropping %pIl4 (UDP), port ¢
rt):

RIVEAHH Transefer complete, i@l ik, KI8Tk
rE:i i, blockUDP yiiH7E NF_INET POST ROUTING BiE:, W
RE 7E I L8455 00 T T v 4 K B B0 B Bk S AT . sl
blockUDP %7 E /75 5 R (1F B (4 NF_INET_LOCAL_OUT), #i
TREE AL BT A MO AT AL HE . B SUBIA 5 BT 2 1



hook2.hook = blockUDP;

lhook2.hooknum = NF INET LOCAL OUT;|
hook2.pf = PF_INET,;

hook2.priority = NF _IP PRI FIRST,;

nf register net hook(&init net, &hook2);

[04/09/25]seed@VM:~/.../packet filter$ sudo dmesg # BEEHE
9107.531740] *** LOCAL _OUuT

9107.531741] 127.0.0.1 --> 127.0.0.1 (UDP)
9107.531747] *** Hello, netfilter 22222!

9107.531887] *** Dropping 8.8.8.8 (UDP), port 53
9112.526971] *** Dropping 8.8.8.8 (UDP), port 53
9117.526877] *** Dropping 8.8.8.8 (UDE), port 53

P— p— p— p— p— p—

[ R 2 o A A I A A

[04/09/25]seed@VM:~/.../Labsetup$ docker-compose build
HostA uses an image, skipping
Hostl uses an image, skipping
Host2 uses an image, skipping
Host3 uses an image, skipping
Building Router
Step 1/2 : FROM handsonsecurity/seed-ubuntu:large
---> cech04fbfldd
Step 2/2 : RUN apt-get update && apt-get install -y kmod && apt-
get clean
---> Running in 6bd6d5aeb482
Err:1 http://archive.ubuntu.com/ubuntu focal InRelease
Temporary failure resolving 'archive.ubuntu.com'
Err:2 http://security.ubuntu.com/ubuntu focal-security InRelease
Temporary failure resolving 'security.ubuntu.com'
CERROR: Aborting.

R iV 1B /etc/resolv.conf 3L

#nameserver 10.9.0.53

#nameserver 127.0.0.53

nameserver 8.8.8.8

#8earch localdomain W, S M R

R L | = wprpramiiz W os ow s ow oaow N gy e = ww

[04/09/25]seed@VM:~/.../Labsetup$ sudo rmmod seedFilter

WREHR, F)G docker & A, J&HE 5 30 ERILE BEIHLEL




il 3: 5256 3.1,10.9.0.5 ping 192.168.60.7 i}, router {#H watch
-n1 conntrack -L WM& AR 1L,

root@8e7b67ee0830:/# ping 192.168.60.7
PING 192.168.60.7 (192.168.60.7) 56(84) bytes of data.

Every 1.0s: conntrack -L bb24a35101a5: Wed Apr 9 14:24:09 2025

conntrack v1.4.5 (conntrack-tools): @ flow entries have been shown.
fl T A RN SEES 2.3, W& T B KR, 10.9.0.5 J6i% ping
F] 192.168.60.7, RATEF S shmas gt AR AT fig ok, B MIBR P K

S I o

B2 BB TAE T ASEMSEIAE T, — BT LAS 7 T A B K
i A ?
Rk R, FATI [A) N BT K AR RE S AL B S KB R, S

B

By AL H e
WEIR: BdEAE By ks B A SRR, GEIRERAG,  ERE
(e

B R ROEREH: W5 K I B[R] I 445 10 & P ity 5 R 55 48 o P i
RS RPN W 2% 32 1) R RE

WA P KRR RS BRI R, AT E NN
RFEFE R I BE

B B kKRG RE TS FE IR M 243 VA 2l e R B 0, i (R RH
FEHIAL BRI &



B2 2. WEAEEIREh 7 i 38 5 e AR kB i AR 2R

S fE e e B s b A, ek E A MR A TR A I U 3o
BREATILNE, A5 SR 0K B A0 FT V2T PN B I 2% m 10 L A 19X 5 o
IS FH R SR — 25 X A W I N = N R AT R A ), 5 75 & B
JERIN, s Bl e R N B 2%, 5 R4

Pz RUSER

FESEIL Kernel i85 Netfilter B7 k55, %48 7 BRGwEE. N
BT RAEE . B iptables RN, “Fos i il R ICE K .
SEIG TR AB TP B A R, 2K, B R R,
Tt T R e



