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Linux X 8ER L2
1. T H&umdt NP H3

[03/05/25]seed@UM:~$ 4 ) ¢ wwrm g

2. FIHZH SN P SRS ¢, i Desktop S

pEiN
[03/05/25]seed@VM:~$ 1s -a
. . fontconfig Share
.. .gdbinit .ssh
.bash history .gnupg .sudo_as_admin_successful
.bash logout .local Templates
.bashrc .mozilla .vboxclient-clipboard.pid
.cache Music .vboxclient-display-svga-x11l.pid
.config .pam_environment .vboxclient-draganddrop.pid
Desktop Pictures .vboxclient-hostversion.pid
Documents .profile .vboxclient-seamless.pid
Downloads Public Videos
[03/05/25]seed@VM:~$ cd Desktop/
[03/05/25]seed@VM:~/Desktop$ I

BN Is -a R HHTHR FRPTA SISO, BN cd
Desktop/ i\ Desktop {3

3. QI — NI “test” By



[03/05/25] seed@VM:~/Desktop$ touch test
B 44 M test )4

4. fEH vim 5% gedit Zwi gt g, IMAEEAE

EiNAT 4 vim test i3 A\ gwkE test S, 7“1 TIANE

seed@VM: ~/Desktop

hello,world!you're the best!!!

:wall
INSERUE, 1% “Esc” JEHiN “wq” PRI H

5. {1420, il cat iy &4 %SO A 7

E@3k05k251seedéUM:~)Desktoh$ cat test
hello,world!you're the best!!l

6. Gl — AN M “d1”
|[03/05/25] seed@VM: ~/Desktop$ mkdir d1
i mkdir d1 G % Sk

7. ¥ test A d1 7, FHEATZ N test2
N “mv test d1/test2”, B[l test #3034 N d1/test2

[03/65/25]seed@VM: ~/Desktop$ mv test d1/test2



8. fiH Is in > EH RN BT

[03/05/25]seed@VM:~/Desktop$ 1s

dl

[03/05/25]seed@VM:~/Desktop$ 1s ./dl
test?2

Docker BAEF Linux P& #A1EA &8>
1. T H&umdt NP H3

‘[@3/95J’251599d@“”=”$ HEN T A0 R H

2. 1 H cp fir &K= 039 Share 1) Labsetup S0 (i
REHI AR LS 47 TRAE B 52 AR € BIFE 3016 H 3 F O#% UL % Desktop
i

BH I E I B BE D

[03/05/25] seed@VM:~/Desktop$ cd /mnt/hgfs
[03/05/25] seed@VM:.../hgfs$ 1s

seed-share
PO M cp -r iz HXAN 7 Hx HRHX
(~/Desktop)

‘[@3/@5/?5]seéd@vm:.../seed-share$ cp -r Labsetup ~/Desktop/

3. #k N Desktop/Labsetup, & H Kk



f@3f@5/2515eedéUM:.../seed-share$ cd ~fDeskt0prabSetup/
[03/05/25]seed@VM:~/.../Labsetup$ ls -a
. .. docker-compose.yml volumes_

KIA A docker-compose.yml #1 volumes

4. #t docker-compse.yml SCHER %, SR Hr 45

[03/05/25]seed@VM:~/.../Labsetup$ cat docker-compose.yml
version: "3"

services:
attacker:
image: handsonsecurity/seed-ubuntu:large
container name: seed-attacker

tty: true
cap_add:

- ALL
privileged: true
volumes:

- ./volumes:/volumes
network _mode: host

hostA:
image: handsonsecurity/seed-ubuntu:large
container_name: hostA-10.9.0.5
tty: true
cap_add:
- ALL
networks:
net-10.9.0.0:
ipv4 address: 10.9.0.5
command: bash -c "
/etc/init.d/openbsd-inetd start &&
tail -f /dev/null

hostB:
image: handsonsecurity/seed-ubuntu:large
container_name: hostB-10.9.0.6
tty: true
cap add:
- ALL
networks:
net-10.9.0.0:
ipv4 address: 10.9.0.6
command: bash -c "
/etc/init.d/openbsd-inetd start &&
tail -f /dev/null

networks:
net-10.9.0.0:
name: net-10.9.0.0
ipam:

config:
- subnet: 10.9.0.0/24

version: Compose SCIHHIRA A 3
services: & XN HAIITA RS, % XIHF attacker. hostA.




hostB =M%

image: MRFEAKIER, Pra 2 asal s F AR R ) S atdR A%

Container name: Z#% K

tty: Jrmc— M %

cap_add: ¥INFTA AR5

volumes: HEHHIAH H 3%

networks: & RS M4 . attacker Z5#3{5F F AL 45
R, MPIAS host 88348 F H & UM 4% FF 20 C 1 € 19 IP sk, H
S UM 7 MRS A 10.9.0.0/24.

5. i\ docker-compose build (8% dcbuild #74) #EFEIELT
g5k

[03/05/25]seed@VM:~/.../Labsetup$ docker-compose build
attacker uses an image, skipping

hostA uses an image, skipping

hostB uses an image, skipping

6. %\ docker-compose up (5k dcup %)

[03/05/25]seed@VM:~/.../Labsetup$ docker-compose up

Creating network "net-10.9.0.0" with the default driver

Pulling attacker (handsonsecurity/seed-ubuntu:large)...

ERROR: Get https://registry-1l.docker.io/v2/: net/http: request canceled whi
le waiting for connection (Client.Iimeout exceeded while awaiting headers)

PIL BRI (], 225 TR ER BRI R
FUgm A deup Jash a4



[03/05/25]seed@VM:~/.../Labsetup$ dcup

Pulling attacker (handsonsecurity/seed-ubuntu:large)...
large: Pulling from handsonsecurity/seed-ubuntu
da7391352a9b: Pull complete

14428a6d4bcd: Pull complete

2c2d948710f2: Pull complete

b5e99359ad22: Pull complete

3d2251ac1552: Pull complete

1059cf087055: Pull complete

b2afee800091: Pull complete

c2ff2446bab7: Pull complete

4c584b5784bd: Pull complete

Digest: sha256:41efab02008f016a7936d9cadfbe8238146d07c1cl12b39cd63c3e73a0297

cB7a
Status: Downloaded newer image for handsonsecurity/seed-ubuntu:large
Creating hostB-10.9.0.6 ... done
Creating hostA-10.9.0.5 ... done
Creating seed-attacker ... done
Attaching to seed-attacker, hostA-10.9.0.5, hostB-10.9.0.6
hostA-10.9.0.5 | * Starting internet superserver inetd [
0K ]

* Starting internet superserver inetd [
0K 1

A& 1 J2 3 seed-attacker. hostA-10.9.0.5 1 hostB-10.9.0.6

7. #E—A %, H docker ps (5 dockps) A F & #HF IR

[03/05/25]seed@VM:~$ docker ps
CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS NAMES
6113ea35285a handsonsecurity/seed-ubuntu:large "/bin/sh -c /bin/bash"
About a minute ago Up About a minute seed-attacker
34d39c4223c3 handsonsecurity/seed-ubuntu:large "bash -c ' /etc/init.."
About a minute ago Up About a minute hostA-10.9.0.5
3aff49716360 handsonsecurity/seed-ubuntu:large "bash -c ' /etc/init.."
About a minute ago Up About a minute hostB-10.9.0.6

FIH T HHTIEAEIZAT B docker &I TELH(E S

8. f#ifH docker exec -it <ID> (5 docksh <ID>) &4 AR
%A
H EEAT A 2s A /) ID A 34d39c4223c3

= T T | B o e T G N Rl BRSO B Rt et et el B sl e e et et el

[03/05/25]seed@VM:~% docksh 34d39c4223c3
root@34d39c4223c3:/#



9. {# [ ifconfig = ip a & FHL ethO WK T IP Hbhik A
MAC Hih:

[03/05/25]seed@UM ~$ 1fconflg -a

br-b4bc9dflecfd: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.9.0.1 netmask 255.255.255.0 broadcast 10.9.0.255
inet6 fe80::42:901f:fTe98:c826 prefixlen 64 scopeid 0x20<link>
ether 02:42:90:98:¢c8:26 txqueuelen 0 (LLKK)
RX packets @ bytes 0 (0.0 B)
RX errors 0 dropped @ overruns @ frame 0
TX packets 39 bytes 4816 (4.8 KB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

docker0: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
inet 172.17.0.1 netmask 255.255.0.0 broadcast 172.17.255.255
ether 02:42:75:96:32:d4 txqueuelen 0 (LLAR)
RX packets @ bytes 0 (0.0 B)
RX errors 0 dropped @ overruns @ frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 61.139.2.137 netmask 255.255.255.0 broadcast 61.139.2.255
inet6 fe80::106:d87b:30e4:81bf prefixlen 64 scopeid 0x20<link=>
ether 00:0c:29:e6:41:dc  txqueuelen 1000 (LI AW )
RX packets 76808 bytes 104836839 (104.8 MB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 24612 bytes 2029757 (2.0 MB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

ethO -k IP o4 61.139.2.137, MAC #uit >4 00:0c¢:29:€6:41:dc

10. M H ping fir %l 75 ds A MZS s B 18] 1)@ P
fEsar A ping 2525 B 17 IP: 10.9.0.6, ¢ ping &

root@34d39c4223c3 /# ping 10.9.0.6
PING 10.9.0.6 (10.9.0.6) 56(84) bytes of data.

64 bytes from 10.9.0.6: icmp seqg=1 ttl=64 time=0.153 ms
64 bytes from 10.9.0.6: icmp seq=2 ttl=64 time=0.076 ms
64 bytes from 10.9.0.6: icmp seq=3 ttl=64 time=0.082 ms
64 bytes from 10.9.0.6: icmp seq=4 ttl=64 time=0.101 ms

~C

---10.9.0.6 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3064ms
rtt min/ava/max/mdev = 0.076/0.103/0.153/0.030 ms

TEAZE B N ping &% A () 1P:10.9.0.5, §E ping i



[03/05/25]seed@VM:~$ docksh 3aff49716360
root@3aff49716360:/# ping 10.9.0.5
PING 10.9.0.5 (10.9.0.5) 56(84) bytes of data.
64 bytes from 10.9.0.5: icmp seg=1 ttl=64 time=0.098 ms
64 bytes from 10.9.0.5: icmp seqg=2 ttl=64 time=0.071 ms
64 bytes from 10.9.0.5: icmp seq=3 ttl=64 time=0.083 ms
64 bytes from 10.9.0.5: icmp seg=4 ttl=64 time=0.064 ms
~C

- 10.9.0.5 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3057ms
rtt min/ava/max/mdev = 0.064/0.079/0.098/0.012 ms

1. B & — %, KEm ER dl SO k% 3

Labsetup/volumes ({3
[03/05/25]seed@VM:~%$ mv ~/Desktop/dl ~/Desktop/Labsetup/volumes/

12. ALK M, HEFE/volumes TEEH d1 il test2

[03/05/25]seed@VM:~$ docksh 6113ea35285a
root@M: /# 1ls /volumes/

dl

root@VM: /# 1ls /volumes/dl

test?2

13. MRk d1 KHHEHFZ TR test2

LESDLL

root@VM:/# rm -rf /volumes/dl

root@VM: /# 1ls /volumes/ ef S
8 H %

14. ] ctrl+C 73 AR AEE A FIES M ) 2m

#ON exit 1B H 7552



rootéVM:}# exit
exit
[03/05/25] seed@VM:~% D

15. f#i [l docker-compose down (5t dcdown) 45 FT
FER a R
1EJR B4 At 4% Ctrl+C R

“CGracefully stopping... (press Ctrl+C again to force)

Stopping seed-attacker ... done
Stopping hostA-10.9.0.5 ... done
Stopping hostB-10.9.0.6 ... done

i\ dcdown kP FT A A 2%
[03/05/25]seed@VM:~/. ../Labsetup$ dcdown

Removing seed-attacker ... done
Removing hostA-10.9.0.5 ... done
Removing hostB-10.9.0.6 ... done

Removing network net-10.9.0.0

=, ZRSTRMBE (sacesptntenn @B AR 2 F R
Kt e e AR

Ao R USER

AR SES TS Linux SCH/ERT Docker W28 B I SE B, 1E3R
X AT TREKEHA 7 RN R B R

BRI 7y, e TWE A Is™S “ed’s touch’s “vim',
‘cat’ ‘mkdir. mv SR SkAIE . . BITAEE O O
Fo



7t Docker #AE#7r, & T 1 wnfar{E I docker-compose >k
EEA SN R S, ORERE. B3 IR A . it
b, BB S] T A G AR AR I AT, DA U] 78 25 2% 2 TR1R
[ 2 e

W IX RS, AT T H CRIHORAEE ST, BRI T sk
BRI R RE 7)o AEARKM IR TAE T, oM 4k SR AR RIX L T A
KR ThRE, PARE A WA B AR 75K



