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f#i Fil docker-compose build iy 4 1) 5 1%

[03/05/25]seed@VM:~/.../Labsetup3s$ 1s

Labsetup

[03/05/25] seed@VM:~/.../Labsetup3$ cd Labsetup/
[03/05/25]seed@VM:~/.../Labsetup$ ls
docker-compose.yml volumes
[03/05/25]seed@VM:~/.../Labsetup$ docker-compose build
attacker uses an image, skipping

hostA uses an image, skipping

hostB uses an image, skipping

f#i il docker-compose up 4 5 314

[03/05/25]seed@VM?~/.../Lébsétup$ docker-compose up
Creating network "net-10.9.0.0" with the default driver

Creating hostA-10.9.0.5 ... done

Creating seed-attacker ... done

Creating hostB-10.9.0.6 ... done

Attaching to seed-attacker, hostA-10.9.0.5, hostB-10.9.0.6

hostA-10.9.0.5 | * Starting internet superserver inetd [ OK 1]
*¥ Starting internet superserver inetd [ OK 1]

i H docker-compose down <45 #%

[03/11/25]seed@VM:~/.../Labsetup$% docker-compose down

Removing hostB-10.9.0.6 ... done
Removing hostA-10.9.0.5 ... done
Removing seed-attacker ... done

Removing network net-10.9.0.0

f# F docker ps iy & B F 411 IE/EIZ1T 1) docker & 28I A(S



&, CONTAINER ID Z&%4 ID, IMAGE #2Ziz% 4 rfli it Docker
BB 4K, COMMAND %43 s 14T Hfn<, CREATED 2%
QRIS TH], STATUS 24880 ARG, PORTS 2% 4% A #il
508 AL AU K &R, NAMES 2 & 48 44 5K

[03/05/25]seed@VM:~/.../Labsetup$ docker ps
CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS NAMES
7edd20993214 handsonsecurity/seed-ubuntu:large "bash -c¢ ' /etc/init.."
38 seconds ago Up 36 seconds hostB-10.9.0.6
ed5469c63fch handsonsecurity/seed-ubuntu:large "/bin/sh -c /bin/bash"
38 seconds ago Up 36 seconds seed-attacker
d91e2951cbbe handsonsecurity/seed-ubuntu:large "bash -c¢ ' /etc/init.."
38 seconds ago Up 36 seconds hostA-10.9.0.5

AT Ll dockps & fij 15 &

[03/05/25]seed@VM:~/.../Labsetup$ dockps
7edd20993214 hostB-10.9.0.6
ed5469cb63fc6 seed-attacker
d91e2951c66e hostA-10.9.0.5

AT A, &F hostA 7 IP: 10.9.0.5

[03/05/25]seed@VM:~/.../Lahsetup$ docker exec -it d91e2951c66e /bin/bash
root@d91e2951c6be: /# ifconfig
ethO: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.9.0.5 netmask 255.255.255.0 broadcast 10.9.0.255

ether 02:42:0a:09:00:05 txqueuelen @ (Ethernet)

RX packets 69 bytes 8258 (8.2 KB)

RX errors @ dropped © overruns @ frame 0

TX packets @ bytes 0 (0.0 B)

TX errors 0 dropped 0 overruns 0 carrier © collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
loop txqueuelen 1000 (Local Loopback)
RX packets @ bytes 0 (0.0 B)
RX errors @ dropped @ overruns @ frame 0@
TX packets @ bytes 0 (0.0 B)
TX errors @ dropped 0 overruns 0 carrier © collisions ©

i exit i 2B H A2 A

root@d91e2951cbbe:/# exit
exit

i docker 111 volumes Szil S Jedt=
N\ attacker %9, 7F volumes U432 1) 4 test3




[03/05/25]seed@VM:~/Desktop$ dockps

7ac5a0ff895c hostB-10.9.0.6

beabc5laffec hostA-10.9.0.5

a83d02b5e4b3 seed-attacker

[03/05/25]seed@VM:~/Desktop$ docksh a

root@M:/# 1s

bin dev home 1ib32 1ibx32 mnt proc run srv tmp var
boot etc 1ib 1ib64 media opt root sbin sys wusr volumes
root@M:/# cd volumes/

root@WM:/volumes# 1s

root@vM:/volumes# touch test3

&, BN L) Labsetup/volumes SC#E3E, fE
3 test3 fE1(E

Desktop Labsetup3 Labsetup volumes -

test3

HHE BRI
i/ chmod 775 45 SCAFRUR,  Fr T & RA B S AT

|[ﬂ3/@5/25]seed@VM:~/Desktop$ chmod 775 sniffer.py

BN ip -bra BHEIERIMZED, ZHl br-15f1f62793f8

[03/11/25]seed@VM:~/.../Labsetup$ ip -br a

lo UNKNOWN 127.0.0.1/8 ::1/128

ens33 UP 61.139.2.137/24 fe80::106:d87b:30e4:81bf/64
docker@ DOWN

br-15f1f62793f8 UP 10.9.0.1/24 feB80::42:9ff:febb:b3ae/64
vethelbe4a4@if20 UP fe80::7453:faff:felB:77e/64
veth6facle8@if22 UP fe80::4c32:11ff:feld:feba/64

&4 snifferpy, B br-15f1162793f8, A7 IFiEH

pkts = sniff(iface='br-15f1f62793f8', filter='ip', prn=process packet)
wrpcap("sniffer.cap", pkts)

print("packets have been saved!")
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[03/11/25]seed@VM:~/.../Labsetup$ dockps
d08ae8la8edl® seed-attacker
3e85149f065f hostA-10.9.0.5
4a22cOccbhedb hostB-10.9.0.6

FTHRA%um, 93t attacker F1 host-A

[03/11/25]seed@VM:~/. . ./Labsetup$ docksh d
root@vM: /# |

[03/11/25]seed@VM:~/.../Labsetup$ docksh 3
root@3e85149f065f: /# I

BITIIA G, fE754% attacker 7 ping host-A (10.9.0.5),

root@VM:/# ping 10.9.0.5
PING 10.9.0.5 (10.9.0.5) 56(84) bytes of data.
64 bytes from 10.9.0.5: icmp seq=1 ttl=64 time=0.184 ms
64 bytes from 10.9.0.5: icmp seq=2 ttl=64 time=0.281 ms
64 bytes from 10.9.0.5: icmp seq=3 ttl=64 time=0.281 ms
64 bytes from 10.9.0.5: icmp seq=4 ttl=64 time=0.273 ms
~C
- 10.9.0.5 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3079ms
rtt min/avg/max/mdev = 0.184/0.254/0.281/0.040 ms

FEA B A 2 C 224 3R 2R ICMP 08

[03/11/25] seed@VM:~/Desktop$ sudo ./sniffer.py
IP: 10.9.0.1 --> 10.9.0.5 ttl: 64
ICMP type: 8

IP: 10.9.0.5 --=> 10.9.
ICMP type:

.1 ttl: 64

IP: 10.92.0.1 --> 10.9.
ICMP type:

.5 ttl: 64

IP: 10.9.0.5 --> 10.9.
ICMP type:

.1 ttl: 64

(0]

(C]

(0]

8

(0]

(0]
IP: 10.9.0.1 --= 10.9.0.5 ttl: 64

ICMP type: 8

(0]

(0]

(C]

8

IP: 10.9.0.5 --> 10.9.
ICMP type:

.1 ttl: 64

IP: 10.9.0.1 --=> 10.9.
ICMP type:

.5 ttl: 64

MR TCP #0 i : 7£ host-A E4E WA nc -Inv 10.9.0.5 6901,



W 6901 i [

root@3e85149f065fF:/# nc -1lnv 10.9.0.5 6901
Listening on 10.9.0.5 6901
Connection received on 10.9.0.1 34648

1 attackers &4 NI nc -v 10.9.0.5 6901, ¥} succeeded,

YR T 1)

root@VM:/# nc -v 10.9.0.5 6901
Connection to 10.9.0.5 6901 port [tcp/*] succeeded!

BE AR tep =kiIETFHE

IP: 10.9.0.1 --> 10.9.0.5 ttl: 64
TCP port: 34648 --> 6901
TCP seq: 26380003714
TCP ack: ©

IP: 10.9.0.5 --> 10.9.0.1 ttl: 64
TCP port: 6901 --> 34648
TCP seq: 3638772625
TCP ack: 2680003715

IP: 10.9.0.1 --> 10.9.0.5 ttl: 64
TCP port: 34648 --> 6901
TCP seq: 2680003715
TCP ack: 3638772626

£ attacker FEAH AN “nihao” (M T K% tcp HiE )

root@3e85149f065fF:/# nc -1lnv 10.9.0.5 6901
Listening on 10.9.0.5 6901

Connection received on 10.9.0.1 34648
nihao!

FERIA R bl 3R 2 1 tep Bl

IP: 10.9.0.1 --> 10.9.0.5 ttl: 64
TCP port: 34648 --> 6901
TCP seq: 2680003715
TCP ack: 3638772626
TCP load: b'nihao!\n’
IP: 10.9.0.5 --> 10.9.0.1 ttl: 64
TCP port: 6901 --> 34648
TCP seq: 3638772626
TCP ack: 2680003722




£ attacker & HF 5G] tep J@IE (ctrl+o), JHAWITE] tcp £

IP: 10.9.0.1 --> 10.9.0.5 ttl: 64
TCP port: 34648 --> 6901
TCP seq: 2680003722
TCP ack: 3638772626

IP: 10.9.0.5 --> 10.9.0.1 ttl: 64
TCP port: 6901 --> 34648
TCP seq: 3638772626
TCP ack: 2680003723

IP: 10.9.0.1 --> 10.9.0.5 ttl: 64
TCP port: 34648 --> 6901
TCP seq: 2680003723
TCP ack: 3638772627

RER UDP i E: 7& host-A #F2ZsHHIA nc -Invu 10.9.0.5
6901, 7£ attackers &z %I A nc -vu 10.9.0.5 6901, H L

succeeded, iR T T

root@3e85149f065f:/# nc -1lnvu 10.9.0.5 6901
Bound on 10.9.0.5 6901

Connection received on 10.9.0.1 37469

KXKKX

root@/M:/# nc -vu 10.9.0.5 6901
Connection to 10.9.0.5 6901 port [udp/*] succeeded!

BE AR ER udp &

IP: 10.9.0.1 --> 10.9.0.5 ttl: 64
UDP port: 37469 --> 6901
UDP 1load: b'X®

IP: 10.9.0.1 --> 10.9.0.5 ttl: 64
UDP port: 37469 --> 6901
UDP 1load: b'X'

IP: 10.9.0.1 --> 10.9.0.5 ttl: 64
UDP port: 37469 --> 6901
UDP 1load: b'X'

IP: 10.9.0.1 --> 10.9.0.5 ttl: 64
UDP port: 37469 --> 6901
UDP 1load: b'X®

IP: 10.9.0.1 --> 10.9.0.5 ttl: 64
UDP port: 37469 --> 6901
UDP 1load: b'X®



7t attacker Z# A H AN “nihao” (14T Ki% udp H¥E)

root@3e85149f065f:/# nc -lnvu 10.9.0.5 6901
Bound on 10.9.0.5 6901

Connection received on 10.9.0.1 37469
XXXXXnihao

FAIAS i W A e 21 udp ZdE 2

IP: 10.9.0.1 --> 10.9.0.5 ttl1: 64
UDP port: 37469 --> 6901
UDP Tload: b'nihao\n'

HoyE A A B

chmod 775 spoof.py
vi spoofpy, Mz, HifskE host-A (10.9.0.5)
ICMP 45t

pkts = sniff(iface = 'br-15f1f62793f8', filter = 'icmp and src host 10.9.0.5', p
rn = spoof pkt)

wrpcap("spoof.cap",pkts)

print("packets have been saved!")

:wall

sudo ./spoof.py FJ5 IR
7t host-A #1223 ping 1.1.1.1

root@eabc5laffec:/# ping 1.1.1.1
PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.
64 bytes from 1.1.1.1: icmp_seq=1 tt1=99 time=8.30 ms
64 bytes from 1.1.1.1: icmp seqgq=1 ttl=127 time=364 ms (DUP!)
64 bytes from 1.1.1.1: icmp seq=2 ttl=99 time=5.40 ms
64 bytes from 1.1.1.1: icmp seq=2 ttl=127 time=205 ms (DUP!)
~C
-- 1.1.1.1 ping statistics ---
2 packets transmitted, 2 received, +2 duplicates, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 5.400/145.616/363.556/149.638 ms

(DUPHZE R E 1 s w4, S B 28 5 1.1.1.1 22 el i,
EHILFEE N, FOYZEA BT ip 79 10.9.0.5 {1 ICMP Q4T
—~ip eF, PrARE0EREEmMyEREE



[3/05/25] seed@VM: ~/Desktop$% sudo
Jriginal Packet.........
source IP: 10.9.0.5
Jestination IP: 1.1.1.1
spoofed Packet........
Source IP: 1.1.1.1
Jestination IP: 10.9.0.5
Jriginal Packet.........
source IP: 10.9.0.5
Jestination IP: 1.1.1.1
spoofed Packet........
Source IP: 1.1.1.1
Jestination IP: 10.9.0.5

Ping 8.8.8.8

root@3e85149f065f:/# ping 8.8.8.8
PING 8.8.8.8 (8.8.8 .8) 56(84) bytes of data.

- 8.8.8.8 ping statistics ---

rtt min/ava/max/mdev = 15.108/36.829/52.544/16.248 ms

Spoofed Packet........
Source IP: 8.8.8.8
Destination IP: 10.9.0.5
Original Packet.........
Source IP: 10.9.0.5
Destination IP: 8.8.8.8
Spoofed Packet........
Source IP: 8.8.8.8
Destination IP: 10.9.0.5
Original Packet.........
Source IP: 10.9.0.5
Destination IP: 8.8.8.8
Spoofed Packet........
Source IP: 8.8.8.8
Destination IP: 10.9.0.5

51111 —%%
Ping 10.9.0.6

./spoof.py

64 bytes from 8.8.8. icmp seq=1 tt1=99 time=32.5 ms
64 bytes from 8.8.8.8: icmp seq=1 ttl=127 time=51.8 ms (DUP!)
64 bytes from 8.8.8.8: icmp seq=2 ttl=99 time=15.1 ms
64 bytes from 8.8.8.8: icmp seq=2 ttl=127 time=51.9 ms (DUP!)
64 bytes from 8.8.8.8: icmp seq=3 ttl=99 time=17.0 ms
64 bytes from 8.8.8.8: icmp seq=3 ttl=127 time=52.5 ms (DUP!)

3 packets transmitted, 3 received, +3 duplicates, 0% packet loss, time 2005ms



root@3e85149f065f:/# ping 10.9.0.6
PING 10.9.0.6 (10.9.0.6) 56(84) bytes of data.
64 bytes from 10.9.0.6: icmp seq=1 ttl=64 time=0.450 ms
64 bytes from 10.9.0.6: icmp seqg=1 tt1=99 time=23.6 ms (DUP!)
64 bytes from 10.9.0.6: icmp seq=2 ttl=64 time=0.264 ms
64 bytes from 10.9.0.6: icmp seq=2 tt1=99 time=11.6 ms (DUP!)
~C
- 10.9.0.6 ping statistics ---
2 packets transmitted, 2 received, +2 duplicates, 0% packet loss, time 1003ms
rtt min/avg/max/mdev = 0.264/8. 993/23 646/9 628 ms

el I e I R [ Ly L

Source IP: 10.9. G 5
Destination IP: 10.9.0.6
Spoofed Packet........
Source IP: 10.9.0.6
Destination IP: 10.9.0.5
Original Packet.........
Source IP: 10.9.0.5
Destination IP: 190.9.0.6
Spoofed Packet........
Source IP: 10.9.0.6
Destination IP: 10.9.0.5
Original Packet.........
Source IP: 10.9.0.5
Destination IP: 10.9.0.6
Spoofed Packet........
Source IP: 10.9.0.6
Destination IP: 10.9.0.5

51111 —%%
Ping 10.9.0.1

JIJPUUITEU FdLREZ L. @ 2 0 2 2 &
Source IP: 10.9.0.1
Destination IP: 10.9.0.5
Original Packet.........
Source IP: 10.9.0.5
Destination IP: 10.9.0.1
Spoofed Packet........
Source IP: 10.9.0.1
Destination IP: 10.9.0.5
Original Packet.........
Source IP: 10.9.0.5
Destination IP: 10.9.0.1
Spoofed Packet........
Source IP: 10.9.0.1

Destination IP: 10.9.0.5
||

51111 —%%




Ping 10.9.0.9

root@3e85149f065f:/# ping 10.9.0.9
PING 10.9.0.9 (10.9.0.9) 56(84) bytes of data.
From 10.9.0.5 icmp _seq=1 Destination Host Unreachable
From 10.9.0.5 icmp_seq=2 Destination Host Unreachable
From 10.9.0.5 icmp_seq=3 Destination Host Unreachable
~C

- 10.9.0.9 ping statistics ---

pipe 4

L ANTTIK, e W REAR Ak ST i o

=, ZRASWMERE (socexmarieng @ AR REF G,
Kkt AN MR

. {1 spoof.py JT G MRS, 7E attacker 525N ping fi&5 7€ IP

Hi bk TGk B U 21 ICMP

firithJ7i%: &5F spoof.py A, KIULAAAE “filter” iTyE, RXTIE

ip #ilik’y 10.9.0.5 1) ICMP &i#47 IP ¥4, PrLARATILE host-A N

BEAT ping $55& P RIAJ AR ¥ ] 5

(LSYTVEIR

BER SR CRIE, IR AERf#R T Docker MZkar & MIEM, #4
R T HHR IR SO SRR, b TR T TCP = kiR
THFEFEAERE, WEIRBIMEE 2 MR E s mE 2, sepad
FE R AR ES B, AW, A BESEILIUIIRICR .

4 packets transmitted, 0 received, +3 errors, 100% packet loss, time 3049ms



