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4 php5.3.3 Fll apache2.2 %4541 J5 , 7F apache ZZ3&E 42 1 bin H 3% N 4T HF emd, i\ httpd
-k install Z%%, HILLL R “Service is already installed” it Bl 22 2& 5€ il 28 J5 % A\ “httpd -k start”
JA 81 apache2.2 i%5 -

n>httpd —k install

[IRURY

Ui 4] http://localhost/info.php, HILWI ™ E R~ “PHP Version 5.3.3” Pl GD. MYSQLi
AHIRAT B AR 53817 IR -

QO D http://localhost/info.php B % % ®

VeSS @ FFbm O xmm [B sUResHE 42 Downlosoftnoic

PHP Version 5.3.3 php

System Windows NT WIN-DEMSHKQNGU1 6.2 build 9200 (Windows Server 2008 R2 Standard
Edition) i586

Build Date Jul 21 2010 20:25:38

Compiler MSVC9 (Visual C++ 2008)

Architecture x86

Configure cscript /nologo configure. js "--enable-snapshot-build" "--disable-isapi" "-enable-debug-pack”
Command "--disable-isapi" "--without-mssq|" "--without-pdo-mssql" "--without-pi3web" "--with-pdo-oci=D:
\php-sdk\oraclelinstantclient10\sdk,shared" "--with-oci8=D:\php-
sdk\oracle\instantclient10\sdk,shared" "--with-oci8-11g=D:\php-
sdkloracle\instantclient11\sdk,shared" "-enable-object-out-dir=../obj/" "-enable-com-dotnet"
"—with-mcrypt=static"

Server API Apache 2.0 Handler

Virtual enabled
Directory
Support

Configuration |C:\Windows
File (php.ini)
Path
Loaded C:\Users\Administrator\Desktop\Web\php5.3.3\php-5.3.3-Win32-VC8-x86\php.ini
Configuration
File

Scan this dir for | (none)
additional .ini

files

Additional .ini | (none)
files parsed

PHP API 20090626

PHP Extension |20090626
Zend Extension | 220090626

Zend Extension | AP1220090626,TS,VC9
Build

PHP Extension [API20090626,TS,VC9
Build

Debug Build  |no
Thread Safety |enabled

Zend Memory  |enabled
Manager

Zend Multibyte |disabled
Support

IPvé Support enabled



http://localhost/info.php

gd

GD Support enabled
GD Version bundied (2.0.34 compatible)
FreeType Support enabled
FreeType Linkage with freetype
FreeType Version 239
GIF Read Support enabled
GIF Create Support enabled
JPEG Support enabled mysqli
1IbJPEG Version b
PNG Support enabled e | enabled
1iIBPNG Version 1247 Cllent API library version mysqind 5.0.7-dev - 091210 - $Revision: 300533 §
WEMP Support enabled Athve ok g
Inactive Persistent Links o
R Srpport it Active Links 0

A% BILET 32 BB i B4R M
2-1 AEBSEH
B ARHD R B WTAR A final code
Gitreset —hard a9fb79bc24ad97db9bb38d317a7b69697f7d161f

fCag-git/fChag-git/1mG 1|13 /uploa

$ git log

commit a9fb79bc24ad97db9bb38d f7d161f (HEAD -> master)
Author: Dr.sun <dr_hfsun@lé3.com>

Ipate: Fri Jun 18 11:04:02 2021 +0800

final code
““““““““ 9d7cae30dd9a7c5ch3
Author: Dr.Sun <dr_| com>
Date: Fri Jun 18 10:37: 21 +0800

fix MIME

commit 249e89d7dc6as83
Author: Dr.Sun <dr_|
Date: Fri Jun 18

basic code

JiUE AE apache2.2 N htdocs H 3% K, B MG &7 %3 .

2-2 DhREME
1. B X EERETH

17 i1 http://localhost/upload/login.html, 1§ /T admin/admin123 #4785, EkhjE 1%
— ik

=) @ TF Firefox 9 Android 5i0° X localhost/upload/do_upload.php X --
<« C QO [ http://localhost/upload/do_upload.php

D EABE. Dlerts @ #HFLE O #AmiI siiRFEl 6% Downlosoftnoic
20220110201156 fédeb.jpg _L1&ERIH!

AR R
IR BIFTH SRR, R EAE RS A
<« C O D http://localhost/upload/files.php
B EeEAEE. Dyassts @ ¥k O #Exi [B) siRe € Downlosoftnoic

Juploads/face
20220110201156_fédeb.jpg

55 2% H =% uploads H 5% F H B face/20220110201156 f6deb.jpg 1.



(| - | face
it iy HZ =5 @
<« v « Apache2 » htdocs » upload > uploads > face v O  EEface” p
& B e ) oA
s HRIEiAE
2025/6/6 21:37 JPEG B%: 146 KB

= 20220110201156_fodeb,
= EH = -1baebIpg

A Wt AL AH SR D RE TR K o

B4 =: X BAEIRIRA BN
3-1 Fiddler M3 215 B
T %225 T BurpSuite, K A# A BurpSuite #E47 5250 .
BP fit & 5 Fiddler AHML, 75 ERCE N E2HEE, X E AR

3-2 MIME -A&¥RER
FriE—A> info.php, % N<?php phpinfo()?>, ¥ info.php 1%,

« C QO [ http://localhost/upload/upload.html
B et DMIEsis @ FFtes D sEmmit B soass 62 Downlosoftnoic

NiHE

YS.... | info.php

| Fi=|

RIURES U R,  EARRIN.
& C O D http://localhost/upload/do_upload.php
D EAEE. Ddaissks @ wFi O smmtt SUREE €€ Downlosoftnoic

MHEEEER | HERY

BB EE, KIS Content-Type #& application/octet-stream.

HTTP history ~ WebSockets history {:6} Proxy settings

,é) Request to http://192.168.63.204:80

Forward Drop Intercept is on Action Open browser

= \n

formbounc




T Wt AHS A% S0 (do_upload.php) HIARBEHAEE—A if 1BA], WIRILACE] type
A& image/gif 8% image/jpeg BX image/jpg, NI ALK,

S I%lf $uploaded type != "image/gif" && Suploaded type != "image/jpeg” &&$uploaded_type != "image/jpg" )
38 {

20

| |
1M H. type ZRALE MRS ZR 2O MIME 18 B35k45, AT EMZEk Content-Type

Mz type 287 . FATHEL ARG K

1
e ="info. php”

@{@} & O  Search.. 0 matches

Response

Raw Hex

revalidate, post—check=0,
rgirqll ; path=/; httponly

; charset=UTF-8
.E info. php _bAEEGIH!

L@:BSZIJJ EE SN, KIUHT EAER info.php BEAFAE T RS 5% .
&« C @ O &%x%se 192.168.63.204 F v

Omisc OkwE Omm OFn @ RESE @ SHEIRE-EFRUS..

.Juploads/face

20220110201156_f6deb.jpg
info.php
174E MIME A& .

3-3 0x00 &Mz 12 EAZ IR
&2 do_upload.php FHRARED, AN Y5 28 5 HU SO MIME 15 B 343 028, 1
FE AR SO 48 A e 44 1 7 =AW AR SRR



Request

Search... 0 matches

Hex Render

post-check=0,

i path=/; httponly

; charset=UTF-8

RIL ALK, I T A e

strtolower (Suploaded_type)

if (strtolower (Suploaded type) !=
|
strtolower (5uploaded type) !

L Lo Ly Ly Ly L

[« T S0 S SV o I o

HEEFBR T gify jpegs jpg JER AR ARE EAE ). #F info.php MUE %A info.jpgs
AT bAR, RILEAR RN, {HA2 php ARADASRER: 41 php ZRIUHAT

B T explode BEGREBCLAHY e 44, 1% R E2: 2085 0x00 #k W7/ R 2, 841
A LA T SO e sead, AT _EA% php SCEES

; Suploaded name) ;

21 ‘Ftemp = e;plode(”.

HEHAT 0x00 #kWr: B 55K info.jpg A%, ?@, N VN A EPiﬁTJ)\ 1.php+

i =

RJRIERE “+7 5, BTN 16 BERIMALE, K “2b7 BE0Y €007



& 245 BER SO PRAT B 425 path " /& /uploads/1.php0x00face/info.jpg s PR A7 1E uploads
H3x T, #TRE, RI BRI,

0 matches

Response

Pretty Raw

/uploads/face
20220110201156_f6deb.jpg
info.php

Uploads H 3% I 1.php, 0x00 #Wr&eid .



« httpd-2.2.34-win32 » Apache2 » htdocs » upload » uploads » v O EE'u

~

ZER &M HER i)
face 2025/6/10 23:54 prgl=d
i/ 1.php 2025/6/10 23:54 PHP 32i%

AEEW: ST EAATRIR BT
4-1 HWrBERETE
MK —F apache2.4+php JNERH K upload H 35U E 7E apache2.4 H1] htdocs H% R,

1817 apache2.4, HXJM php JRAN 7.1, RNERA. SRAHCEEZE T 0x00 B2 E TR

e
PRZ AT — R path HFI{E L R E AR,

1 Content-Disposition : formdata ;

3 1. phpface

4| ———- r ormbounc .
RJG send ik, HIRET, FAERM, XEFNEMRA php CAEEE T 0x00 JiH.
30 | ————— oformboundar} ) 0

31 Content-Di ition : fo

Search...

Hex Render

=UTF-8



42 BRARE
£ do_upload.php ST N HIES 14 47 H 040 A

14 if (5_POST['path'] != 'uploads' && % _POST['path'] != 'face')
16 exit ('BEEER") ;
17 }

Xf 4% path AR EHEAT F A4 BUE,  ATRART L 0x00 BSAR AT JE. 7E apache2.2 HHHEAT
MWt AR RTR, SLIPT.

ntent-D ition

ormbounds

@{:9} & > Search... 0 matches

Response

Raw Hex Render

Thu, 19 Nov GMT
Control : no-store, no—cache, must-revalidate

; path=/; httponly

4-3 XHFEwm#
£ do_upload.php HHAINSCA B i A4 ACRS,  FOMEAIERE 26 B AN — SO 44 BB B AR 1 3C
EZE

33 [ TEERENF ===

34 SoriginalFilename = Suploaded name;

35 5fileExtension = strtolower (5uploaded type):

36 SuniquePrefix = uniqid(); // SERME—BIE )

37 SrenamedFilename = SuniquePrefix . '.' . S$fileExtension; // HEE—IHE

38 Starget path = dirname (Starget_path) . '/' . SrenamedFilename; // EHBMEE
40 if(!move uploaded file (5 _FILES['file']['tmp name'], $target_path))

a1 =

42 T echo 'AFHEERE, LEXEM';

43 } else

ANBEMF TR 0x00 BFARAMNT IR, (H R & A RIE S 42 AN BEESE webshell. BEIEE
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@@ & >  Search...

Response

Pretty Raw  Hex

h tt pon ]_ v

F A& R Th!

Ry PR PRI AR IZ 5

KB R TEa AR, TR

4-4 W EBAE Web B FRRE M
AR A4 A6 . H action 2N do upload new.php, BLHI N A& HE —E X
AR JRIE B 4 D s A .

21 <div id=a>

22 <form method="post" action="do upload new.php" enctype="multipart/form-data"}
23 <label>3fFR : </label

24 <input type="file" r "file"><br>

25 <input type="submit" name="upload" walus="_lffr:>

26 <input type="hidden" name="path" valus="face" ></input>

27 </form>

28 </div>

29 </body>

Files.php L& N file traverse("c:/uploads"); ST H R A7 & .
Hic B 58 B E FATTEAT MIME S8 it



Request

0 matches

Render

htt pon ]_ ¥

T do_upload new.php H#IN 7 USRI A4 kS, BRIk R Be bA% giffjpeg/ipg
Ja &, WIEFRI .
AR AL AT 0x00 F5 A%k Wi e A F) FH



Request

0 matches

Response
Pretty Raw

1 HTTP/1. 1

httponly

KUV c:/ H 3% FAFAE uploads H 3%, HIHE AN



S d > W > AHBER (C) > viv| EBEE

EFR e HER e=i)
PerfLogs 2016/7/16 21:23 e
Program Files 2025/4/16 11:16 St
Program Files (x86) 2025/6/6 21:12 prglz=>c3
ProgramData 2025/6/6 20:47 e
sysfix 2025/6/6 20:46 Mtk
uploads 2025/6/14 14:49 Mk
t Windows 2025/6/6 21:12 Atk
= 2025/4/15 16:44 e

=, Eisw

ST SEaG E AR T SO B AR RS B TR . T A AL e AR, R
BurpSuite S8 MIME 5 0x00 #WiXid;, KAFJAGEE. Bid A PHP. B2 A4 5.
S E AT E Web B AR5 7 sUERBIBT 47 AT RSO B AR D 2R RIS AN T B AR
WEFEA Y=, AT EUR AT, RS SRR R

M. BEE

1. 8. 530 httpd.exe BFHE/RE R MSVCRI100.dll, RiZshASEEHE /& Visual C++
AT, BAESERTF RS, 22 CH BITHEHUAEE A
httpd.exe - ZFHER hasd

.Ql TOEEHIER , BRiTENHZESE MSVCR100.dl, EXEFTEXERF
& RIS,

stk R dIERE TR, B CH3f5.

2. WREFH 0x00 #WIE php S FAER] face HRX T, NZAE Fiddler /B4 B0

%2

J7A _FA% 1.php 7E upload

« httpd-2.2.34-win32 » Apache? » htdocs » upload » uploads » v U EFE'uploads” P
& : EHES es ] Ko
face 2025/6/10 23:40 M
&/ 1.php 2025/6/10 23:44 PHP 2/ 1KB
FAMEEL path ZBEHFHINE AN “./ace/l.php0x00face”, 0x00 J& [H N 2 2o, HJ
AARAFAE Sace/ H R T



@@ & S Search... 0 matches

Response

Raw Render

httponly

BH H% face, KILIASLAFAE 1.php LA

\pache2 » htdocs » upload > uploads » face v U EE"face” y ]
ER B HE el Ha
”;' 1.php 2025/6/10 23:46 PHP 3244 1 KB
=1 20220110201156 fédeb.jpg 2025/6/6 21:37 JPEG Elf% 146 KB
= info.jpg 2025/6/10 23:30 JPEG BEli% 1 KB
”;" info.php 2025/6/10 23:40 PHP 3744 1 KB

3. BRI S b AR ST g ?
B2 ¥ do_upload black.php, 5 ALY
<?php
include once "functions.php";
if(!isset($_SESSION)) start _session($expires);

if(!isset($_SESSION['username'])) {

exit(" R BT BLR U 1] L TTT);

if (lisset($_POST['upload')) {
exit("TH e HE T _EAE ISR,



$target path ="'./uploads/' . $§ POST['path'];

$target path = $target path.'/.$ FILES['file']['name'];
$uploaded name =$ FILES['file']['name'];

$uploaded type =$_ FILES['file']['type'];

$uploaded size = $ FILES['file']['size'];

/] BA R
$blacklist_ext = array(
'php', 'php3’, 'php4', 'php5', 'phtml, 'phps', 'html', 'htm', 'js',asp', 'aspx/,
jsp','exe’, 'bat', 'sh’, 'py','htaccess'

)i
$file_ext = strtolower(pathinfo($uploaded name, PATHINFO EXTENSION));

/] HBAHEIE
if (in_array($file_ext, $blacklist_ext)) {
exit( B SCIFIH, 28I LE L ),

/1 S R/NBR ] (1IMB)
if($uploaded_size > 1000000) {
exit( AT IM 7, BRI,

$allowed mime = array(‘'image/gif', 'image/jpeg', 'image/jpg', 'image/png');
if (!in_array(Suploaded type, $allowed mime)) {
exit(CHFRAARR, AR R,

if('move_uploaded_file($_FILES['file']['tmp_name'], $target path)) {
echo "Wl 1R, ALK,

} else {
echo htmlspecialchars(Suploaded name) .' FAZRLIN!;

}

7>
GANZJGHATIG, A% php SCIF, RIURES “faRSCrR R, Rk BT, XR
PR R 1 44 5 R 2 php filk 7 &
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Request e

Raw
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