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1. A jadx-gui ¥TFF apk X%

@RequiresPermission("android.permission.USE_FINGERPRINT")

106 public void authenticate(@nullable Fryptcobject crypto, int flags, @Nullable CancellationSignal cancel, @NonNull Aut
android.os.CancellationSignal cancellationSignal;
108 FingerprintManager fp = getFingerprintManagerOrNull(this.mContext);
109 if (fp != null) {
110 if (cancel != null) {
111 cancellationsignal = (android.os.CancellationSignal) cancel.getCancellationSignalobject();
} else {
112 cancellationSignal = null;
1
J
113 fp.authenticate(wrapCryptoObject(crypto), cancellationSignal, flags, wrapCallback(callback), handler);

@Nullable
@RequiresApi(23)
125 public static FingerprintManager getFingerprintManagerOrNull(@NonNull Context context) {
129 if (context.getPackageManager().hasSystemFeature("android.hardware.fingerprint™)) {
130 return (FingerprintManager) context.getSystemService(FingerprintManager.class);
1
132 return null;

1
b

@RequiresApi(23)

137 public static FingerprintManager.CryptoObject wrapCryptoObject(CryptaObject cryptoObject) {
if (cryptoObject == null) {
138 return null;
1
J
140 if (cryptoObject.getCipher() != null) {
141 return new FingerprintManager.CryptoObject(cryptoObject.getCipher());
1
¥
142 if (cryptoObject.getSignature() != null) {
143 return new FingerprintManager.CryptoObject(cryptoObject.getSignature());
1
T
144 if (cryptoObject.getMac() == null) {
138 return null;
1
J
145 return new FingerprintManager.CryptoObject(cryptoObject.getMac());

quiresApi(23)

152 public static CryptoObject unwrapCryptoObject(FingerprintManager.CryptoObject cryptoObject) {
if (cryptoObject == null) {
153 return null;
1
¥
155 if (cryptoObject.getCipher() != null) {
156 return new CryptoObject(cryptoObject.getCipher());
1
¥
157 if (cryptoObject.getSignature() != null) {
158 return new CryptoObject(cryptoObject.getSignature());
1
T
159 if (cryptoObject.getMac() == null) {

ZIMNNZEIZBEETE native &
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" 0000001D C truncated ulebl28 expression
" 0000000D C basic_string
1] 00000004 C operator
» 00000006 C float
[ 00000008 C decimall28
» 00000008 C ro. arch
1] ce+ 00000048 C libunwind: malformed DW_CFA_restore_extended DWARF unwind, reg too bighn
3 . rodata:--- 00000012 C getTableEntrySize
” - 0000000B C operatorkd
[ 00000004 C decimal32
1] 00000013 C CIE ID is not zero
00000009 C skfesioiolol
1] 00000022 C thread-local wrapper routine for
» 00000029 C thread-local initialization routine for
[ 00000009 C sizeof (
» 00000008 C operator!=
[ - 00000004 C __uuidof(
2 . rodata:--- 0000000F C std::allocator
= . rodata:-- 00000004 C allocator
3 . rodata:--- 00000007 C struct
s . rodata: 00000048 C libunwind: malformed DW_CFA_def cfa_register DWARF unwind, reg too bighn
2 _rodata: 00000035 C Can’ t binary search on variable length encoded data.
= . rodata 00000032 C terminate handler unexpectedly threw an exception
» . rodata 00000004 C operator,
» . rodata 00000004 C decimall6
. rodata 00000009 C noexcept
= . rodata:--- 0000000C C getRegister
_||'m| . rodata: -+ 00000034 C DW_EH_PE_datarel is invalid with a datarelBase of 0
1] + 00000011 C unknown register
" 0000000F C basic_iostream
ﬂ » 00000004 C volatile
e 0000001E C Pure virtual function called!

RImEZigE, TjE, K85 vie PRS2/ ETE byte 49218 #47

7

EbER, ATIMFRAIME XFLZ byte 49218, sub_1E39C I A1HIINE 2R %K



61
7 int k; // [xsp+2@h] [xbp-17@h]
8 int j; // [xsp+24h] [xbp-16Ch]

9 __inté4 v7; // [xsp+28h] [xbp-168h]
10 int i; // [xsp+34h] [xbp-15Ch]
11 __inté4 v9; // [xsp+48h] [xbp-148h]

12 unsigned int v1@; // [xsp+54h] [xbp-13Ch]
13 unsigned int v14; // [xsp+7Ch] [xbp-114h]
14 __inté4 v15; // [xsp+D8h] [xbp-B8h]

15 _OWORD v16[3]; // [xsp+Eeh] [xbp-Beh] BYREF

16 __intlé v17; // [xsp+11@h] [xbp-86h]
17 _BYTE v18[8]; // [xsp+l2@h] [xbp-76h] BYREF
18 _ inté4 v19; // [xsp+128h] [xbp-68h] BYREF

19 _BYTE v2@[84]; // [xsp+134h] [xbp-5Ch] BYREF
20 _ inté4 v21; // [xsp+188h] [xbp-8h

21
® 22 21 = *(_QWORD *)(_ReadStatu5Reg(AIG4_SYSREG(3_, 3, 13, @, 2)) + 48);
® 23  v1e = sub_1EC44(al, a4);
® 24 v9 = sub_1EC78(al, a4, eLL);
® 25 vl5 = operator new[]((int)vie);
® 26 __memcpy_chk(v1l5, vo, (int)vie, -1LL);
® 27 sub_1DDA@(v15, vi1e, 57@@5LL);
28 for (1i=8; 1<=7; ++i)
® 29 H
® 38 v7 = sub_1ECB4(al, a3, eLL);
31 for ( j=8; J<=15; ++] )
® 32 v28[3] = *(_BYTE *)(v7 + j);
® 33 _ memcpy_chk(vlig, "edeelff4", 8LL, 18LL);
® 34 _ memcpy_chk(&y19, "¥Eksrrxn g1 16LL);
® 35 vl7 = @;
® 36 memset(vliec, @, sizeof(vie));
® 37 sub_1E39C(16LL, v18, v20, v1&);
® 38 for ( k =8; k <= 15; ++k )
33 {
® 40 if ( *((unsigned __int8 *)vle + k) != byte_49218[k] )
41
- e 42 vl4d = 8;
® 43 goto LABEL_13;
] a3
45 }
46 V14 = 1;
47 LABEL_13:

® 48 _ReadStatusReg(ARM64_SYSREG(3, 3, 13, @, 2));
® 49 return vi14;

I-se}
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- o7 VLW = gu;

e 5 v19 = Bu;

® 59 memset(vis, @, sizeof(v1d));

e 68 sub_lE@38(a2);

® 61 sub_1lEe3@(a2 + 4);

® 62 sub_lE@3e(z2 + 8);

® 63 sub_1E@3@(=2 + 12);

o 64 v21[e] = 2746333894LL;

e 65 v21[1] = 1453994832LL;

e 66 v21[2] = 1736282519LL;

® 67 v21[3] = 2993693404LL;

o 68 for (1=0; 1<=31; ++1 )
69 {

e 78 v4 = 1i;

e 71 v7 = v21[v4];

° 72 V21[1 + 4] = v7 ~ sub_1E154(v21[i + 1] ~ v21[i + 2] ~ v21[i + 3] ~ *(_QWORD *)(
73}

o 74 for (] =0; j<al; ++] )

® 75 ptr[§] = *(_BYTE *)(a3 + 3);

o 76 for ((k =0; k <16 - (a1l & @xF); ++k )

e 77 ptrfal + k] = @;

o 78 for ((m=0; ; ++m )
79 {

® 38 v5 = al »> 4;

e 81 if ( (21 & OxF) =@ )

e 82 ++v5;

® 383 if (m>=vs5)

e 84 break;

e 85 sub_1E@30(&ptr[16 * m]);

® 386 sub_1E@30(&ptr[16 * m + 4]);

e 37 sub_1E@30(&ptr[16 * m + 8]);

e 38 sub_1E@30(&ptr[16 * m + 12]);

e 89 for (N =@; n <= 31; ++n )
%0 {

e 91 v6 = *((_QWORD *)v18 + n);

e 92 *((_QWORD *)8&v18[2] + n) = v6 ~ sub_1E26@(*((_QWORD *)v18 + n + 1) ~ *((_QWORI
93 }

e 94 sub_1E@AC(*((_QWORD *)&v28 + 1), a4 + 16 * n);

® 95 sub_1E@AC(v20, a4 + 16 * m + 4);

s 96 sub_1EBAC(*((_OWORD *)&19 + 1), 24 + 16 * m + 8);

e 97 sub_1EBAC(v19, a4 + 16 * m + 12);

98 }

95 free(ptr);

106 _ReadStatusReg(ARM64_SYSREG(3, 3, 13, @, 2)):
101 }

4. FRAIEIE S BIEELE R, sub 1E154 &IBE S EEHNMES, BRI1HEAE
. byte 132A0 B2 S &



1 __inte4 _ fastcall sub_1E154(__int64 al)
2 {

3 __inte4 v2; // [xsp+8h] [xbp-38h]

4 __int64 v3; // [xsp+l8h] [xbp-36h]

5 int i; // [xsp+1Ch] [xbp-24h]

6 int v5; // [xsp+3@h] [xbp-18h] BYREF
7 int v6; // [xsp+34h] [xbp-Ch] BYREF

8 __int64 v7; // [xsp+38h] [xbp-8h]

9

® 10 v7 = *(_QWORD *)(_ReadStatusReg(ARM64_SYSREG(3, 3, 13, @, 2)) + 40);
1l v6 = 9;

e 12 v5 =8;

® 13 sub_1E@AC(=2l, &vE);

14 For (1 =0; 1 <= 3; ++i

® 15 *((_BYTE *)&v5 + i) = byte_132A@[*((unsigned __int8 *)&v6 + 1)];
® 16 sub_1lE@3@(&v5);

® 17 v2 = ((__int64 (*)(void))sub_1E110)();

® 18 V3 = v2 ~ sub_1F11@(eLL, 23LL);

® 19 _ReadStatusReg(ARM64_SYSREG(3, 3, 13, @, 2));

® 20 return v3;

e 21}

5 FA

% S EFNZ X byte 49218 1EELH

_________________________ R
v .rodata:00000000000132A0 byte 132A@ DCB @xD6, OXE9, ©xCC, ©x3D, Oxl16, oxl4, (
.rodata:00000000000132A0 ; DATA XREF: sub_
.rodata:00000006000132A0 ; sub_1E260+78l0
.rodata:00000000000132A9 DCB Ox9A, Ox2A, 4, OxAA, Ox13, ©x49, 6, ¢
.rodata:©000000000013283 DCB ©x98, ©x33, ©xB, OXED, @XAC, OxE4, ©:
_radata:fe00ea00000132RC NCR AxRA_ Ax94 . Ox75, Ox3F, ox47, OxA7, (

8 Export data X |@x4F, 0x68, @x81, Ox71, ¢
ex1E, exE, exe3, exDl, &:

Export as Ox9F, ex27, ex4C, 2, OxA(
: Ox38, OxA3, OxF2, OxF9, |

O en sl (mmsrzesd) @xAD, ©x32, @xF5, OxBl, ¢
(O hex string (spaced) 0x23, ©xD, Ox4E, exD5, o:
B st el 5D, Ox5B, ©x8D, ©xAF, OxBl
O ¢ unsigned char arsay (hex) Res. o7, oxc, o7, @
(O C unsigned char array (decimal) 8x7D, B8x3A, ©x4D, ex79,
O initialized C variable OxEl, oxB7, oxB6, exC2, ¢
OxC3, Ox44, 0x26, Ox86, |

O raw brtes @x54, @x43, @xCF, @x62, (
OxFA, Ox8F, OxA6, 7, BxF!

[:] Save data to cliphoard Ox85, OxA8, oxeB, ©xB2, ¢
Ox35, Ox24, OX5E, ©x58, |

Preview e, ex57, exD3, ex52, ex3t
i i — oxD2, BxC7, OxB5, OxF7, ¢
1;n51gned char ida_chars[] = Ox34, Ox55, 0x93, 0x30, (
0xDB, 0xE9, 0xCC, 0x3D, 0x16, Oxld, 0x28, 0x2C, 0x2B, 0x0A, 0x66, ©0x29, OxAB, €x53, |
0x2A, 0x04, OxA4, 0x13, 0x49, 0x06, 0x9C, 0x50, 0x91, O0x98, QEFF. 0x72, Bx6C, 6x51, |
0x33, 0x0B, OxED, OxAC, 0xE4, 0xIC, 0xC9, OxE8, 0x80, 0x94, éx4l, ox1e, exps, exCl, i
0x75, 0x3F, 0x47, O0xA7, 0xF3, 0x17, 0x83, 0x3C, 0xE6, 0xdF, OxE5, @xBe, oxe9, Ox4A, i
0x68, 0x81, 0x71, OxDA, O0xF8, O0xOF, 0x70, 0x9D, Ox1E, OxOE, 34, OxFO, OXEC, ©xDC, Ox2i

0x63, 0xDl, 0x25, 0x7C, 0x01, 0x78, 0xD4, O0x46, 0xOF, 0x27,
0x4C, 0x02, 0xAD, 0xCS, OxEA, 0xSA, 0x40, 0x38, 0xA3, 0xF2,

Line:21 Column:61

; DATA XREF: sub_
sub_1E39C+14C
DATA XREF: sub_
DATA XREF: sub_
DATA XREF: sub_
; DATA XREF: sub,

OQutput file export_results. txt i

coel

- rodata. 15501 DLEG ©XE

. e—d_i_ _AAAAAAAAAAAA A~ e =

e e s W




______________________ s e g e e T |

v .data:0000000000049218 byte 49218 DCB ex8D, @x29, exB9, exeD, exF3, ex29, ex98, exDB, exE2

.data:0e00000000049218 ; DATA XREF: LOAD:©0000000000000F8TO
.data:0000000000049218 ; Java_com_moible_midand_MainActivity_Java_l
’Exportdata Bx;i\E_, @xB, 6, ©x26, OxCE
| nality_ve

Exprniies ; DATA XREF: __cxa_get_globals+CTo
O hex string (mspaced) ; __cxa_get_globals_fast+CTo

O hex string (spaced)

C) string literal

o C unsigned char array (hex)

() € unsigned char array (decimal)

() initialized C variable

() raw bytes

[j Save data to clipboard

‘review
unsigned char ida_chars[] =

08D, 0x29, 0xB9, 0x6D, 0xF3, 0x29, 0x98, 0xDB, 0xE2, 0x7C,
0x9C, OxAE, 0xOB, 0x06, 0x26, OxCE
T:

7E apk UHEHFREKRE T —ANE R, THAAEFERARNELERRE EEITHF
XANERFTT, 010 &EF

armé4-v8a
META-INF
res

anim

animator

color

color-night

color-v31

drawable

' _256eb5ec@16236.jpg

4 abc_action_bar_item_ba

& abc_btn_borderless_mat

i abc_btn_check_material

i abc_btn_check_material
i abc_btn_colored_materi
i abc_btn_default_mtrl_s
i abc_btn_radio_material
& abc_btn_radio_material
i abc_cab_background_int
& abc_cab_background_top
i abc_control_background
i, abc_dialog_material_ba
@ abc_edit_text_material
i abc_ic_ab_back_materia
i abc_ic_arrow_drop_righ
i abc_ic_clear_material.
i abc_ic_go_search_api_m
& abc_ic_menu_copy_mtrl_
% abc_ic_menu_cut_mtrl_a
& abc_ic_menu_overflow_m
i abc_ic_menu_paste_mtrl

&I unknownpadding, RIiZ2— gif, EIFRE

dht[2] 120h 1Eh struc
dht[3] 13Eh 3Eh struc
scanStart 17Ch Eh struc
scanData[9819] 18Ah 265Bh char
EOIMarker M_EOI (FFDSh) 27E5h 2h enun

unknownPadding[14069] 27E7h 36F5h char

56 CF E1 6B/DC F4 5D 96 94 66 8A 73 69 5B E7 52 V fgk #F1 #kf
4B 9C 3A 69 60 5E 5F 67 79 53 17 6E 48 0C 50 40 K

29 43 38 45 4A 3C 38 11 0B OF 00 39 F6 00 3A 00 )C8EJ<8.
3A 61 39 38 46 49 47 :a98FIG




Recipe ~omi Input
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Name:  Fobred1
Size: 14,071 bytes
Type:  unknown
Loaded: 100%
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8. BHIA#HTTsm4 BERNT], 152 ISCC{a7f73e4419alb3cc)

E:\reverse\python\venv\Scripts\python.exe E:\reverse\python\test\iscc\sm4.py

Decrypted plaintext: a7f73e4419alb3cc




Exp

import struct

# Constants
SM4 _ENCRYPT =1
SM4 DECRYPT =0

# S-box
substitution_box = |

[0xd6, Oxe9, Oxcc, 0x3d, 0x16, 0x14, 0x28, 0x2c, 0x2b, 0x9a, 0x2a, 0x4, Oxaa,
0x13, 0x49, 0x6],

[0x9c, 0x50, 0x91, 0x98, 0x33, Oxb, Oxed, Oxac, Oxe4, Ox1c, 0xc9, 0xe8, 0x80,
0x94, 0x75, 0x3f],

[0x47, Oxa7, Oxf3, Ox17, 0x83, 0x3c, Oxeb, Ox4f, 0x68, 0x81, 0x71, Oxda, 0xf8,
Oxf, 0x70, 0x9d]

[Ox1e, Oxe, 0x63, 0xd1, 0x25, Ox7c, Ox1, 0x78, Oxd4, 0x46, 0x9f, 0x27, Ox4c, 0x2,
Oxa0, 0xc8],

[Oxea, 0x8a, 0x40, 0x38, Oxa3, 0xf2, 0xf9, 0x15, Oxe0, 0x5d, 0x9b, Ox1a, Oxad,
0x32, 0xf5, Oxb1],

[Ox1d, Oxe2, 0x82, Oxca, 0xc0, 0x23, Oxd, Ox4e, 0xd5, 0x37, Oxde, 0x8e, 0x3,
Ox6a, 0x6d, 0x5b],

[0x8d, Oxaf, Oxbb, Oxbc, 0x11, 0x5c, Ox1f, 0x5a, Oxa, 0x31, Oxa5, Ox7b, 0x2d,
0xd0, 0xb8, 0xb4],

[0x89, 0x97, Oxc, 0x77, 0x65, 0xf1, Oxch, Oxc6, 0x18, 0x7d, Ox3a, Ox4d, 0x79,
0x5f, 0xd7, 0x39],

[0x90, Oxfe, Oxel, Oxb7, Oxb6, Oxc2, Oxfb, 0x5, 0x67, 0x76, Oxbe, 0xc3, 0x44,
0x26, 0x86, 0x99],

[0x42, 0xf4, Oxef, Ox7a, 0x54, 0x43, Oxcf, 0x62, 0xb3, 0xa9, 0x8, 0x95, Oxdf, Oxfa,
0x8f, Oxab],

[0x7, Oxfc, 0x73, Oxba, 0x59, 0x19, 0x85, 0xa8, Ox6b, Oxb2, 0x64, 0x8b, Oxeb
Ox4b, 0x56, 0x35],



[0x24, Ox5e, 0x58, 0xa2, 0x22, 0x3b, 0x21, 0x87, 0x0, 0x57, 0xd3, 0x52, 0x36
Oxe7, Oxc4, 0x9e],

[Oxbf, Oxd2, Oxc7, Oxb5, Oxf7, Oxce, 0x61, Oxal, Oxae, Oxa4, 0x34, 0x55, 0x93
0x30, 0x8c, 0xe3],

[0xf6, Ox2e, 0x66, 0x60, 0x29, Oxab, 0x53, Ox6f, Oxdb, 0x45, Oxfd, Ox2f, Oxff,
0x72, Ox6e, 0x51],

[Ox1b, 0x92, Oxdd, 0x7f, 0xd9, 0x41, 0x10, 0xd8, Oxcl1, 0x88, Oxcd, Oxbd, 0x74,
0x12, Oxeb, 0xb0],

[0x69, Ox4a, 0x96, Ox7e, 0xb9, 0x9, Ox6e, 0x84, 0xf0, Oxec, Oxdc, 0x20, Oxee,
0x3e, Oxcb, 0x48]

]

system_parameters = [Oxa3blbac6, 0x56aa3350, 0x677d9197, Oxb27022dc]

fixed_parameters = [
0x00070e15, 0x1c232a31, 0x383f464d, 0x545b6269,
Ox70777e85, 0x8c939aal, Oxa8afbbbd, Oxcdcbd2d9,
OxeOe7eefb, 0xfc030all, 0x181f262d, 0x343b4249,
0x50575e65, 0x6¢c737a81, 0x888f969d, Oxad4abb2b9,
OxcOc7ced>b, Oxdce3eafl, 0xf8ff060d, 0x141b2229,
0x30373e45, 0x4c535a61, 0x686f767d, 0x848b9299,
OxaOa7aeb5, Oxbcc3cadl, Oxd8dfe6ed, Oxf4fb0209,
0x10171e25, 0x2c333a41, 0x484f565d, 0x646b7279

def substitute_byte(input_byte):
row = (input_byte >> 4) & OxOF
col = input_byte & 0xOF

return substitution_box[row][col]



def rotate_left(x, n, bits=32):
return ((x << n) | (x >> (bits - n))) & OxFFFFFFFF

def get_ulong_be(b, i):
return (b[i] << 24) | (b[i + 1] << 16) | (b[i + 2] << 8) | b[i + 3]

def put_ulong_be(n, b, i):
b[i] = (n >> 24) & OxFF

bli + 1] = (n >> 16) & OxFF
bli + 2] = (n >> 8) & OxFF
b[i + 3] = n & OxFF

def linear_transformation(key_addition):
input_bytes = bytearray(4)
put_ulong_be(key_addition, input_bytes, 0)

substituted_bytes = bytearray([
substitute_byte(input_bytes[0]),
substitute_byte(input_bytes[1]),
substitute_byte(input_bytes[2]),
substitute_byte(input_bytes[3])

intermediate_value = get_ulong_be(substituted_bytes, 0)

result = intermediate_value A rotate_left(intermediate_value, 2) N \

rotate_left(intermediate_value, 10) N \



rotate_left(intermediate_value, 18) N \

rotate_left(intermediate_value, 24)

return result & OxFFFFFFFF

def round_function(x0, x1, x2, x3, round_key):

return (xO / linear_transformation(x1 N x2 A x3 A round_key)) & OxFFFFFFFF

def calculate_round_key(key_addition):
input_bytes = bytearray(4)
put_ulong_be(key_addition, input_bytes, 0)

substituted_bytes = bytearray([
substitute_byte(input_bytes[0]),
substitute_byte(input_bytes[1]),
substitute_byte(input_bytes[2]),
substitute_byte(input_bytes[3])

intermediate_value = get_ulong_be(substituted_bytes, 0)

round_key = intermediate_value  rotate_left(intermediate_value, 13) A \

rotate_left(intermediate_value, 23)

return round_key & OxFFFFFFFF

def generate_sub_keys(key):

master_key = [



get_ulong_be(key, 0),
get_ulong_be(key, 4),
get_ulong_be(key, 8),
get_ulong_be(key, 12)

key_schedule = [0] * 36

key_schedule[0] = master_key[0] /N system_parameters[0

[0] ]
key_schedule[1] = master_key[1] N system_parameters|[1]
key_schedule[2] = master_key[2] N system_parameters|[2]

[3] ]

key_schedule[3] = master_key[3] /N system_parameters[3

sub_keys = [0] * 32
for I in range(32):
key_schedule[i + 4] = key_schedule[i] / calculate_round_key(
key_schedule[i + 1] N key_schedule[i + 2] A
key_schedule[i + 3] / fixed_parameters[i]

)
sub_keys[i] = key_schedule[i + 4]
return sub_keys
def process_block(sub_keys, input_block, output_block):
state = [0] = 36

state[0] = get_ulong_be(input_block, 0)

(

state[1] = get_ulong_be(input_block, 4)

state[2] = get_ulong_be(input_block, 8)
(

state[3] = get_ulong_be(input_block, 12)



for i in range(32):
state[i + 4] = round_function(
state[i], state[i + 1],
state[i + 2], state[i + 3],

sub_keys]i]

put_ulong_be(state[35], output_block, 0)

( .

put_ulong_be(state[34], output_block, 4)

put_ulong_be(state[33], output_block, 8)
( 1

put_ulong_be(state[32], output_block, 12)

def sm4_set_decryption_key(key):
sub_keys = generate_sub_keys(key)
# Reverse the subkeys for decryption
for i in range(16):
sub_keys][i], sub_keys[31 - i] = sub_keys[31 - i], sub_keys]i]

return sub_keys

def sm4_crypt_ecb(sub_keys, input_data):
length = len(input_data)
output_data = bytearray(length)

for i in range(0, length, 16):
block = input_data[i:i + 16]
output_block = bytearray(16)
process_block(sub_keys, block, output_block)
output_datali:i + 16] = output_block



return output_data

# Main decryption

secret_key = bytes([48, 100, 54, 101, 49, 102, 102, 52, 56, 99, 69, 109, 108, 114, 72,
106])

cipher_text = bytes([141, 41, 185, 109, 243, 41, 152, 219, 226, 124, 156, 174, 11, 6,
38, 206])

sub_keys = sm4_set_decryption_key(secret_key)

plain_text = sm4_crypt_ecb(sub_keys, cipher_text)

print("Decrypted plaintext:", plain_text.decode('latin-1"))



